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BbvBeaeHue

AKO He cu yacm om peweHuemo,
3Ha4u cu Yyacm om npo6ne/vta.

MHmepHem 1

Bbarapckoto o06uwecTtBo, Kato 4acT OT r100a/HOTO MHTEPHET CeMeNCcTBO, Ce pPa3BMBa
WHTEH3MBHO M yBepPeHO B UMdppoBaTa U MHPOPMaAUMOHHA epa. AbprkaBaTta, BU3HECHT U rpaxaaHuTe
pasyMTaT Ha HAAEXAHOTO PYHKUMOHUPAHE HA KOMYHUKAUMOHHUTE U MHPOPMALMOHHUTE CUCTEMM,
TEXHO/IOTMUTE U UHTEPHET cpeaaTta, Uan Ha HOBOTO ,,NMeTo" NPOCTPAHCTBO, B KOETO BEYE KMUBEEM U Ce
pa3BuMBame — Kubep MNPOCTPAHCTBOTO. [AurMtanHute MUHPPaACTPYKTypu ce npeBpblLaT oOT
noagbpkawa cpega B OCHOBEH W KpuTuyeH GaKTop 3a YNpPaBAEHUMETO W HOPMANHOTO
OYHKUMOHMPAHE Ha BCUYKM PECYPCM U CUCTEMM C HAUMOHANHO 3HAYeHWE, Ha pPa3BUTUETO Ha
KOHKYPEHTHa U MHOBATMBHA MKOHOMMKA, MNPO3PaYHO YMNpaB/ieHNE U HAa MOLEPHO AEMOKPATUYHO
rpa*kaaHcko obuectso. ColieBpeMeHHO, HapacTBawaTa U HeobpaTma AUrKMTaNHA 3aBUCUMOCT HA
OCHOBHUTE YHKUUM U AEMHOCTU Ha OOLLECTBOTO MOparkga HOBM 3HAYMMU PUCKOBE U 3anaaxwu.
Knbep npocTpaHCTBOTO HOCK HOBM YA3BMMOCTM C HEMO3HAT Aocera malab 1 noteHuManHa cuaa Ha
Bb34ENCTBME, KOMTO M3UCKBAT MOBMLWABaHe Ha obliaTa Kubep KyaTypa M KONEKTMBHA Kubep
CUTYPHOCT Ha LANOTO OOLWECTBO, NpUAaraHe Ha akTUBHM MEPKM 3a npeanasBaHe OT M3BECTHUTE
BMA0BE 3anaaxu (0T HEOPEKHOCT A0 YMULLNEHWN AEUCTBUSA, U3M0/I3BaHE HA TEXHUYECKM U YOBELLKK
cnabocTu), KaKTo M NOATrOTOBKA 3@ ,,HEU3BECTHUTE HEM3BECTHM U NOCTUraHe Ha Knbep ycTtomumsoct
BbB BCUYKU chepu.

HacToAwaTa HauMoHanHa cTpaTerns 3a KNbep CUrypHoOCT M3pa3snBa KOJIEKTUBHUA aHTAXKUMEHT
M OTTOBOPHOCT Ha BCUMYKM 3aMHTEPECOBAHW CTPaAHM WM BOJIATA HAa PHKOBOACTBOTO Ha Penybauka
Bbarapua ga ocurypm mozepHa pamka u ctabunHa cpesa 3a pa3BMTME Ha HaLMOHaIHaTa cMcTemMa 3a
Knbep cMrypHOCT U NOCTUTaHe Ha OTBOPEHO, 6e30nacHO U cUrypHo KnbepnpocTpaHcTBO. B13mnATa 3a
nocturaHe Ha , Kubep ycroitunsa bbarapma 2020“ ouepraBa eTanuTe Ha Pa3BMTME 33 U3PaACTBaAHE OT
6as3oBa MHOOPMALMOHHA CUTYPHOCT M KMbep xurveHa A0 3psAn0 UHGOPMAUMOHHO 06uecTBo,
CNocobHO Aa yCToun Ha Knbep 1 xnbpunaHu 3annaxm BbB BCUYKK chepu. Penybamka bbarapua we 6vae
HageXAeH N YCTOMYMB NAPTHLOP M YYaCTHMK B 0OLLMTE MPEKN U CUCTEMU U KONEKTUBHATA CUTYPHOCT
C €BPO-aTNaHTUYECKUTE HN NapTHbOPMU, C MHOBATUBHO M U3NPEBAPBALLO TEXHO/IOTMYHO pPa3BUTHE,
CbOTBETHO Ha NPUOPMUTETUTE 3a pPa3BUTME Ha MKOHOMMWKATA M OOWECTBOTO, M C KanmauuteT U
CNocobHOCTN Aa y4yacTBa B MNpeaoTBPaTABAHETO M MPeoAO/IABAHETO Ha €BOJIlOMpaLLUTE Knbep
3annaxum u Kpusu.

CtpaTerusaTa Habenssea LENM U MEPKM 33 Pa3BUTUE B AEBET KNOUOBU o0bnacTu:
1. YcraHoBABaHe M pa3BUTME HA HALLMOHA/IHATA CUCTEMA 3@ KMBEpP CUIYPHOCT M YCTOMUYMBOCT

2. MpexoBaTta u MHGOPMaLMOHHA CUTYPHOCT — GYHAAMEHT Ha KMbep ycToMYMBOCTTa
3. 3awmTa 1 YyCTOMYMBOCT Ha AUTUTANIHO 3aBUCUMUTE KPUTUYHN MHPPACTPYKTYPU

L “If you are not part of the solution, you must be part of the problem” - npunucsa ce B pasanyHu1 BapnaHTK
Ha pa3/InYyHM aBTOPU, OCHOBHO Ha Eldridge Clever (1969); Bka. 1 Kato AdppmKaHCKa NOroBopkKa
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MNopobpaBaHe Ha B3aMMOAENCTBUETO M CnodensiHeTo Ha MHbopmauma mexKay AbprKasa, busHec
M obuecTso

Pa3ssuTMe n nogobpasaHe Ha perynaTopHaTa pamKa

3acunBaHe Ha NPOTUBOAENCTBMETO Ha KNbep NpecTbnHOCTTa

Knbep otbpaHa 1 3awmTa Ha HauMOHaNHATA CUTYPHOCT

MoBMwaBaHe Ha OCBEAOMEHOCTTA, 3HAHMATA U KOMMNETEHTHOCTUTE M PA3BUTUE HA CTUMYAMPALLA
cpepa 3a uscnegBaHua U MHoBaLMM B 061acTTa Ha KMbep curypHoCTTa

MeayHapoaHo B3auMOAeNCTBME - Kubep Auniomaums 1 onepaTMBHO B3aumoaeicrane

M3nbiHEHUETO Ha uenuTe M HabenssaHUTe MepKU Le 6baaT passBuTM B [1aH ¢ NbTHA KapTa

c1:06pa3Ho HabenssaHute cbaau 3a pa3suTmne.

OcHoOBHuUTe (baKTOpM 3a yCNewHOoTO U YCKOPEHO NOCTUTraHe Ha uennte ca:

O6Bbp3aHOCT € NpuopuTeTuTe U uennte Ha Mporpamata Ha NPABUTENCTBOTO 3a CTabunHo
pa3suTue Ha Penybamnka Bbarapua (2014-2018 r.)? 1 HaUMOHANHUTE CEKTOPHM CTpaTernu;
NaeHTUOMUMpPAHE M aHTaXKMPaHEe Ha BCUMKU 3aUHTEpPeCcoBaHU CTPAHU U U3rparkgaHe Ha moaen
M MEXaHM3bM 33 KOOPAMHALMA HA CTpaTErmyecko, NOJUTMYECKO, ONEPaTUBHO M TEXHUYECKO
HWBO, KaKTo N edpeKTMBHA NnaTtdopma 3a cnogenaHe Ha MHGOPMaLMA N KONEKTUBEH OTrOBOP;
EdeKTMBHO NPOEKTHO ynpaBaeHue 3a peanunsmpaHe Ha HabenasaHUTe MepPKKU U ACHa OLEHKa Ha
NOCTUrHaTUTE Pe3yaTaTh U CNOCOBHOCTH;

AKTMBHO MeXAYHapOAHO B3aMMOAENCTBME — U3MO0/13BaHE ONMUTA Ha BogeLumTe napTHbopwu B EC
n HATO, aKTMBHO BK/IOYBAaHE B MAPTHbOPCKU MPOrpamm U MHULMATMBU, U AKTUBU3UPAHE HA
NapTHbOPCTBATA B PErnMoHa 3a u3rpaxaaHe Ha obu, KanauuTeT U cnocobHoCTH.

MocturHatute pe3ynTatm un wusrpageHu cnocobHocTH we ce Baanmaumpat nepunoanyHo CobC

CEKTOPHUN N HAUUNOHA/THU TPEHUPOBKU N Yy4EHUA, CUMYNTALUNUOHHU YNPAXKHEHNA U aKTUBU3NPAHE Ha
y4aCTUETO B MEXAYHAPOOHWN yHEHUNA. MOHMTOpMHI"bT 3a U3NbJIHEHUE Ha NZ1aHA, NOCTUTHATUTE UENN
M aKTyanan3daumAatTa U ocbBpemeHABaAHE Ha CTpaTeFMﬂTa we 6'bAaT ocbllecTeaABaHM oT CbBeTa no
CUTYPHOCTTA Nnpu MMHMCTepCKMﬂ CbBET C NOMOLWTA Ha U3rpageHarta CUCTEMaA 3a KOOpAUHAUMUA Ha
NOZINTUYECKO, CTPATENNMHYECKO N ONEePaTUBHO-TEXHNYECKO HUBO.

2 Mporpama Ha NPaBUTENCTBOTO 3a CTabunHO pa3suTHe Ha Penybanka bbarapua 3a nepmoga 2014-2018
r.http://www.government.bg/cgi-bin/e-cms/vis/vis.pl?s=001&p=0211&n=132&g=
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CbKpauieHua
EECM EANHHA eneKTpOHHa cbobwuTeNHa MpeXKa
UKT NHPOPMALMOHHM U KOMYHUKALMOHHM TEXHONOMNU
Ut NHPOopMaLMOHHM TEXHONOTNK
KEM KBanuduumnpaH enekTpoHeH noanunc
KN KpuTnyHa nHopactpyktypa
KWH KoHunaeHUMANHOCT, UHTErpuUTET, HANMYHOCT (MHPOPMALMOHHATA CUTYPHOCT)
KNC KoMyHUKaLMOHHN U MHPOPMALMOHHM CUCTEMMU
KK1U Kp1TMYHa KOMYHUKaLMOHHA U MHPOPMALMOHHA MHOPACTPYKTYpa
MEPT MeaoyBeAoMCTBEHA eKcnepTHa paboTHa rpyna
MUC MpexoBa U MHPOPMALMOHHA CUTYPHOCT
MC Manku n cpegHu npeanpuATUA
HKOMKC HauuoHanHa KoopANHALMOHHO-OPraHN3aLUMOHHA MPEXKa 3a Knbep curypHocT
HCL, HaunoHaneH cuTyaymoHeH LUeHTbp
HKCL, HauuoHaneH Knbep cuTyauMoHeH UEeHTbP
HMO HenpasuTtencreseHa opraHM3aumsa
n4n My6/MYHO-4aCTHO NAPTHLOPCTBO
APT Advanced Persistent Threats
CIA Confidentiality, Integrity, Availability (KUH - nHdopmaymoHHa curypHocT)
CERT Computer Emergency Response Team (cbuo Computer Emergency Readiness Team)
CSIRT Computer Security Incident Response Team
ICS Industrial Control Systems
loT Internet of Things (MHTepHeT cBbpP3aHM ycTpoicTBa, Industrial internet)
ISAC/ISAO Information Sharing and Analysis Center/Organization
NIS Network and Information Security
SCADA Supervisory Control And Data Acquisition

OpraHusaumu, UHCTUTYLIUU

OAEY ObprkaBHa areHuma ,EnekTpoHHO ynpaBaeHue”
OAHC JbprKaBHa areHUMA 33 HaUMOHAaNHA CUTYPHOCT

OAP ObprkaBHa areHuusa ,,Pasy3HaBaHe"

OATO ObprkaBHa areHuma , TexHuyeckn onepauum”

OKCH [ObprKaBHa KOMUCUSA NO CUTYPHOCTTA Ha MHbOpPMaLMATA
EK EBponeiicka komucums

EO EBponeicka obwHocT

EPOC EBponeiicKka pamKa 3a onepaTUBHA CbBMECTUMOCT

EC EBponeincku cbtos

ECOC EBponencka cTpaTermsa 3a onepaTMeHa CbBMECTUMOCT
KPC Komucus 3a perynmpaHe Ha cboblueHuaATa

MBP MWHUCTEPCTBO Ha BbTPELIHUTE paboTn

MBHP MWHMCTEPCTBO Ha BbHLIHUTE paboTn

ME MWHUCTEPCTBO Ha eHepreTUKaTa

MU MWHUCTEPCTBO Ha MKOHOMMKATA

MO MwuHMcTepcTBO Ha OTHbpaHaTa
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MWHUCTEPCTBO HAa 06PA30BAHMETO M HAyKaTa

MUWHUCTEPCKM CbBET

MWHUCTEPCTBO HA TpaHCNOpPTa, MHOOPMALMOHHUTE TEXHONOTMN U CbObLWEeHNATA
North Atlantic Treaty Organization

HaunoHaneH koopauHatop no kubep curypHocTTa

OpraHusaums Ha obegnHEeHUTe Hauum

OnepaTtuBHa nNporpama

OnepatmeHa nporpama ,,Jobpo ynpasnernune” 2014-2020

OnepaTtmBHa nporpama ,,MHoBauumn 1 KoOHKypeHTocnocobHocT” 2014-2020
OnepaTtmBHa nporpama ,,Hayka n obpasoBaHue 3a UHTeAUreHTeH pactexk” 2014-2020
Penybanka bbarapus

CbBeT no curypHocTTa npy MMUHUCTEPCKN CbBET

CbBeT 3a KMbep ycTromumBocT

European Defense Agency / EBponelicka areHumsa no otbpaHa
European Union Network and Information Security Agency
Governmental CERT (MpasutencteseH CERT)

Internet Corporation for Assigned Names and Numbers
International Telecommunications Unit

Military Computer Incident Response Center

NATO Computer Incident Response Capability

NATO Communications and Information Agency

US National Institute of Standards & Technology
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1 bBbarapua B CbBpeMeHHOTO Kubep NpocTpaHCTBO

1.1 [AwurutanHa 3aBMCMMOCT, 3ana1axu U Kubep curypHoct

Pa3BuTMETO Ha MHHOPMALMOHHUTE U KOMYHUKALUMOHHU TexHonoruu (MKT) n gurutannsaumsTa
KaTo rnobaneH ¢eHoMeH NPOMEHMXa XapaKTepa Ha CbBpPeMeHHUTe 0bLLLeCTBA OT ,, TEXHONOTMYHN B
»MHPOPMaALMOHHN" B KAYeCTBEHO HOBa, MHPOPMALMOHHA epa. [AbpKaBaTa, BU3HECHT U rpaXKaaHuTe
pasyMTaT Ha J/leceH [A0CTbN U HaAeXAHO OYHKUMOHMPAHE Ha KOMYHWUKAUMOHHUTE MU
MHPOPMALMOHHUTE CUCTEMU N TEXHONOTMN U MHTEPHET cpedaTta, UM Ha HOBOTO MPOCTPAHCTBO, B
KOeTO Beuye KMBeem W ce pasBuBame — Kubep npocTpaHcTBoTo. Knbep npocTpaHcTBOTO €
€NEeKTPOHHUAT UK ,BUPTyaneH” CBAT OT B3aMMOCBbP3aHN KOMYHUKALMOHHU U MHOOPMALMOHHMU
CUCTEMM, B YANTO MPEXKK rnobasiHaTa o6LWHOCT OT Hag, 3 Muanapaa rpaxkagaHu, uav nosede ot 45%
OT HacesieHMeTo Ha 3emsATa obmeHA uHpopmauuma, uaewn, ycayru, 6usHec n npuatencrso, bes
Teputopum n rpaHnum’.

MogaepHuTe obLLecTBa pa3BMBaT U M3MO3BAT BCE NO-L,e/1eHaCoOYEeHO Bb3MOXKHOCTUTE Ha Knbep
npoctpaHcTBoTo M UKT 3a pa3BuTMe BbB BCUYKKU Chepu - MKOHOMMKA, COLUMANEH KMUBOT, KYyATypa,
Hayka M obpa3oBaHMe, MOAUTUYECKM KMBOT. OUrMtanHute WHOPACTPYKTYpU ce NpeBpbLiaT B
rpbbHaK, UAM KpuUTMYeH (aKTop 3a ynpaB/ieHMETO U HOPMANHOTO (YHKUMOHMPAHE Ha BCUYKMK
pPecypcu 1 CUCTEMMU C HALMOHANHO 3HAYeHMe, Ha MoAepHa U MHOBATUBHA MKOHOMMKA, NPO3PaYHO
ynpaB/iieHne, Ha MOAEPHO U AEMOKPATUYHO rpa*kAaHCKo obLLecTBo.

lpaxkaaHuTe M 06LEeCTBOTO pas3yMTaT Ha AOCTOBEPHA M HadeXaAHa MHbopMaLUMA B MHTEPHET
NPOCTPAHCTBOTO, HO CbLLO TaKa MMAT Hy)XAa OT AOBEPME WM 3alMTa Ha MepcoHasIHUTE AAHHM, Ha
OUTUTANIHOTO ,a3", KaKTO M Ha afeKBaTHa 3aluMTa Ha YOBeLIKUTe npaBa U csoboau B Kubep
NPOCTPaHCTBOTO. [bprKaBaTa Bce noBeye
pa3yMTta Ha WHTEPHET KaTo KaHan 3a
npenocTaBaHe Ha MHOPMaLUMA U YCIYTU Ha
rpa)kgaHmte n busHeca, KakTo U 3a 6bp3,
NPO3payYeH M LMPOK KOHTAKT C 06LLEeCcTBOTO.
Ypes  eneKkTpoOHHOTO  ynpaBiaeHWe TA
HeobpaTUMO npeHacA AenHOCTTa CU B

B bvnzapusa 6auzo 60% om domaKuHcmseama u
Hao 90 % om npednpuamuama umam 0ocmbdri
0o "umepHem, kamo 50% om npednpuamusama
u3rMosa38am aemomamu3upaH obmeH Ha OaHHU C

8bHWHU UKT cucmemu. Noumu uanama
KOMYHUKayua Ha nybauyHama aoMmuHuUcmpayus
¢ bu3Heca e camo esieKMpPOHHA, Hapacmeam u
ycayaume KbM 2pax0aHuUme Koumo ce
u38bPWBAM NPEOUMHO Mo UHMepHem.
MHmepHem cebp3aHocmma u cKkopocmma Ha
UHGOPMAYUOHHUME KAHAAU HEMPEKbCHAMO
pacme — bvaeapusa e 8 2pynama Ha mon 20 8
€8ema ro CKopocmeH UHmepHem, u Mecoy
nbvpeume rno cmereH Ha 8b8EXOAHE HA BUCOKO
CKOpocmeH, Koemo ripedocmass Hosu
8b3MOMCHOCMU 30 omoaneyeHu u 06aa4YHuU
ycayau, Ho U HO8U 8b3MOMCHOCMU 3a MAW,abHo u
3/10HAMEPEHO U3Mo38aHeE.

HaMb/IHO AUTUTaNHA cpeaa.

Knbep npocTpaHCTBOTO NpeaocTass
NPaKTUYECKN HEOrPaHMYEHM BbB3MONKHOCTU
3a pa3BuMTME Ha obuwectBo U bu3Heca, HO
HapacTBawarta M HeobpaTMma AUrMTanHa
3aBUCMMOCT Ha OCHOBHUTE OYHKUUN U
AEeVHOCTM Ha obwecTBOTO epa nopaxaa
HOBM 3HaYMMM puckoBe M 3anaaxum.
YMULINEHN WAM  HEYMULINEHU AEeUCTBUSA
MoraT Aa AoBenaT A0 KOMMNPOMETUpaHe Ha
CUCTEMW 3a YyMNpaB/leHME U YCTPOWCTBA,
Kacaelm KpuTuyHaTa MHOPACTPYKTypa uam
NPUIOXHUTE CUCTEMM, O3 Bb3MNPenAaTcTBaT
HOPMaNHOTO UM GYHKUMOHMPaAHE UAK Yypes
HepernameHTUPaHO MPOHUKBAHE aa

3 http://www.internetlivestats.com/internet-users/, no-nb/JHO onpeaeneHne e gageHo B PeyHurKa

(MpunorkeHue 3)
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MaHUNYANPAT UK U3BAMYAT AaHHU U MHOPMauMA. HaunHMTe 3a OTKpMBaHe Man 6aoKMpaHe Ha Te3n
Bb3MOXHOCTU He Ca TPAgMUMOHHM M M3UCKBAT HOBA KYATypa Ha B3aMMOALENCTBME MeXKay
y4YacTHMUMTE B KMbep NpoCTPaHCTBOTO.

CbBpemeHHaTa MKOHOMMKA HA 3HAHMETO He CamMO 3aBWUCW, HO W Ce pasBMBA BCe MO-
NepcrneKkTMBHO B HOBM HanpaB/ieHUA CBbP3aHU C MHTEH3MBHOTO M3NOA3BaHE HA MHPOPMALNOHHUTE
TEXHOJIOrMK, coPTyepHN CUCTEMU 3a YNpPaBAEHME, KAaKTO U Ha edeKTMBHM npouecu, basmpaHu Ha
ANTUTanHUTE MHPACTPYKTYpU. Bepurute 3a AOCTaBKM (MM BepUruTe 3a Cb3faBaHe Ha CTOMHOCT)
paboTAT Ype3 MHGOPMALNOHHUTE CUM CUCTEMU M Npe3 MHTEpPHET. Taka Kbm BU3HeC puckoseTe ce
006aBAT HOBU, KNb6ep PUCKOBE C KNHOYOBO 3HAYEHNE, ITHOPMPAHETO Ha KOMTO MOXKe A3 AoBese A0
KaTacTpodanHu pesyataTu.

Knbep atakuTte ca AMpeEKTHA 3annaxa 3a CUrypHOCTTa Ha rpaxaaHuTte n GyHKUMOHUpPaHe Ha
AbprKaBaTa, MKOHOMMWKaTa, 06LLEeCTBOTO, HayKaTa n obpasoBaHMeTo. Te moraT Aa 6baaT M3BbPLLUEHMU
OT pPa3CToAHME, C NPOCTU U eDEKTUBHU MEXAHU3MU U MUHUMANHU PECYPCU, A3 NPUYUHAT 3HAYNTENTHU
MoOpa*keHMA C HaHacAHe Ha MaTepuasHU W [0pM 4YOBelWKKM 3arybu. Knbep aTakute Hamar
HAaUMOHANHKN, KYATYPHU WAN  OPUANYECKM TrpaHuuM. PuckoBeTe M 3annaxute B Kubep
NPOCTPAHCTBOTO Ca TPYAHM 3a AedMHUPAHE NOpPaaM C/IOKHOCTTA 3a onpeaenaHe Ha U3TOYHMKA Ha
Bb34ENCTBUE, LEeNTe U MOTUBUTE, ObP30TO ecKanMpaHe Ha 3aniaxata U TPyAHO npeaBuanmuTte
NepcrneKkTUBKN 3a PasBUTUE, CIOKHOCTTA U MHTEH3UBHOCTTA HAa CbBPEMEHHUTE KOMYHUKALUWOHHU U
MHOOPMALMOHHN  MpoLEecH, AMHAMMKATa Ha  NOrMYecKUTe U GU3MYECKUTE BPB3KM MU
HeonpegeneHocTTa Ha npouecute. Cpen Halli-CEPUO3HUTE AECTPYKTUBHU Bb3AENCTBMA Ca Te3u OT
XxMbpuaeH xapakTep - KOMbMHaLMA OT KMbep aTaka M PpU3MYecKa aTaKa, KMbep aTaka uensawa
KPUTUYEH KMHETUYEH npouec, Knbep aTaka No Bpeme Ha NpUpoaHo beacTBME MU HEU3MNPABHOCT B
KPUTUYHKU cucTemn. EQHAKBO 3acerHatv oT Cy4amHU KMbep MHUMAEHTU UK LeneHaco4yeHu Kubep
aTaku ca Ny6AMYHUAT M YaCTHUAT CEKTOP, KAaKTO M LUAN0oTO obuiectso B Penybaunka bbarapums.

Knbep aTakuTe € Hall-ronam NoTeHuMan 3a HaHacAHE Ha 3HAYUTENHM LLLETU Ca CPeLLY Pa3IUYHK
KPUTUUYHU UHOPACTPYKTYpH (KU) 1 ya3BMMOCTM Ha TEXHWUTE CUCTEMMU 33 YNPABAEHNE U KOMYHUKALMA.
HapyweHue B paboTtata Ha obwaTta 1 cnogeneHa KPUTUYHA KOMYHUKALMOHHA U UHPOPMaLIMOHHA
nHdpactpyKrypa (KKMU) okassa M3KNOUMTENHO Bb3AENCTBME BbPXY 0OLLECTBOTO C HENPEABUANMMU
M noTeHUManHo KatactpodanHu nocnegmum. CBbP3aHOCTTA WM 3aBMCMMOCTTA B  Kubep
NPOCTPAHCTBOTO NO3BO/ABAT NPOOUBBLT B CUIYPHOCTTA MM AedeKT Ha eAHa KOMYHWKAUMOHHA U
MHGOPMaALMOHHA cMCTEMA OT AaZEH CEKTOP Aa A0BeAe A0 KackaaeH epeKT M 0TKas B 4PYrn, OTHOBO
CbC CEPUO3HU Bb3MOXKHU NOCAeAMLN U Bpeaa Ha KU3HEHOBaXHM yciyrn. PeakumsaTta npu Takuea
WHUMOEHTU Hanara KOOPAUHUPAHU AEUCTBUMA M NPEBAHTUBHMU MEPKU 33 MUHUMMU3MPAHE Ha
Bb3MOXHOCTUTE 3a NpepacTBaHe B KPM3M, KAaKTO U 3a afeKBaTHU nocnenBaliy AeNCcTBUA, KOMTO Aa
00BeAaT A0 CBOEBPEMEHHOTO Bb3CTAHOBABAHE HAa HOPMA/THOTO GYHKLUMOHMPAHE Ha CUCTEMMUTE.

M3TOYHMUM Ha OpraHU3npaHu Knbep atakm MoKe 4a ca AbPKAaBHWU, BOEHHU U TEPOPUCTUYHMU
OpraHu3aunuK, UHAYCTPUANEH LWNMOHaX, Kubep npecTbnHuuM. MoTuBaumaTa Bapupa oOT
WKOHOMMYECKM NON3U A0 NobONUTCTBO MM XY/IMFAHCTBO, AEMOHCTPUPAHE Ha Haamolwme u ap.
3HauMTenHa 4act oT KMbep aTakuTe ca NpPecTbhieHns ¢ uen ¢uMHaHcoBM obnary OT pPasMyHO
ectecTBo. Knbep ataku ce M3BbPLWBAT U C LEN TOPMO3, M3MaMa, Pa3NpPOCTPaHEHME Ha AeTcKa
nopHorpadua, HapylwaBaHe Ha MpaBa Ha WHTeNeKTyanHa cobctBeHocT. Mo npupoaa Te ca
»ACUMETPUYHN — C MaSIKN YCUNUA U UHBECTULMM MOraT Aa 6bAaT HAHECEHM OTPOMHU MOpPaXKeHus,
npu TOBa He BUHaru npeackasyemun. Kubep npocTpaHCTBOTO € NpMB/EKATE/NIHO 33 NPECTbNHULUTE
nopaguv oTgasieyeHmns AOCTbM, AMncata Ha edpeKTMBHO NpaBopasgaBaHe Mo OTHOLWIEHME Ha Kubep
npecrbnaeHuaTa. YnecHsasawy GaKTOpU ca AHOHMMHOCTTA, HEAOCTATbYHUTE MEXKAYHAPOLHM
perynaumun, HemHGoOpPMUPaAHOCTTa U HEGPEXKHOCTTa Ha COBCTBEHULUTE HA MHPOPMALLMOHHWN CUCTEMM
N KpanHute notpebutenu. MNpoTnBoAenCcTBMETO cpelly Knbep nNpecTbnHOCTTa Ce YCNOXKHABA OT
pa3Hoobpa3neTo Ha aTaKW, O4aKBAHWU NOPAXKEHMA U MOTUBALMA Ha XOPaTa, M3BbPLLBALLM aTakuTe. B
nocneaHuTe roAvHU OEeNCTBMATA Ha Kubep NpecTbnHUMUWUTE Ca Aafied NO-U3TbHYEHM, Nopaau
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npUaobUTUTE 3HAUYUTESIHW PEecypcu M KanauuTeT, YCbBbPLIEHCTBAHE Ha OPraHM3auUMOHHUTE U
»,OU3HEC"” CTPYKTYypK, pasnpeseneHNeTo Ha POaN U B3aMMOLAENCTBNETO MEXKAY KPUMUHANHU MPEKN.
CbBpeMeHHUTE aTaku Mpe3 UHTEPHET Ca KOMMJIEKCHW, OPraHM3MpaHW M M3NOA3BaT LWMPOK
CMEKTbp OT HapeyeHuTe ,CbBPEMEHHM YNOPUTK 3anaaxmu” 4, c Npoab/KUTENEH CKpUT nepuoa. Te
YecTo ca HACOYEeHW KbM BMCOKO CTOMHOCTHW, HO Hezobpe 3alWMTEHWM UENM U MOraT NecHo Aa
€CKannpaT oT Kubep MHUMAEHT B KMbep Kpmusa. M3TOUYHUK Ha 3annaxa oT ocobeHo ronsm mawab ca
AbPXKaBU C TOTA/IMTAPHU PEXUMU U TAKMBA C HEYKPENHana AeMOKpPaTUYHa CUCTeMA, C AOKTPMHA 3a
BOAEHe Ha MHPOPMALMOHHM, Knbep n XxnbpuaHm BoMHWU. Te3n Abp)KaBWU, KAaKTO U Pa3/IMYHU He-
AbPXKaBHU (MU TEPOPUCTUYHM) TPYNMPOBKK, pPa3BMBAT CneumanmsnmpaHmn cnocobHocTn 3a Kubep
Tepopu3bM U BOAEHE Ha KMbep BOMHU Ypes npuiaraHe Ha Lenma Habop oT MeToam, Bb3AeNCTBaLLM
BbPXY KOMYHWKAUMOHHUTE U WMHPOPMALMOHHUTE CUCTEMM 33 HaApylwaBaHe HA ¢U3MYecKaTa,
nepcoHanHata, MHPOPMAUMOHHATA M KOMYHMKALMOHHATA CUIYPHOCT. M3NON3BAT Ce BCAKAKBM
CpeAcTBa, KAaTo C/NOXKHOCTTAa M ob6xBaTa Ha Bb3AEMCTBMETO MOXKE A3 3acerHe BCUMYKM chepu Ha
0611ecTBOTO M Ce NpeBbpHe B XMbpUAHa BOMHA CpelLy AbpiKasa UM rpyna oT AbpKasu®.

TyK nmonagat M 3aniaxuTte, CBbP3aHM C TEHAEHUMATA HA Pa3NPOCTPAHEHME M 3acWU/iBaHE HA
paguKanusaumaTa U Ha Tepopuama B r06aneH NaaH, KaTo KMbep NPOCTPAHCTBOTO Ce NpeBbpHa
BbB Ba)XKHa apeHa M M3TOYHUK Ha KOHKPETHM PUCKOBE 3a CUFYPHOCTTA Ha rparkaaHuTe, GusHeca u
Abp)KaBaTa. MHTEpHET ce M3No/a3Ba KAaTO OCHOBEH KaHan 3a MaHWUMNyaAupaHa uHbopmauua wm
nponaraHAa, Cb34aBaHe Ha NCUX03a, NPUBAMYAHE HA NOCNEA0BATENN, TEPOPUCTU U NoANOMaraHe Ha
TEPOPUCTUYHK OpraHn3aLmmn®.

Hal-ya3BMmo 3BeHO B KMbep cMrypHOCTTa NPOAb/IXKaBa [a € YHOBEeKbT. HebpeKHOCT, He3HaHue
UAn HepobporkenaTenHOCT MoOraT ga AoBejaT A0 M3TM4YaHe M 31o0ynotpeba c 4yBCTBUTENHA
NHPopMaLuma, UPMEHUN U AbPMKABHU TallHU, IMYHWU JAHHW. JTuncaTa UAW HEMNBAHOTO peannsmpaHe
M cnasBaHe Ha GUPMEHWU U OPraHM3aUMOHHU NOJIMTUKU U aAEKBATHU MEPKMU 3a MHOOPMALMOHHA
CUIYPHOCT Ca OCHOBHOTO Y/IECHEHME 332 KMBEep NPecTbNHULMTE.

Kubep curypHocTTa e CbCTOAHME Ha KMbep NpOCTPaHCTBOTO ONpeaenaHO OT HMBOTO Ha
KOHOUAEHLMANHOCT, WHTErpuUTeT, [AOCTbMHOCT, aBTEHTMYHOCT M  OTKA30YCTOMYMBOCT Ha
MHOOPMALIMOHHUTE pecypcu, cuctemu u ycayrn.” Knubep curypHocTTa ce ocHoBaBa Ha edeKTUBHO
N3rpaxkgaHe u NoAApPbKKa Ha aKTUBHU U NPEBAHTUBHU MEPKU.

KoopAuHMpaHOTO pasBuTMe Ha CNOCOBHOCTUTE Ha O6LLECTBOTO Ypes3 aHraXKMpaHe Ha BCUUYKM
3aUHTEpecoBaHM IMLA C LLe/1 NPOTUBOMNOCTaBAHE Ha NpegHaMepPeHU NN HeNpegHaMepPeHW 3aniaxm,
afleKBaTHa peaKuusa, oBlagABaHe U Bb3CTAHOBSIBAHETO OT TAX € HOBO HUBO HA 3PANOCT, U3BECTHO
KaTo Kmbep yctoMumsoct, unau ,kunasoct” (resilience)®. Bucokata knbep ycToMumMBOCT NOAroTBA
06LLecTBOTO 33 ,HEM3BECTHUTE HEU3BECTHM” M BKAIOYBA 3allMTa M OrpaHUYaBaHe Ha BpeaHuUTe
nocneacTeuAa OT pPaspylIMTeNHM Bb3AENCTBUA, MAKCMMAZHO 3anasBaHe W (YHKUMOHMpAHe Ha
YKU3HEHO BaXKHWUTE AEMNHOCTU U YCYTU, N CBOEBPEMEHHO Bb3CTaHOBABaHe. MOCTUraHeToO M U3NCKBA
CUTYPHOCT M HAAEXAHOCT HA BCUYKM KOMMOHEHTU M aKTUMBU Ha KMbep NMpOCTPAHCTBOTO, MAW Ha
uAanaTa AUIATAZIHA EKOCUCTeMA, Ha KOATO pasyuutame: MHOOPMALMA, TEXHONOTUM, Xopa W
CbOPBIKEHUA, KaAKTO W cneuynuduyHM W3UCKBAHWMA KbM AM3aiHa W peanmsauuata  Ha
KOMYHUKAUMOHHUTE KaHa/W, CUCTEMM W YCAYrWU, HALEeXAHaTa MM CBbP3aHOCT M oOnepaTuBHA
CbBMECTUMOCT. YCTOMYMBOCTTA C€ NOCTUIA Ype3 CUCTEMHU U KOOPANHUPAHU AENCTBUA U MEPKM 3a
NMoBMLUIABAHE HA HUBOTO HA BCUYKM KOMMOHEHTU M Y4ACTHULUM. 33 Aa MOraT rpaxaaHute n busHecoT
Aa ce Bb3MNos3BaT MbJIHO OT NPeAMMCTBaTa Ha FNobasHMA AgUrMTaneH CBAT U eAWHHUA uMdpos

4 Advanced Persistent Threats (APT)

5> Ctpaterua Ha HATO 3a npoTuBoAeicTeme Ha XMbpuaHua Moaen Ha BogeHe Ha BoliHa (01.12.2015r)

6 CtpaTerua 3a npoTUBOAEINCTBME HA paauKanmsaumaTa u Tepopmama (2015-2025r), MC, 30 gekemspu 2015r.
’ Mo-nb/iHO onpeaenerne B Peunnka (Mpunoxerue 3)

8 CERT-RMM: Resilience Management Model 2016 (http://www.cert.org/resilience/products-services/cert-
rmm/), cbuio 1 B PeuHnka (MpunoxeHue 3)
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(anrutanen) nasap, KMbep NPOCTPAHCTBOTO TPAOBA Aa € HAAEXAHO M CUFYPHO, YCTOMYMBO Ha
BCAKAKBM AEeCTPYKTUBHM Bb3AENCTBUA.

1.2 [pepussuKaTencrsa, pUCKoBe U Bb3MOXKHOCTHU

Bbarapma e yact ot rnobanHuA npouec Ha MnoBMWABaWATa Ce AMIUTaNHA 3aBUCMMOCT U
TEHAEHUMATa Ha HapacTBaHe, YC/NI0XKHABAHE U BCe NO-TPYAHO NpeAcKa3BaHe Ha 3aniaxuTe B Kubep
NPOCTPaHCTBOTO. HeobpaTMMOTO NpeHacsiHe Ha OCHOBHU AEUHOCTU HA 6BbArapckoTo 06LWecTBoTo,
6M3Heca n AbprkaBHUTE GYHKLMK B KMBep NPOCTPaHCTBOTO NOCTaBA peaula npeausBUKaTencTsa 1
Heo6X04UMOCT OT HEOT/IOXKHU AeiCcTBUA:

e HeobxoaumocT oT 06w,a BM3MA 3a CTPATErMYECKO Pa3BUTME M NOCTUTAHe Ha KNbep yCcTom4mMBoCT
Ha LANOTO 06LLEeCcTBO , HALLMOHA/HA CTpaTerua U NOJIMTUKMU 33 KMHep CUrypPHOCT U YCTOMYMBOCT ;

e (ObeauHaABaHe Ha KanmauuTeTa U CNOCOBHOCTUTE, C BK/IOYBAHE Ha BCUYKM 3aMHTEPECOBaHMU
CTpaHM (Abp*KaBHU oOpraHW, 6M3HEC, aKaAeMWUYHM W HenpaBUTENCTBEHM OpraHM3auuu),
naeHTMdMUMpaHe M pa3BUTUE Ha CNOCOBHOCTM 3a CNpaBsAHE C HOBUTE TEHAEHLUMU U 3an1axu;

e OcurypsasaHe Ha HeobxoAMMUTE OPraHM3aLUOHHN, TEXHUYECKM, PUHAHCOBU U YOBELLIKU pecypcu
N MexaHU3MM 3a OencTBMA No HabnwaeHue Ha CbCTOSHMETO Ha KOMYHWKALUMOHHWUTE U
MHOOPMALMOHHN CUCTEMM W Ha KMbBep MNpPOCTPAHCTBOTO, pPeakKuMa W HamansBaHe Ha
Bb34EMNCTBMETO OT KMbep 3annaxu u Knbep aTtaku, KakTo U Bb3CTAHOBABAHETO OT TSX;

e [lepvognyeH npernea W OUEHKA Ha pPUCKOBETE M 3aniaxute W noaobpsABaHe Ha
KOOPAUHMPAHUTE MEPKM 3a 3aLUUTa;

e YCbBbpUEHCTBAaHE Ha MpaBHATa pamMKa W perynatopHUTe MeXaHU3MM 3a peanusaumsa Ha
cTpaTervaTa u HauMOHaNHUTE NOJIUTUKK;

e banaHcuMpaH Nnoaxoa mekay 3ana3saHe Ha cBob6opaTta 1 OTKPUTUA XapaKTep B UHTEPHET U Kubep
NPOCTPAHCTBOTO M rapaHTUpPaHe Ha HaAEMXAHOCT U CUTYPHOCT 3a rpaxaaHu 1 6usHec - rnobanHo
npeau3BUKATENCTBO, KOETO W3UCKBA CbTPYAHMYECTBO CbC CbOTBETHUTE MEXKAYHAPOAHU
NapTHbOPW N OpraHM3auuK;

e OnpegensHe Ha ACHU U aganTUPaHM KbM AMHAMMKaTa Ha 3anaaxuTe B KMbep NpoCcTPaHCTBOTO
QHTaXXMMEHTU Ha CTOMaHMTE M OnepaTtopuTe Ha KPUTUUHA MHOPPACTPYKTYPA, KAaKTO U Ha
AOCTaBUYMLMTE Ha UHTEPHET YCAIYrU M CBbP3aHOCT KbM CUTYPHOCTTa Ha KPalHUA KNEHT;

e KomneHcupaHe Ha OTHOCMTE/IHOTO M30CTaBaHe OT AbprkasuTte B HATO n EC B geHocTUTE No
Knbep curypHocTTa, nocTuraHe Ha 6a3oBO HMBO Ha KMBep CUTypHOCT M NOETanHO YCKOPEHO
pa3BuTUE [0 KMbep yCTOMUYMBOCT Ha LANOTO OBLLECTBO U MbJAHOLEHHO MHTErpupaHe B obuiata
cuctema Ha EC n HATO.

ENEeKTPOHHUTE YCAYIU Ca LUMPOKA U BCE NO-MbJ/IHO HaBAKU3alla Gopma 3a AbPXKaBHO yNpasieHue,
MKOHOMMYECKO 1 06LLLecTBeHO pa3sBuTue. Peaunua oeiMHOCTU B AbprKasaTta oT nybanyHmMa u nybanyHo-
yacTHMA ceKTop aobasuxa ,e-“ npen ycayrute cu: ,e-ynpassieHne” u ,e-npasutencrso”, ,e-
Tbprosua“ u ,e-busHec”, ,e-3apaseonasBaHe”, ,e-b6aHKMpaHe”, NoAroTBAME cCe 3a €/IeKTPOHHO
rnacyBaHe KaTo 4acT OT ,e-AeMokKpaumata”. Te nocTeneHHO M3MecTBaT TPaAULMOHHUTE GOPMU U
yCAyrM, KaTo HapacTBaWia 4acT OT TAX BeYye HAMaT ,Knacuyecka”“  antepHatmsa’.
MpeansBuKaTencTBaTa ca He CaMO 3a TeXHMYecKaTa 3allimMTa M HaZeXAHOCT, HO U B npoueca Ha
BHeApsABaHe, M3rpa)kAaHeTo Ha [0Bepuve U KyaTypa Ha MNOA3BaHe, KaKTo M Ha CBOEBPEMEHHO
[OKNaZBaHe Ha MHUMAEHTU M npobiemu.

MN3nckBaHMATa 32 KWBEp CUTYPHOCT M YCTOMYMBOCT Ca CbLLLECTBEHO Ba*KHW MPU Pa3BUTUETO Ha
€/1eKTPOHHOTO ynpasneHue B Penybvka bbarapma n nocTuraHeTo Ha onepaTMBHA CbBMECTUMOCT B

pabotata Ha agMuHUCTpaumAaTa B uMdpoBa cpepa ypes HanaraHeTo Ha o6wM CTaHAAPTU U

% AKTyanusmupaHa HaumoHanHa nporpama Lndpposa Bbarapma (2016 — 2020)
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HagrpakaaHe Ha efleMeHTU OT MHPPACTPYKTypaTa, KOETO € NPUOPUTETHA 3a4a4a BeYe Ha HAKOJIKO
npaBuTencTBa. B ocHoBaTa ca cuMrypHaTa W HaZeKAHa 3aluTa Ha eNeKTPOHHATa UAEHTUYHOCT U
cucTemuTe 3a NpesoCcTaBAHE Ha YCayru.

B o6nacTTa Ha NOAUTUYECKUA U 06LLLEeCTBEHUA XKMUBOT HAPACTBA 3HAYMMOCTTA U CbOTBETHUTE
npeau3BUKATENCTBA M PUCKOBE CBBP3aHU C BCE MO-LUMPOKOTO U3NON3BAHE HA COLMANHUTE MPEXKM U
WHTEPHET 3a NOIMTUYECKM N 0bLLLecTBEHN AebaTh, 0O6MeH Ha MHEHMA U AoPU OPULMAITHN CTAHOBULLA
no ropewm BbMPOCKU, CBbP3aHN C ODOLLECTBEHMA U COLMANEH KUBOT, AEUCTBUA U peLleHUA Ha
ObPXKABHUTE MHCTUTYLUU — NPEe3nAEeHT, NpaBuUTe/ICTBO, NapaamMeHT. To3u NpaKTUYEeCKM MUTHOBEH
WMHTEPaKTUBEH KaHaA 3a AOCTbN 40 roNeMu rpynu oT Xopa e CBbp3aH ¢ HoBUTe GOopmMM Ha NpAKa ,e-
AeMOKpauma“, Ho 006aBa U CbOTBETHUTE MO 3HAYMMOCT, Malab u 6bp3oaencTeme Knbep 3annaxu.
HoBuHUTE Beuye ce ,paxaaT” NbpBO B MHTEPHET, a TPAAULUMOHHUTE MHPOPMALMOHHU KaHanWU v
UMTMPAT M KOMEHTUPAT, M CbLO pa3unTaT Ha eNeKTPOHHATa MpeXa, Ha HelHaTa HaZ4eXAHOCT U
AOCTOBEPHOCT. B cBeTOBHATa MpaKTUKa Ca M3BECTHM peamua ciyydyam Ha Kpaxkba u 3noynoTtpeba c
aKayHTU U e-UAeHTUYHOCT B coumnanHute mpexn®, cBbpaaHn ¢ OTFOBOPHU AbPsKaBHU MHCTUTYLIUU U
NONUTUYECKM PUTYPU M Pa3NpPOCTPAHEHNE HA MHEHMA WU HOBMHM C NOTEHUWMANEH WUAM peaneH
KaTacTpodaneH epeKT. bbarapua He e U3KAKOYEHME OT Te3N TEHAEHLUMN — U3MON3BAHE HA EMENN U
MOOUNHM CbObLLEHNSA C NoABeXAalla MHopMaUums, nogmaHa nnmn danwmduympaHe Ha odpuumanHu
yebcaitiToBe M OOMENHM, 3710ynNoTpebu CbC COUMANHU MPEXU U NPOPUAM C Uen MaHunynayus,
Cb3gaBaHe Ha MaHWKa, BM3Hec M3maMn M 0OLWEeCTBEHW Bb3AENCTBMA B 3HAYMTENHU pPa3mepu.
OTBOpPEH CTOM BBLMAPOCHT 3a HAAEKAHOCTTA HAa MHPOPMALMOHHM MU3TOYHULMU B WHTEPHET, 3a
[0CTOBEPHOCT Ha HOBMHUTE, CbOOLLLEHMATA U aBTOPUTE.

HoBuTe TexHONOrMKM M TEeHAEHUUW 3a pa3BUTUE [aBaT HOBU Bb3MOXHOCTM 3a pPa3BUTUE Ha
MHAOYCTPMA U YCNYTU, HO CbLLO BOAAT U 40 HOBW, BCE OLWLE HEeAO0CTAaTbYyHO NPEeABUANMM 3anNaxu U
npeaunssmkatenctea. C norneq kbm 2020r, ocHOBHUTE 061aCTU ca CBbP3aHU € pa3BMTMETO Ha Yeb 3.0
TexHonormmTe, 4G/5G KOMYHMKaUMUWUTE, CbC CbOTBETEH aKLEHT BbpXy 3allMTaTa M KOHTPO/aA Ha
JINYHOTO NPOCTPAHCTBO M AaHHWU, 06NAYHUTE yCnyru, Bce nNo-b6oratute MynTumeannHu Gopmu 3a
KOMYHMKALMA B COLMANIHUTE MPEXW, MHTEpHEeT Ha ,Hewata“!!, pobotusupaHuTe cucTemMun C
M3KYCTBEH WHTEeNeKT W edeKTa OT HaB/AM3aHETO Ha enekTpoHHMTe napu. C mobunHaTa
BMCOKOCKOPOCTHA CBbP3aHOCT rpakAaHUTe W yCTPOMCTBATa Ca MPAKTUYECKM HenpeKkbCHATo B
MpeKaTa — OT aBTomobuna n camoneta A0 YMHUA XNAAUAHUK U MPAXOCMyKayKa, YMHUTE ApPexu,
KaKTO M Knbep 3amectutenn Ha 4oBellku opraHu. Jo 2020 rogMHa B cBeTa ce o4vaKksaT Hag 60
MUAMapAa WHTEPHET-CBbP3aHM YCTPOMCTBA 12, KaTo 3a rosiAmMa 4acT OT TAX HAMa YCTaHOBEHMU
M3NCKBaAHMA 32 CUTYPHOCTTA UM.

OcHoBeH Npobaem cBbp3aH C HacNeACTBOTO OT MHOTOOPOMHN BHEAPEHW U AEUCTBALLN J0PU
B KPUTUYHN CEKTOPU KOMYHMKALUMOHHU U MHOOPMALMOHHU CUCTEMMU € TpyaHOoTO ,AobaBsHe” Ha
CUTYPHOCT M YCTOMYMBOCT. KOrato cuctemute He ca MPOEKTUPAHU U peannsmpaHm cbobpasHo
M3NCKBaHMATA 33 CUTYPHOCT, A006aBAHETO Ha KPbMKM 3@ CUIYPHOCT MAW 3aLMTHU CTEHU Ca CaMo
YacTUYHM U BpemMeHHU mepKu. Olle B M3UCKBAHMATA 3a cucTeMuTe TpAbBa Aa O6baaT 3a10XKeHu
Pa3IMYHU NPUHLMNKU 33 CUTYPHOCT WU ycTOMuMBOCT'® M npu peanusaumata um ga ce cnassaT
CbOTBETHM TEeXHWYECKU cTaHaapTu!4. B3aMmHaTa CBbP3aHOCT M3MCKBA NpwWaaraHeTo Ha Te3u
NPUMHUMAN KbM BCUYKM CUCTEMM, aKTMBM W YYaCTHULUM, TbA KaTO YCTOMUYMBOCTTA HE MOXE A3 e
yacTuyHa. TakbB NOAX0A NPeAoCTaBs Bb3MOMXKHOCTU 3a peasin3mpaHe Ha MOAEPHN KOMYHUKALMOHHN
N MHPOPMALMOHHM CUCTEMM, KAKTO B NYBANYHUA, TaKa M B YAaCTHMA CEKTOP, CUCTEMHA U LSIOCTHA

10 Facebook, twitter — Hanpumep, leHepanHua cekpetap Ha HATO CtonteHbepr ny6amnKysa NosnumaTa cu 3a
cuTyaumata 8 Cupma nbpeo BbB Facebook, untnpaHa oT BCUYKKN Mmeamm

11 10T - Internet of Things - yMHM yCTPONCTBa, CBbP3aHN B MHTEPHET

12 Noknag, Ha IDC, 2015r

13 Security by Design, Privacy by Default

4 NpuHumnK 1 npenopbku “Secure Coding” (CERT/SEI, Carnegie Mellon University)
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MmozepHu3aumaA. BbanprvemaHeTo nm oT 6M3Heca NpeacTaBaABa U3KAOUMTENHO aKTyanHa rnobanHa
nepcrnekTMBa 3a pa3BuTMe KakTo Ha UKT u copTyepHaTa MHAYCTPUA, TaKa B HOBUTe chepu Ha
MKOHOMMKATA Ha 3HAHMETO U CBbP3aHU C UHTEPHET U AUTUTANIHUTE EKOCUCTEMMU.

Knbep curypHocTTa e KA4YOoB e/leMEHT OT HaLMOHANHATA CUTYPHOCT Ha AbprKaBaTa — Knbep
NPOCTPAHCTBOTO € crneundmryHa ,BUpTyanHa” teputopua 6e3 ¢pMsnYeckn rpaHmMum, B KOSTO CbLLO
TpAbBa pa 6vbaaT ,eapaHmMupaHu 0emMOKPamMuvyHOMoO GhyHKYUOHUPAHe HA UHcmumyyuume u
OCHOBHUMe npasa u ceobodu Ha 2paxcdaHume . Knbep NpocTpaHCTBOTO ce pasrfne)ja KaTo
neTMa AOMeiH 33 NpoBeXKAaHe HA onepaunun cpelly HaUMOHANHUTE UHTepecu, TepuTopuanHaTta
UANOCT, HAUMOHANHATa CUIYpHOCT HA CyBEpPEHHUTE AbpXKaBM WM nNpaBata M cBoboauTe Ha
rpaxaaHuTel®. YeenmuasaHeTo Ha pMCKOBETE U 3annaxuTe B reONOAUTMUYECKATa U CTpaTernyeckara
cpeAa 3a CUINYPHOCT M B YAaCTHOCT Ha KMbep NpPoCTPaHCTBOTO Cb34aBaT YCN0BUA 3a YBeIMYABAHE Ha
YA3BMMOCTUTE Ha CTpaTermyeckuTe rpaKgaHCKM WU BOEHHM KOMYHWKALMOHHO-MHPOPMALNOHHMU
CUCTEMU U CUCTEMMUTE 33 KOMAHABAHE U yNpaBAeHWe Ha CUAUTE, y4acTBalM B MUCUM M ONepaLmn Ha
M W3BbH TepuUTOpUATa Ha cTpaHaTa. ToBa Hanara afeKBaTHO WM CBOEBPEMEHHO pa3BUTUE W
npuaobuBaHe Ha CNOcobHOCTM 3a Kubep orbpaHa, KaTo HepasAe/Ha 4YacT OT CNocobHoCTUTe 3a
3aWMTa Ha cuctemaTta 3a ynpaB/JeHWe Ha HauMoHa/IHaTa CUFYPHOCT, CBbP3aHW C OTOpaHaTa u
rapaHTMpaHeTo Ha TepuTopuanHata UANOCT Ha Penybnuka bbarapus, nogKpenata Ha
MEXKAYHAPOAHUSA MUP U CUTYPHOCT B CblO3€H M KoannunoHeH ¢opmaT 1 NpUHOCa Ha BbopbikeHute
CUAM KbM HaLMOHanHaTa CUFYPHOCT B MUPHO BpemMe MNpu OBnagsfBaHe Ha KpM3M OT HEBOEHEH
Xapakrep.

,Kubep amaxka moxce 0a nocmasu Ha KosieHe eOHa
cmpaHa, 6e3 Humo eduH s8oliHUK 0a mpsabea da
npekocu 2paHuyama U, u He e HUKQK npeyeesnuyeHo
0a ce 3a46U, Yye Kubep amaKume ce rpesvpHaxa 8
Hoea ¢hopMa HO NOCMOAHHA 80UiHA HA HUCKO

pasHuwe”
17
AHOepc oz PacmyceH, leHepaneH cekpemap Ha HATO 2009-2014

MakKap ga e masika 1 npuemaHa 3a CPaBHUTENHO HeAaTPAKTMBHA KaTO CAaMOCTOATEIHA e/, Nopaan
NbJ/IHATa CU MHTErpaumsa n CBbP3aHOCT B peanua NapTHbOPCKM mpexu Ha EC, HATO, ¢pmHaHcoBM n
TbProBCKU MPENKU, Pa3/IMYHU AUTUTANIHU BU3HEC BepuUrn, Mma peasiHa Bb3MOMKHOCT Bbbarapmsa aa
6bae HabenssaHa KaTo BXOA UIN €JIEMEHT OT KNbep aTaku KbM TE3U MPEXKM.

CpaBHUTENEH aHanu3, NpeacTaBsAll CUAHUTE N CNabuTe CTPaHU, Bb3MOMKHOCTUTE M 3amn/axuTe
npes bvarapua Ha HacToAWwMA eTan e npeacTaseH B [puaoxkeHume 1.

5 3aKOHbBT 33 ynpasaeHune n d)yHKLI,VIOHVIpaHe Ha cucrtemarta 3a 3allnTa Ha HauMOHa/IHaTa CUTYPHOCT
(3Y®C3HC, B cnna ot 01.11.2015r.)

16 NATO - http://www.nato.int/cps/en/natohq/topics 78170.htm

17 NATO Secretary General 2009-2014, Anders Fogh Rasmussen
http://www.nato.int/cps/en/natolive/news_75358.htm?selectedlocale=en
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2 Bwususa ,Kubep ycroirumsa bvarapua 2020

2.1 Crpaternyecku uenum

Penybnnka bbarapua nposerkAa eAvHHA HAaLMOHANHA MOMMTMKA 3a KMbep CUrypHocT, B
CbOTBETCTBME CbC CTpPATErmmTe U NOAUTUKMTE Ha EBponenckua cbto3 n HATO. Ta ce m3pasasa B
3aWMTA HAa KPUTUYHATA KOMYHWKALMOHHO-UHOPMALMOHHA MHPPACTPYKTYPA M Bb3MOXKHOCTTA HA
rpaxkgaHute, b6usHeca, AbpXKaBHUTE U OOLWECTBEHUTE MHCTUTYUMM Aa obmeHAT n obpaboTtear
c8060OAHO M HafZeKAHO eNeKTPOHHa MHPopMaunsa. NMpn N3NbaHEHUE HA NONNTUKATA We ce Hanarat
NPUHLUNKN, HOPMWU U 33a4b/IKEHUA 33 OCUTYpPABAHE HA BMCOKO HMBO HA KMbep CUrypHOCT, we ce
pa3BMBa KOMMETEHTHOCTTAa Ha XopaTa W KanauuTeTa Ha BeAOMCTBaTa M oOpraHuMsauuuTe Aa
npeanassat n 6opaT ¢ knbep 3annaxuTe.

MpaButencTtBoTo Ha Penybninka bbarapua We rapaHTUpa CUrypHOCT B KNbep NpocTpPaHCcTBOTO
npu cnassaHe Ha OCHOBHUTE NpaBa M cBo6oAU Ha rpaXkAaHuUTe, KaTO OCHOBA 32 MKOHOMMYECKMU U
couManeH npocnepuTeT Ha AbprKasaTa. Knbep curypHocTTa BKAOYBA KAKTO HAUMOHANHUTE, TaKa U
NOMUTUKKU U MepKM Ha EC n HATO 3a KoneKTUBHA 3alUmnTa U HageKOHOCT Ha Knbep NpoCcTPaHCTBOTO.

C xopu3soHT go 2020 roauHa, reHepanHata uen Ha HaumoHanHaTa cTpaTerva 3a Kubep
curypHocT m MnaHa 33 M3NbAHEHNETO M € NOCTUIAHETO Ha KMbep yCTOMUMBOCT HA LANOTO 06LWw,ecTBo
M AbpXKaBa, KOETOo ce n3pasnBa B ePeKTMBHA 3almMTa M afeKBaTHA peakLuma 4OpU Ha NpeaBapUTENHO
HEeM3BEeCTHWU U HenpeacKasyeMu 3aniaxm 1 paspynTeNHN Bb3AENCTBUA B KMbep NpocTpaHCTBOTO
wan gpyrn chepun Ha pgurntanHaTa €KOCMCTema, OrpaHMyaBaHe Ha BpegHUTe MNocneacTsus,
MaKCMMaNHO 3ana3BaHe N GYHKLMOHUPAHE HA YKU3HEHO BaXKHWU GYHKLMW U YCNYTU, U CBOEBPEMEHHO
Bb3CTaHOBABaHe Ha HOpMasiHaTa AelHOCT!8, 3a nocTMraHeTo Ha Tasu reHepanHa Len e HeobxoanMmo
43 ce npemuHe npe3 HAKOAKO ¢asu, KOMTO CUCTEMHO WM YCKOPEHO ga pa3BuAT bBbarapua ot
n3ocTaBalla cnpamo gbprkasute B EC n HATO go HageXaeH U yCTOMYMB NapTHbOP M YYacCTHUK B
obLWUTe MPEXKN U CUCTEMMU, C MHOBATMBHO M M3NPEBAPBALLO TEXHOIOTMYHO Pa3BUTME, CbOTBETHO Ha
npuopuTeTUTE 33 Pa3BUTUE HA MKOHOMMKaTa M 06LLEeCTBOTO, C KanaumuTeT U cNocobHOCTM Aa yvacTBa
B NPeAOoTBPATABAHETO U NPEOA0NABAHETO Ha eBONOMpPaLLUTE KMbep 3annaxu n xmbpuaHu Kpusmu.

2.2 da3u

MocTMraHeTo Ha KMbep yCTOMYMBOCT Ha HALMOHANHO HMBO € KayecTBEHO HOBO CbCTOAHME U
HMBO Ha 3pANOCT B KMbBep NPOCTPAHCTBOTO. 3a AOCTUrAHETO My Ca HEOBXOAMMM CUCTEMATUYHMU,
NAAHUPAHU U KOOPAUHUPAHU AEWCTBUA Ha BCUYKM 3aMHTEPECOBAHM CTPAHU, C YCKOPEHU TemnoBe U
noeTtanHo onpeaeneHn MpPUoOpPUTETM B TPU NOCNeAOBaTeNHU M Hagrpaxkpawm ce ¢asum —
WHULUUPAHe, Pa3BUTUE U 3PANOCT.

®aza 1 (MHUUMKMpaLA): Kubep CUrypHU MHCTUTYL UK.

MocTuraHe Ha 06O Cbrnacue 3a NPUOPUTETUTE HA HALMOHANHaTa CTpaTerns 3a KM6epcUrypHocT u
n/iaHa 3a AelCcTBMe C NbTHA KapTa, yCTaHOBABaHE Ha KOOPAMHMPaH NoAX0o4 U U3rpaxgaHe Ha obuia
paMKa Ha HaUMOHaNHa cucTeMa 3a KMbep cUrypHocT, onpeaensHe Ha OCHOBHUTE CTPYKTYpuU 1 6a3oB
KanauuTeT, yCTaHOBfIBaHE Ha MPOLLECM W MPUHUMMM 33 Pa3BUTME, CbINacyBaHO C OCHOBHUTE
3aMHTepecoBaHn nunua (,cTtenkxonaepu”), npeogonsBaHe Ha wu3octaBaHeto B EC n HATO wu
ocurypsiBaHe Ha 6a30BO0 HMBO Ha Kubep curypHoct. DOKycbT € BbpXy MNOCTUrAaHETO Ha
HeobxoaAMMOoTO 0610 HMBO Ha MHPOPMALMOHHA CUTYPHOCT U HaarpaxaaHe 40 Kubep CUrypHoCT Ha
HMBO OTAENHMU OpraHM3aLMK, OCHOBaBaHeTO Ha HauMoHanHa KOOPAUHALNMOHHO-0OPraHM3aLMOHHA
MpeXa 3a Kubep CUrypHOCT CbC CbOTBETHUTE MEXaHM3MM, NPOLLECU M TeXHUYECKa nnaTdopma 3a

18 CERT(US) — Resilience Management Model, ISO 27000, NIST cmaHdapmu u 0p.
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MOHWUTOPUHI HA CbCTOAHNETO Ha KPUTUYHUTE KOMYHUKALUNOHHO-UHPOPMALMOHHM UHPPACTPYKTYpU
M OCUTypsiBaHE Ha B3auUMOAENCTBME NPU MaAcUpaHM M MawabHW Knbep WHUMAEHTU U aTaKu.
OnpegenaHe Ha KNbep KpusaTa KaTo eneMeHT oT HaumMoHanHaTa cuctema 3a ynpassieHune npu Kpusu
M paboTaTta Ha CUTYaLMOHHUTE LEHTPOBE, NPOBEXKAaHe Ha 06LWM U cneundUYHN CEKTOPHMU YYEHMUA C
Y4acTUETO Ha AbPKaBHU, BU3HEC N aKageMUYHU CTPYKTYPU.

®asza 2 (pa3BuTHE - OT KanauuTeT KbM CNOCO6HOCTU): KMbep yCTOMUUBU MHCTUTYLMU U “Kubep
curypHo” obuwecTso.

OpraHusunpaHe Ha uaeHTUGUUMpaHMAa n cb3gageH npe3 Pasa 1 kanauuTeT 3a peanusmpaHe Ha
YCTOAUYMBOCT HA HUBO OTAE/IHU OPraHU3aLMM 1 CNOCOBHOCTM 33 KOOPANHUPAH OTroBOP Npu Knbep
WHUMOEHTU U KPU3K, CUCTEMATUYHU AENHOCTU NO npeBeHuMA. MHCTUTYUMOHANn3npaHe Ha yCTONYnB
MexXaHW3bM 3a B3aMMOLENCTBME NPU MaLLabHM KMbep MHUMAEHTM U KaMNaHWK, 3an1axu oT Knubep m
XMB6pPUAHN Kpr3n. MOHUTOPUHTI Ha LANOCTHAaTa Knbep KapTuHa, usrpaxgaHe Ha 6a3osu cnocobHocTH
33 OMepaTMBEH U CTPATErMYECKM aHaAIM3 M OLLEeHKa, ONepaTMBHO U TEXHMYECKO B3aMMOAEeNCTBUE CbC
cTpyKTypuTe Ha HATO, EC n apyrn mexxayHapoaHN MPEXKU.

®as3a 3 (3panocrt): Kubep ycroitumso obwecrso.

EdeKkTMBHO B3aMMOAENCTBME HA OMEPaTUBHO W Ha CTPAaTErMYECKO HWBO B HALUMOHANEH W
mexayHapogeH acnekT (EC m HATO). Ha 6asaTa Ha moaena 3a aHraXKMpaHOCT Ha BCUYKM
3aMHTEpPECOoBaHU CTPaHU M 06LWKNTE MHTEpPecK, Bbarapmnsa NPUOPUTETHO Pa3BUBA CNOCOOHOCTM KaKTO
B ObPXKaBHMA, TaKa U B YAaCTHMA N U3CNEeA0BATENCKMA CEKTOP B UAEHTUPULMPAHM HULIK 33 NOCTUraHE
Ha BOAeLM NO3ULMKN B PEMMOHA U cneuMannsauma B NapTHbOPCKUTE MpPeEXM B 06nacTTa Ha Knbep
CUFYPHOCTTA M YCTOMYMBOCTTA.

OCHOBHUTE OYaKBaHM pe3ynTaTM no ¢asm ca onucaHu B MpuaoxkeHune 2 cbobpasHO 3agadeHuTe
KN0YOBM 06/1aCTU U MEPKU B T. 4, KOUTO o4epTaBaT paMkaTa 3a lN1aHa 3a U3NbAHEeHMe Ha cTpaTeruaTa
n MbTHaTa KapTa 3a pas3sBuTue.

2.3 TMopxogp, - o6wWo0 ycunme, OpMEHTUPAHO KbM pe3yaTaTu

MocTuraHeTo Ha KMbep yCTOMUYMBOCT HAa HALMOHA/IHO HUBO M3NUCKBA KOOPAMHUPAHU AENCTBUA
MO CUTYPHOCT M HAAENKAHOCT Ha BCUMYKM KOMMOHEHTU W aKTMBM Ha KuMbep nNpoCTPaHCTBOTO:
uHpopmauma, TEXHONOrMMU, XOpa U CbOPBXKEHUA, Ha [AM3aliHa U peannsauuATa  Ha
KOMYHUKALUMOHHUTE KaHa/u, YCNYrUTe U CUCTEMUTE 3a YNPaBAEHUETO MM, TAXHATa CBBP3AHOCT U
onepaTMBHa CbBMECTUMOCT.

MocTuraHeTo Ha UuUenMTe U genHocTMTe 33  oTgenHute ¢asM  ce  OCHOBaBa Ha
NaeHTUOUUMPAHETO, BKIKOYBAHETO M aKTUBHOTO aHraXMpaHe Ha BCUYKMU 3aMHTEPECOBAHU CTPaHMU.
Mo npumepa Ha CALL 1 pa3sutuTe Abprkasu B EBpona, NbpBOHaYanHaTa MHMLMATMBA M paMKaTa 3a
HaLMOHaNHA cucTema 3a KMBep CUrypHOCT e aHraXXMMeHT Ha Abp’KaBaTa U e NPU3HAK Ha 3pAno
ADbPKaBHO ynpasnieHue. YCNewHoTo peanu3vpaHe U pa3sutue ce 6asmpa Ha 6anaHcmpaHo m
pa3npefeneHo y4yactve, OTFOBOPHOCTUM M WMHBECTULMWU CbBMECTHO C OM3HEeC, aKageMWyHu u
HenpaBMUTENCTBEHM OpraHusauMuM. B MHOro HanpaBneHWA WHAYCTPUATA BOAM C KanauuteT U
WHULMATUBKU, U € MO-aKTUBHUAT eNleMeHT B mogenute 3a nybanMyHo-yacTHM napTHbopcTea. OT
CbLLLECTBEHA BAXKHOCT € ACHOTO onpeaenaHe Ha POAUTE HA 3aMHTEPECOBAHUTE CTPAHM MO OTHOLLEHWE
Ha aKTUBUTE U KOMYHUKALMOHHUTE U MIHOOPMALIMOHHM CUCTEMU — COBCTBEHMK, CTONAHMH, onepaTop,
noTpebuTen/KANEHT, OCTAaBUYMK U AP., KaTo 33 BCAKA PONA U CbOTBETHUTE BM3HEC NPOLLECH € HYXKHO
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Aa 6bae oueHeHa cTeneHTa Ha uMdpoBaTa 3aBUCMMOCT, BKAKOUYUTENHO U C NOrAes B NepcrnexkTuBa,
OTrOBOPHOCTUTE, U3UCKBAHMATA M NPENOPBKUTE 33 NOCTUTaHe Ha KMbep CUrypHOCT U YCTOMYMBOCT.

OcHoBHUTe PaKTOPM 3a YCNELIHOTO M YCKOPEHO NOCTUTaHe Ha Le/InTe Ha cTpaTernaTa ca:

e (006BbBP3aHOCT C NpuopuTeTMTE M LenuTe Ha lMporpamara Ha NPaBUTENCTBOTO 3a CTabunHo
passutMe Ha Penybauka Bbarapua (2014-2018r)'°, HauumoHanHa nporpama 3a pasBuUTHE:
Bbarapua 2020 ¢ TpuroauweH naaH?® n HaUMOHANHUTE CEKTOPHM CTpaTerMm — NOCTUraHeTo Ha
aJeKBaTHa CUTYPHOCT HA KMbep NPOCTPAHCTBOTO M AUTMTANHATA cpesa e CbliecTBeH GaKTop 3a
YCNELWHOTO peanusnpaHe Ha 3an0XKeHUTe NpUopuUTeTn U Lean, pa3BuTMe Ha MKOHOMMKATa Ha
3HaHWETOo, MHTeNIUTeHTHA cneumann3auma, CEKTOPHUTE NOAUTUKMN N NPOrpamuTe 3a pasBuUTHUE;

o WaeHTMdMUMpPaAHE W  aHra)kMpaHe Ha BCUYKM OCHOBHM 3aMHTEPECOBaHU CTPaHMU
(,,creMkxonabpun®) 2! — acHo onpegensaHe Ha PoaUTe, OTTOBOPHOCTUTE M MOCTUraHe Ha obuio
Cbriacue 3a NPUOPUTETUTE Ha AeMHOCTUTE NO $asK, KAaKTO U NPUAAraHeTo Ha TO3U NPUHUMN BbB
BCUYKM HOPMATMBHU U PEFYNATOPHUN PAMKW;

e BbBexaaHe Ha edeKTUBHO NPOEKTHO ynpaB/ieHUe 33 peasin3npaHe Ha HabenszaHUTe MepKu u
ACHA OLLEeHKa Ha MOCTUTHATUTE pe3ynTaTu u cnocobHocTn — dopmMynmpaHe Ha AeNHOCTUTE Mo
MEPKUTE KATO OTAE/NIHM MNPOEKTU OPMEHTUPAHU KbM KOHKPETHM W U3MEPUMMU pPe3ynTaTw,
CMHXPOHM3aUMATA UM B NOPTPOAMO 33 NbHO U3rpaxKaaHe Ha QYHKUMOHANHM cNOCOBHOCTH, K
XapMOHMU3MpPaAHE W CbINACYyBAaHOCT C MNbTHAaTa KapTa, HE3aBUCMMO OT M3TOYHULUTE Ha
dUHaAHCUpaHe;

e EDeKTMBHO MeXAyHApPOAHO B3aMMOAEUCTBME — M3MON3BAHE HA ONWTA HA BOAELUNTE NapTHbOPU
8 EC n HATO, aKTMBHO BK/1tOMBAHE B MAPTHLOPCKM NPOrpamu M UHULUMATUBU, N aKTUBU3UPAHE Ha
NapTHbOPCTBATa B PernMoHa 3a M3rpaxgaHe Ha o6, KanauutTeT M cnocobHOCTU, edeKTUBHO
06Bbp3BaHE Ha HAUMOHANHUTE W MEXAYHAPOAHM MPOEKTM W NPOrpamu, MHTErpupaHe B
MeXAYHAPOAHUTE MPEXKN 32 KNOepPCUrypHOCT 1 aeiicTene Npu KMbep Kpumsu.

2.4 bbarapua — HageXAeH MeXXAyHapoaeH NAPTHLOP 32 CUTYPHOCT U YCTOMUUBOCT HA
Knbep NpoCcTpPaHCTBOTO

B KOHTEeKCTa Ha nNpomeHeHaTa cpeda 33 CUTYPHOCT W HOBOBB3HWKBALLUTE
npeau3BUKATENCTBA, AbPXKABUTE Ca U3MNPABEHN Npes CEPMO3HM 3anaxm 3a CBOATA HALMOHANHA U
KOJIEKTUBHA CUTYPHOCT KaTo MawabHu Kmbep aTaku, XMOpMAHM BOMHU M HeobxogMmocT OT
KONEKTUBHA HaZeKAHa 3almnTa Ha KpUTUYHUTE MHPPACTPYKTypu. Penybanka bbarapusa, Kato yact ot
€BPOaT/IaHTUYECKOTO NPOCTPAHCTBO, y4acTBa aKTMBHO B NMpoueca Ha pa3paboTBaHe u nocneasalo
npunaraHe Ha NOAUTUKUTe, cTpaTernmte u nHmuymatmsmte Ha EC n HATO. Ona3BaHeTo Ha OTBOPEHO,
6e30nacHO M CUTypHO KMbep NPOCTPaHCTBO € CbLLEeCTBEHO NPeaM3BUKATENCTBO, Ha KoeTo bbarapus
e OTroBOpPU 4pe3 CbTPYAHMYECTBO CbC CBOUTE MEXKAYHAPOAHW MAPTHbOPU, CHIO3HULU U
OpraHM3aumMKM, YacTHMA CEKTOp M rparkAaHCKoTo obuwectso. Llle npunara cbuiecTsyBawuTe
MEXAYHAPOAHN NPaBHU HOPMUM B KMBep NPOCTPAHCTBOTO W Lie AOMNPUHACA 33 U3rPa*KOAAHETO Ha
KanauuteT B obnactra Ha Kubep curypHocTTa. bbarapua Mma ACHU MOETU aHTAKUMEHTU KbM
Esponeickua cbto3 B 061acTTa Ha KMbBep CMrypHOCTTa 1 € 3aUHTepecoBaHa OT TACHO CbTPYAHNYECTBO
C ObPKaBUTE-YNEHKM U eBponenckuTe areHumn, pabotewm no sbnpoca. OCHOBHUTE 3aAb/IKEHUA
npoun3TUYaT oT:

% Nporpama Ha npaBUTENcTBOTO 3a cTabuNHO pa3sutne Ha Penybanka Bbarapua 3a nepmnoga 2014-2018
r.http://www.government.bg/cgi-bin/e-cms/vis/vis.pl?s=001&p=0211&n=132&g=

20 http://www.strategy.bg/StrategicDocuments/View.aspx?lang=bg-BG&Id=765

2 Nopxop, ,,myntucteikxongep” (multi stakeholder)
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e EsponeiickaTa cTpaTerna 3a kubep curypHocT??

e EBponeiicka NoAUTUHECKa PaMKa 3a Kubep oTbpaHa??

e [EBponeiicka AMPEKTMBA 33 CUIYPHOCTTa Ha MpeXuTe n MHGOPMaLMOHHNUTE cuctemmn*

e EBpPONEecKn pernameHTV 1 ANPEKTUBM CBbP3aHM C XapMOHM3MPaHe Ha 3aKOHOAaTeNCTBOTO
No OTHOWeHMe Ha Kubep NPecTbMHOCTTa, 3alUTa Ha JIMYHWUTE JaHHW, EeNeKTPOHHA
NOEHTUYHOCT U YNpaBAeHue, n ApYru.

FnaBHa obwa uen e ocurypsBaHe Ha BUCOKA KOJIEKTUBHA cTeneH Ha Kubep curypHoct B EC
m HATO nocpeactsom nogobpsBaHe Ha HaUMOHANHUS KanauuTeT Ha AbprKaBuTe B 06s1acTTa Ha
Knbep curypHocTtTa, nogobpasaHe Ha CbTPYAHNYECTBOTO MeXAay AbpKasuTe, NybANYHMA N YacTHUA
CEKTOPU, BbBEXKAAHE HA 3a4b/IXKEHNE KOMNAHUUTE B KPUTUYHU CEKTOPU (eHepreTuka, TPpaHCMopT,
6aHKMpaHe, 34paBeonasBaHe, MHTEPHET YCAYTU, 4PYrY) Aa Npuaarat 06wy NONTUKN U NPAKTUKM 33
ynpaB/ieHne Ha pUCKa M npeaoctaBsHe Ha MHGOPMALMA HA HALUMOHANHUTE OPraHM 3a HACTbNUAU
3HAYMMM MHUNAEHTW, A3 KOOPAMHUPAT AENCTBUATA NPU OTFOBOP HAa KOMMNEKCHM 3an/1axmu 1 aTaku.

OcHoBHM opraHu Ha EC no BbnpocuTe Ha KMbep CUrypHoOCTTaA:

e AreHuma Ha EBponeickma cbto3 3a mpexoBa U MHGopmaumnoHHa curypHocT (EU Network and

Information Security Agency: ENISA);
e EBponon c EBponelickn LeHTbp no Kubep npectbnnenns (EUROPOL - European Cybercrime
Center);

e EBponeicka areHuns no otbpaHa (European Defense Agency: EDA).

Ponata Ha EC B cnyyait Ha mawabHa Kubep ataka, 3acTpallaBalla NPaBUTENCTBA, UHCTUTYLMN,
6u3Hecu 1 rpaxkaaHu Ha EC ce nspasasa B Aobpara KOOPAMHUPAHOCT U 0OMeH Ha MHPOpPMaUms 33
yCnewHo KONeKTUBHO NPOTUBOAEUCTBUE, MPEBEHLMA, M CAHKUMOHUPAHE Ha U3BbpPLUMUTENUTE.

B ob6nactTa Ha Knbep curypHoctTa u Knbep otbpaHaTta Penybamka bbarapma yyactea akTMBHO U
CcbTpyaHnum ¢ OpraHus3aumAata 3a CUTYPHOCT WU cbTpygHuyectBo B Espona (OCCE), OOH,
MeXKAYHapPOAHN OpraHM3aLMn 3a pa3BUTME Ha KOMYHUKauumuTe U uHTepHeT (ITU, ICANN) n apyru.

22 ENISA: European Cyber Security Strategy, 2013

2 EU Cyber Defence Policy Framework

24 The Directive on security of network and information systems (NIS Directive) -,AupekTtvsa Ha EM 1 Ha
CbBeTa OTHOCHO MepPKM 33 BUCOKO 06LLLO HMBO HA CUTYPHOCT Ha MPEXUTE U UHPOPMALLMOHHUTE CUCTEMU B
Cbto3a“ npueta ot EMN Ha 06.07.2016r
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3 MpuHUMNuM

FnaBeH npuHuun: OCHOBHUTE LLEHHOCTM Ha EBpONENCKMNsA Cbto3 BaxKaT B e4HaKBa cTeneH B LdpoBus
1 BbB dM3MYecKma cBAT. CbLLOTO 3aKOHOAATE/ICTBO M HOPMMW, KOUTO Ce npuaaraT B Apyrute obnactm
Ha HalMA KMBOT, BaKaT M B KubepnpocTpaHcTBoTo. (CTpaternsa Ha EBponeiickua cblo3 3a
knbepcurypHoct ,0TBOpEHO0, 6e30nacHo 1 cUrypHo KmbepnpoctpaHcteo®, 2013r.)?°

3a nocTuraHe Ha 3a/10XKeHUTe Lenu B HactoswaTta CTpaterns U n3nbJHeHWe Ha HabenAsaHuTe
MEepKM ce cneaBaT ciefHUTE OCHOBHU NPUHLUNMN:

HepnenvmocT Ha Kubep cMrypHocTTa OT HaluMoHaaHaTa CUTYPHOCT;

3alwmTa Ha OCHOBHMTE NpaBa, cBoboaaTa Ha M3pasaBaHe, Ha IMYHUTE AAHHU U INYHUSA }KUBOT
Ha rpakgaHuTe — MepKkuTe ga He BOAST A0 OrpaHMyaBaHe Ha TesW npasa, orpaHMyaBaHe Ha
Bb3MOXHOCTM 33 AOCTbMN A0 MHTEPHET N NPEHOC Ha MHbOPMaLUS;

MponopLMOHANHOCT - MEPKUTE 3a MOBMLUABAHE Ha Kubep 3awmTata U pasxoguTte ga ca
CbM3MEPUMMU CbC CbOTBETHUTE PUCKOBE U 3aniaxu;

CnogeneHa OTrOBOPHOCT - MHTETPUPaH M KOXEPEHTEH NOoAX0A 33 pasnpeaesiaHe Ha POIUTE U
OTrOBOPHOCTUTE CBBbP3aHU C KMBEep CUIrypHOCTTa MO BCUYKM HMBA W OpraHM Ha AbPXKaBHOTO
ynpaB/ieHue, rpaxkgaHunte, bUsHeca N UHCTUTYLUNTE;

MeprogMyHa OLEHKA Ha CbCTOAHUETO Ha KMbep 3annaxuTe U PUCKOBETE, OLEHKa Ha HUBOTO
Ha KMbep CUTrypHOCTTa M CbOTBETHUTE CNOCOBHOCTM Ha 6a3aTa Ha CTaHA4APTU3UPAHU METOoAM
M KnacuduKaums Ha PUCKOBETE, N alEKBAaTHO OCbBPEMEHSABAHE Ha CTPaTeruaTa U MepKuTe;
Mpo3payHoCT npu dopmUpaHe M NPOBEKAAHE HA NOAUTUKUTE 33 KUDEp CUrYPHOCT U
YCTOMYMNBOCT;

AHTa*KMPaHOCT HAa BCUYKWN 3aMHTEPECOBAHWN CTPAHW U pPa3BUTUE Ha eDEKTUBHU U ePUKACHU
MeXaHM3MM Ha Ny6INYHO-YacTHUTE NAapTHLOPCTBA;

CbrnacyBaHOCT C MEXKAYHAPOAHUTE aHTAXKUMEHTU U MPUHLUNM Ha CbTPYAHUYECTBO U
B3aMMOAENCTBME, aKTUBHO y4YacTWe B Cb3AaBaHETO Ha o6l KanauuteT M cnocobHocTM 3a
3alWMTa Ha KMbep NPOCTPAHCTBOTO;

O6Bbp3BaHe Ha UEIUTE U MEPKUTE C KOHKPETEeH NnaaH 3a AelCTBUS, OTTOBOPHOCTU WU
NnoKasaTe/i1, KOMTO HenpeKbcHaTo ce NnoaobpsaBa 1 pa3BuMBa.

25(2013) Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace
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4 06nacTu Ha pencTemne, Lenn u mepku

MocTUraHeTo Ha CTpaTerMyeckara uen - Kubep ycronumeo obLLEeCcTBO U AbpXKaBa, M3MCKBA CUCTEMHA
W nocseaoBaTeNiHa NOANTUKA U paboTa BbB BCMYKM 061acTy, obpasyBalluy CbCTOAHMETO Ha Kubep

YCTOMUMBOCT, KOETO Ce XapaKTepusmpa C:

o EdekTuBHa 3alUMTa M KOMMJIEKCHA aZleKBaTHA peakuua A0pu Ha NpeaBapuUTe/IHO HEU3BECTHU
3an/1laxM M paspylIMTENHU Bb3AENCTBMA B KMOBEpP MNPOCTPAHCTBOTO WM OT KOMMJIEKCEH
(xbpunaeH) xapakTep B pasiNiHM chepu Ha AUTUTaA/IHATA EKOCUCTEMA;

e MaKcMmanHo 3anasBaHe W (YHKUMOHMPAHE Ha KU3HEHO BaXKHW AOEWHOCTU WU YCAyru,

orpaHn4yaBaHe Ha BpeaAHUTE NoCneancTenA;

L4 CBoeBpemeHHo Bb3CTaHOBABAHE HAa HOPMa/IHATa ,Cl,el;iHOCT.

Ob6nacTtute Ha ,u,eﬁcmme M CbOTBETHUTE UENNTE MOraT ga Ce onpeaenar C'b06pa3H0 ABaTa OCHOBHU

acCnekKTa:

BECTHU u3Bec
3annaxu 3a KMH

NHopmaumoHHa
CUTYPHOCT
Kunbep curypHoct

Kunbep ycTtoitumsoct

A

o ocurypsaBaHe Ha obuonpueTarta
,Tpnaga“ ot obnactra Ha MHOOPMaLMOHHATA
curypHocT - KoHdumaeHumanHocT-UHTErpuTeT-
HanuuHoct (KUH) 2°

o HMBOTO Ha MO3HaBaHe Ha 3anfaxuTe U
CbOTBETHUTE pPUCKOBE — KAacuduKaumata 3a
,N3BECTHUTE HEMU3BECTHU", N3M0/13BaHa CbLLO U
B 061acTTa Ha HauuMoHanHaTa curypHocT??

Tesn pABa acnekTa MO3BOAABAT ACHO
CTPYKTYpMpaHe Ha uenute u obnactute Ha
AENCTBMA, KAaKTO U TPM HMBA Ha 3pANOCT Ha
OopraHusaumu, AabpKasBa M oblwectso -
MHGOPMaALMOHHA CUTYPHOCT, KNbep curypHocT
n Knbep ycroiiumsoct?.

Ha ®urypa 1 ca nokasaHuM Tpute
Hagrpa*kgalm ce HMBA:
° ,N3BECTHU WU3BECTHU" — 3awmTa u

npegnasBaHe Ha VIHd)OpMaLI,VIOHHMTe dKTnBn "

KOMYHWKALUMOHHA MHPACTPYKTypa OT M3BECTHM cNabocTu, 3an1axm U Npobusm, CBbP3aHM C
OCHOBHaTa ,, Tpuaga“ Ha uHpopmaymnoHHaTta curypHocT ( KUH)

e ,u3BecTHU HensBecTHU" (He-KUH) - KomnneKkcHN U KOMBUHUPaHUM 3an/1axu, CBbP3aHK
¢ nHbopmaumoHHaTa curypHoct, KT, mpexute u cuctemuTe, pasHoobpasmeTo ot
cbBpeMeHHM ynoputu 3annaxu (APT?°), aTaku cpelly penyTaumaTa Ha OpraHu3aLmm
N IMYHOCTU, KaMNaHMKM 3a Ae3nHbopmaLma, U ApyrM HenpeacKkasyemu nocnencrTems
OT MacOBOTO NPEHACAHE Ha AEeNHOCTUTE HU B KMbBep NPOCTPaHCTBOTO, Npobusu B KUH
B 0CO6EHO rosiemMn mawabu (HauuMoHa/NHWU, PErMOHA/IHM U CBETOBHMU), WU3NCKBALLM
paslWMpPeHO M CUCTEMHO npunaraHe Ha KMH 3a BCMYKM aKTMBM B AMruMTanHata
eKocmucTema - MHGOpPMaLMA, TEXHOIOTMW, XOPa U CbOPBIKEHUSA, 33 MOCTUraHE Ha Kubep

CUTYPHOCT;

26 Confidentiality, Integrity, Availability (CIA)

27 Hacum Taneb, YepHuat nebeg, - https://en.wikipedia.org/wiki/Black swan theory;

28 Eurocontrol: Manual for National ATM Security Oversight (2012)

2% Advanced persistent threats (APT)
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® ,HeunsseCtHu Heu3BeCcTHU" nnu noAaroToBKa 3a HEN3BECTHOTO - HEOYAKBAHU 3an1axu
B KM6epI'Ip0CTpaHCTBOTO, ANHAMUNYHO NPOMEHAWN Ceé pPUCKoBE U KOMNNEKCHU
B'b3ﬂ,eﬁCTBMF| C Henpeackasyemum nocnencrtsnAa, KOUTO WU3UCKBAT [IBBKABOCT WU
yCTOVNMBOCT Ha CUCTEMUTE, OPraHn3aumnATa U npouecnte, UM CbOTBETHU CTaHOAAPTU
npu pa3pa60TBaHeTo 1M BHe4pPABaHETO UM, CbCTOAHUETO HaA KMGEp YCTOﬁ‘-IMBOCT.

4.1 YcraHOBABaHe U pa3BMTME HA HALMOHA/IHATa cMCTeMa 3a Knbep curypHocT u
YCTOMYMBOCT

enu:
FnaBHa uen: MocTuraHe Ha epeKTUBHA M ePUKACHaA cUCTeMa 33 KMbep CUIYPHOCT U YCTOMYMBOCT.

Uen 1: M3rpaxpaHe Ha MexaHW3bM 33 KOOPAWHWPAHW [AENCTBUA HA MOJIMTUYECKO MU
CTpaTernyecko HMBO 33 PA3BUTUE HA HEOOXOAMMMA KanauuTeT M CNOCOBHOCTM 3a Kunbep
CUTYPHOCT M YCTOMYMBOCT.

Llen 2: OcurypsaBaHe Ha aKkTyanHa Kubep KapTuHa 1 pasbupaHe Ha cutyaumata3’ B kubep
NPOCTPAHCTBOTO.

Uen 3: BsaumogeictBMe 33 edeKTMBHA U KOOPAMHMPAHA NPEBEHUMA, pPeakuua u
Bb3CTaHOBABaHe.

CUrypHocTTa Ha Kubep NpoCTPaHCTBOTO
e HeoTAenMMa 4acT OT HaumoHanHaTa
CUTYPHOCT cbrnacHo CrparternaTta 3a
HaLMOHaNHA CUrypHOCT Ha Peny6nuka
Buarapua’l. HaunoHanHaTta cuctema 3a

,Kubep npecmwvnHocmma e 2106071HA U AHOHUMHA
3an/1axa 30 UHGOPMAUUOHHUME cucmemu.
LecmpykmusHume 8b30elicmeus 8bpxy
UHOPMAYUOHHUME cucmemMu U Mpexcu moa2am 0a

dosedam 00 Kpu3a Ype3 3ampyOHABaHe u/unu Knbep CUrypHOCT M YCTOM4YMBOCT €
6/10KUPaHe HOPMAMHOMO (PYHKUUOHUPAHE HA 8AXCHU WUHTETPpaneH eleMEHT OT cucTemara 3a
30 UKOHOMUKamMa, ¢huHaHcoeama cucmema u ynpasneHue " 3awuTa Ha
ObpPHCABHOMO yripassaeHue cucmemu uau omoesnHu HaUMOHA/NHATA CUTYPHOCT. Pas/inyHM
KomnoHeHmu“ ObPXKABHM OPraHN U WUHCTUTYUMU B

Peny6nuka bvarapus nmart

Cmpameaus 30 HAUUOHAAHA cu2ypHocm Ha Penybauka

onpenefneHn PoaM W 3adb/XKeHUsa 3a
Bbvneapus, 2011e. pea, p 4

Pas3/ZIMYHM aCNEeKTU Ha CUTYpPHOCTTa M

3alMTaTa  Ha  KOMYHMKAUMOHHM U

MHPOPMALMOHHM cuctemm Ha
HaLMOHANHO U CEKTOPHO HMBO. HapacTealy, 6poit opraHM3aLmm, BKAOYUTENHO HENPABUTENCTBEHM U
OT YaCTHMA CEKTOP, AEKNapupaT KU3HeHa HeobXOAMMOCT M FOTOBHOCT Aa@ Y4acTBAaT aKTUMBHO 3a
noBuLIaBaHe Ha obuiaTa KnMbep CUrypHOCT 3a pa3BUTME Ha eguHeH UMdpoB Nasap M obuwecTso.
Kanauutetr passuBat codtyepHute u UKT dupmn, umscneposaTesicku 3BeHa, NpodecuoHaHu
OpraHM3aumKn, Kakto U OTAENHM cneumanuctu. HacroAwata crpaterua uenm obeauHeHUeTo U
pPa3BUTMETO Ha Te3U AENHOCTM M pecypcu B 06LLa CTPYKTYpa U NpoLLecy 3a KOOPAUHUPAHU AeNCTBUA
Ha BCUUYKKU HMBA — NOIUTUYECKO/CTPATErMYECKO, ONEepPaTUBHO M TAKTUYECKO/TEXHMYECKO, KOUTO Aa
06XBaHAT M aHraXXMpPaT BCUYKN OCHOBHU 3aUHTEPECOBAHU CTPAHU. NpeasnaeHUTe MEPKN LEeNaT aa
6bae m3rpageHa M MHCTUTYLUUOHANM3UPAHA eAMHHA CUcTeMa Ha OTroOBOPHOCTM, Mpouecu u

30 Sjtuational awareness
31 CrpaTerua 3a HaUMOHaNHa CUrypHOCT Ha Penybanka Bbarapua, bpaseH secTHuK 6p.19, ot 08.03.2011 r.
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npoueaypu 3a MOHUTOPUHT Ha 06LLOTO CbCTOAHME HA KMbep NPOCTPAHCTBOTO, B3aMMOLENCTBME U
epeKTMBHO M3NON3BaHE Ha TEXHWYECKMA KanauuTeT 3a NpeBeHuMA, KOOPAMHWPAH OTroBOp M
Bb3CTAHOBABaHE, 33 aHA/IM3 Ha TEHAEHLUMUTE U Cb3[aBaHe HA CNOCOHBHOCTU 32 aKTUBHO M ePpUKACHO
npoTUBOAENCTBUE.

Mepku:
4.1.1 Cmpameau4ecko HUBO - hoAUMUKU, cmpameauu U haaHos8e

OcHoBHaTa HoOpMaTuBHa 6a3a 3a usrpaxkaaHe U GYHKUMOHUPAHE Ha HaUMOHaHaTa cucTema
33 KMbep cUrypHOCT e 3aKOHDBT 3a ynpasBieHue U GyHKUMOHUPAHe Ha cucTemaTta 3a 3almTa Ha
HauMoHanHata curypHoct (3YPC3HC, B cuna ot 01.11.2015r.), KaKTO WM MeKAyHapoAHUTE
aHra*XMMeHTU Ha PenybanKka bbarapuma, noetu ¢ BAe3nu B cuna MeXAyHapoaHu 4OroBopu, NO KOUTO
Penybnanka bbarapua e ctpaHa B EC, HATO, OOH u ap. OnpegeneHn acnekTn ca pernameHTUpaHn n
B APYrM HOPMATMBHM aKTOBE - 3aKOH 33 eNeKTPOHHUTE CbobLleHMA, 3aKOH 3a eNIeKTPOHHOTO
ynpasneHue, 3aKoH 3a [bprKasHa areHuma ,HaunoHanHa curypHocT” (AAHC), 3aKoH 3a 3awmTa Ha
KnacuduumpaHaTta mHpopmaums (33KN) n Hapeabute Kbm Hero, 3aKOH 3a €/1IeKTPOHHUA JOKYMEHT U
eNeKTPOHHUA nognuc, n ap.

HapoaHoTo cbbpaHue Ha Penyb6aunKka bbarapusa ocurypsasa npMemaHeTo Ha HOPMATUBHUTE
aKTOBe, CBbP3aHW C KNbep CUrypHOCTTAa M OCbLLECTBABA MNAp/laMeHTAapeH KOHTPO/ 33 HEMWHOTO
CbCTOAHME, B PAMKUTE Ha KOHTPO/1a 3a YNPaBieHMETO U PYHKLMOHMPAHE HA CUCTEMATA 3a 3aLLMTa Ha
HaUMOHa/IHaTa CUTYPHOCT.

Mpe3naeHTbT, B KAYeCTBOTO MY Ha BbpxoBeH rnaBHOKOMaHABAL, HQ BbOPbXKEHUTE CUAM HA
Penybnnka bbarapua nonyyYaBa UANOCTHA MHOOPMAUMA 3@ CbCTOSHMETO M Pa3BUTUETO Ha
HaLMOHANHaTa cMcTeMa 3a KMbep CUMrypHOCT U YCTOMYMBOCT, @ NPU BbBEXKAAHE HA ,U3BBHPEAHO
NONOXeHNE", ,,BOEHHO MOJIOXKEHUE” UM ,N0N0XKEeHMEe Ha BOMHA“ pPbKOBOAU AeMHOCTUTE Mo
ocurypasaHe Ha Kubep yCTOMYMBOCT Ha AbPHKABHOTO M BOEHHOTO YNpaB/ieHMe.

Monntmnkata no Knbep cUrypHoOCTTa M pa3BUTMETO HA KMbep ycTOMYMBOCT ce onpegensa ot
MpasutenctBoto Ha Penyb6auka bbarapusa v ce peannsmpa OT PasINYHU ObPHKABHU UHCTUTYLUN,
M3NbAHABALWM OTAENHM PYHKUMKM B Tasm obnact. B Mporpamarta Ha MpaBuTencTBOTO 3a cTabunHo
passutue Ha Penyb6nuKka bbarapua, ceKTopHUTE NporpamMun M NJaHOBE Ca OTPa3eHU CbOTBETHUTE
Le/N, U3UCKBAHMA, HACOKM M OYAKBAHM Pe3y/ITaTu 3a Cb34aBaHe M Pa3BUTME HA HALlMOHAJIHA CUCTEMA
3a KMbep CUrypHoOCT M yCTOMYMBOCT. MUHUCTEPCKMAT CbBET OCUrypaBa NOJMTMYECKaTa basa 3a
pasBuTME, NPUEMA M NEPMOAMNYHO aKTyanmsnpa HaumoHanHata ctpatervsa 3a Kubep curypHoct. 3a
peanusaumnAaTa Ha yTtBbpaeHata CrpaTterma MC npuema naaH 3a M3NbJAHEHME WM cnean 3a
peannsnpaHe Ha NPUOPUTETUTE U LEeINTE U OCUTYPABAHE HA HEOBXOAMMUTE Pecypcr 3a U3NMbJHEHME
Ha 3a/10XKeHUTe AEeNHOCTU.

®yHKuMKUTE Ha CbBeTa no curypHoctta (CC) KbM MuHUCTEpPCKMA cbBeT Ha Penyb6auka
Bbnrapua BKAOYBAT Pa3BUTUE Ha CNOCOOHOCTUTE HA cUcTemaTa 3a 3aWMTa Ha HauMOHasHaTa
CUTFYPHOCT 3a NPOTMBOAENCTBME HA 3aN1axmTe, yrpaBAeHUe Npu Kpusm, oCUrypsiBaHeTo M 3almTaTa
Ha MHOPMaALMOHHATa CUTYPHOCT OT noceraTencrsa. CbBeTbT NO curypHoctTa Nnpu MC popmynupa
nosuumata Ha Penybnuka bbarapua npes MeAyHapoOAHW WMHCTUTYUMM W OpraHuMsauuu no
BbMNPOCUTE Ha KMBEep CUTypPHOCTTA M peLleHUATa 3a yNnpaBieHneTo U PyHKLUMOHUPAHe Ha cuctemaTa
32 33LLMUTA Ha HaLMOHANHATa CUTYPHOCT.

3a nocturaHe Ha LUen 1 kbm MuHucTepckusa cbeeT Ha Penybanka Bbarapus ce npeasuxkaa
Cb3JaBaHe Ha HelaTeH NOCTosHEeH KOoHcynTaTMBeH CbBeT no Kubep ycronumsoct (CKY), c ocHoBHM
HanpasnABawWM U cTpaTernyeckm GyHKUuu:

BEPCWA: 2016-07 CyeberBG Strategy Approved - 16rh583pr.docx
cTp. 18 o1 57




HauunoHanHa ctpateruns 3a KubepcurypHoct ,Knbepycroitumea bbarapuma 2020“

e un3paboTBa M ob6ocHOBaBa No3numATa Ha Penybanka bbarapua npea mexxayHapoaHU MHCTUTYLUMU
M OpraHun3aLmmn No BbNPoOCUTe Ha KMbep CUrypHocTTa 1 A npegnara 3a oaobpeHne Ha CbBeTa Mo
CUTYPHOCTTa;

e K3paboTBa U Npegnara HaluMOHaNHa CTpaTerma 3a KMbep CUrypHocCT, NbTHATa KapTa M naaHa 3a
nocTuraHe Ha KMbep yCTOMYMBOCT, KAaKTO U TAXHATA NepPUOAMYHA aKTyann3aums;

e cneguM TeHAEHUMMTE W pPa3BUTMETO Ha Kubep 3annaxute, pUCKoBeTe, MmeToauTe 3a
NPOTMBOAENCTBME U HeobxoAMmuUTe CrnocobHOCTM, NPUOPUTETUTE 3a U3rParKOAaHeTo wu
Pa3BUTUETO Ha YOBELLKWU, TEXHONOTMYEH, UHOPACTPYKTYPEH, PUHAHCOB, OpPraHM3aLUMOHEH W
OOKTPUHANEH KOMMOHEHTU M NpPU HeobXxoAMMOCT BHacsa npeanoxeHus npen CbeBeta no
CUTYPHOCTTA 32 PeLUeHUs;

e noarotes 3a Cbeeta no curypHoctta (CC) u MuHuctepckm cbeeT (MC) nepuogmyeH aoknag 3a
CbCTOSIHMETO Ha CUTYPHOCTTA B KMBep NpOCTPaHCTBOTO, Pa3BUTME Ha PUCKOBETe, M 0606LLeHa
OLEHKa Ha AO0CTUIHATOTO HMBO Ha 3PA/IOCT 3a KMbep yCTOMYMBOCT;

e rpeasiara MepKu 3a XapMOHM3aLMA U B3aUMOLENCTBUE C PEerynaTopHM OpPraHn u MHCTUTYLUN;

® 13roTBA MPEAJIOKEHMUA 33 XaPMOHWU3MPAHE U KOOPAMHWUPAHE Ha CEKTOPHUTE MOJIUTUKKU 3a
nocTuraHe Ha Kmbep ycTtomymMBa MKOHOMMKA M 06LWLECTBO;

e u3paboTBa M npegnara 3a yTebpKAaBaHe oT CC 06wWmTe NPUHLUNKN U U3UCKBAHMA KbM MpEKaTa
3a kubepcurypHoct (HKOMKC), npaBusiata 3a HEMHOTO PYHKUMOHUPAHE M paslUnpPsABaHE;

e cbaenctsa 3a HabnogaBaHe Ha M3NbAHEHMETO Ha NPoeKkTUTe OT lnaHa M NbTHaTa KapTa u
M3NbAHABA GYHKUMUTE Ha NporpameH 6opy, (CbrnacHo mogennTe 3a NPOeKTHO ynpasaeHune)3? 3a
nopTHONANOTO OT NPOEKTU Ha HALMOHANHO HUBO;

e cbaencTtsa Ha HaumoHanHus KoopAMHATOp MO Kubep curypHocTTa 3a uaeHTUdUUMpaHe u
NpoBeXAaHe Ha HEOT/IOXKHU KOOPAMHUPAHN MepKK B obnacTTa.

CRY ce npeacegatenctsa oT MUHUCTbpa Ha BbTpewHUTe pabotn 1 MuUHUCTBPa Ha oTOpaHaTa
(uneHoBe Ha CC) n BKAKOYBA NpeacTaBUTENIN HA MUHUCTEPCTBO Ha TPAHCNopTa, MHGOPMALMOHHUTE
TEXHONOMMU U CbobweHnaTa, MUHUCTEPCTBO Ha NpaBoCbaMeTo, MUHUCTEPCTBO Ha GUHaHCUTE,
MMWHUCTEPCTBO Ha MKOHOMMKATA, MUHUCTEpPCTBO Ha eHepreTuKata, OAEY, OAHC, OKCHU, OAP,
OpraHuUTE 3a peasin3npaHe Ha eJIEKTPOHHO yMnpaB/eHWE U ApYyrM BeLOMCTBA, NPeacTaBUTENIN Ha
6M3HeC, aKaZleMMUYHU M HEenpaBUTENCTBEHM OpraHM3auuvu, onpeseneHn C akTa 3a GopmupaHe.
®PyHKUMATA Ha ceKpeTap ce M3NbaHABaA OT HaunoHanHMa KoopamHaTop no knbep cnrypHocT. Kbm CKY
MoraT Aa ce cpopmMmpaT NOCTOAHHU UNU BPEMEHHU MEXAYBEAOMCTBEHN eKCNepTHM PAaboTHM rpynu
(MEPT), c BKAtOYBaHE Ha €KCNepPTU OT AbP’KaBHM BEAOMCTBA, akageMUYHU U BU3HeC opraHMsaumm
(kaTo MEPT 3a pasButue Ha CtparterusTa u Nnana, MEPT 3a pa3sButne Ha mogena n mpexata HKOMKC
v apyrv).

Kbm MuHucTepckn cbBeT ce onpenena HaumoHaneH KoopamMHaTop No Kubep curypHocrra
(HKKC), kolito pbkoBoau u3paboTtsaHeTo Ha HaumoHanHa ctpaTterma 3a Kubep cMrypHocCT, niaH 3a
[efCTBME NO KMbep CMrypHOCTTa M M3MbAHABA APYrM 3a4a4K, CBbp3aHu ¢ Kubep curypHocTTa 3.

OTroBopHOCTTA 3a pa3paboTBaHe Ha afleKBAaTHWN CEKTOPHU NOSIMTUKM, CTPATErMM 3a NOCTUTaHe
Ha KMGep CUTYPHOCT M YCTOMUYMBOCT, KaKTO U MEPKM 33 Pa3BUTME HA CbOTBETHU CMNOCOBHOCTM MMmaT
BCMYKM MMHUCTEPCTBA M BEAOMCTBA, KAKTO M NYHJNYHM M YACTHM CTOMAHM M ONEPaTOPU HA KPUTUYHM
MHPPACTPYKTYPMH, AOCTaBYNLM Ha obLiecTBEHN UHPOPMALMOHHM U AANEKOCHOOLMUTENHN YCAYIN.
TexeH aHraXXMMeHT e ePEeKTUBHOTO y4acTUe B HALMOHANHUTE MEPKMU M NNAHOBE, OCUTYPABAHETO HA
CbOTBETHWUTE PECYpPCU 33 Pa3BUTME HA KamaumTeT n cnocOBHOCTM 3a NnocaeaoBaTeIHO NOCTUTAHE Ha
MHOOPMALMOHHA CUTYPHOCT, KNbep CUrypHOCT U YCTOMYMBOCT Ha UANOTO obuiectBo, BusHeca u
ObprKkaBarta.

32 NporpameH 6opg, (Program board) — cbrnacHo meToguKaTta 3a npoekTHO ynpasaeHne PRINCE 2
33 MMC N2300/19.09.2014r.

BEPCWA: 2016-07 CyeberBG Strategy Approved - 16rh583pr.docx
cTp. 19 o1 57




HauunoHanHa ctpateruns 3a KubepcurypHoct ,Knbepycroitumea bbarapuma 2020“

MoAxoAbT 3a NOeTanHo NOCTUraHe Ha NOCTaBEHUTE LLeAN U MaKCMManHO 6bP30 AOCTUraHe Ha
6a30B0 HMBO Ha HaUMOHaNHA Kubep CUrYpHOCT U PYHKUMOHMpALLA OnepaTMBHa cUCTeMa ce
OCHOBaBa Ha OMNTMMa/HO M3MO/I3BaHE HA CblLUECTBYBALLMTE PECYPCU Ype3 u3rpaxgaHe Ha
HauMOHaHa MpeXKa 3a KoopauHauusa u B3ammogelicteme (npes ®asa 1). MBKaBaTa U OTBOpeEHa
apXUTEKTYpa Ha MoAeNa OCcMrypsBa NoeTanHo passutue u AobassHe Ha CNOCOBHOCTU U CTPYKTYPU 3a
nocTMraHe Ha HauMoHanHa Kubep ycroiumsocT (Pasa 2 u 3).

06wmAT mogen Ha HaumoHanHaTa cuctema 3a KMbepcurypHocCT M yCTOMYMBOCT € NpeacTaBeH
Ha ®urypa 2, cneaBa onvcaHMe Ha PO, OTFOBOPHOCTU, MEPKM U AEMHOCTM 3a Cb34aBaHe U pa3BuTHe
Ha OCHOBHUTE KOMTMOHEHTM Ha MmoAena.
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durypa 2. Moaen Ha HaLMOHaNHATa cuCTemaTa 3a Kubep CMrypHOCT M yCTOMYUBOCT.

4.1.2 OnepamusHa KOOPOUHAUUA

Mo cunata Ha 3YPC3HC, CekpeTtapuaTtnbT Ha CbBeTa NO cUrypHOCTTa e HauMoHaneH cutyaunoHeH
ueHTbp OT HauuoHanHata cuctema 3a ynpasaeHue npu Kpusu. HauMOHANHUAT CUTyaUMOHEH
LeHTbp nognomara MUHUCTEPCKUA CbBET NPU PbKOBOACTBOTO M KOOPAMHAUMATA Ha AENCTBUATA NO
npeBeHUMA, peakuusa, ynpaBaeHe 1 oBfaasiBaHe Ha KPM3K; B3aMMOAENCTBMETO M KOOPAMHALMATA C
opraHuTe Ha EBponeickua cbto3, OpraHusaumsata Ha CeBepHoaTnaHTMyeckus gorosop (HATO) u
APYTY ObpPXKaBU, KAKTO M OCUIYpsABA 3alUTEHA cUMcTema 32 06MeH Ha MHPopMaLMA U HENPeKbCHaT
obmeH Ha MHPOpPMaLMA 32 aHANU3 U OLLeHKa Ha PUCKa.

3a nocturaHe Ha Uen 2 mn Uen 3 mn KoopauHaumMa Ha OMNepaTMBHO HMUBO Ce Cb3AaaBa
OpraHusauMoHHa mpeKa - HauMoHanHa KOOpAMHALMOHHO-OPraHU3aLUMOHHA MpeXa 3a Kubep
curypHoct (HKOMKC) cbc cboTBeTHa TexHMYecKa nnatdopma, Kakto M HaumoHaneH kubep
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cuTyaumoHeH ueHTbp (HKCL) B pamkute Ha HauMoHanHuAa cuTyaumoHeH ueHTbp (CekpeTapuarta Ha

CbBeTa Mo CUTYPHOCTTA) CbC CeAHUTE OCHOBHU QYHKLUN:

e MOHUTOPUHI Ha aKTya/Ha W Mb/HA HaUMOHanHa KUbBep KapTMHA - CbCTOAHME Ha Kubep
NPOCTPAHCTBOTO B Abp)Kasata, obobuweHa WHPopmaums M MHAMKAUMA 3a cTaTyca W
6e3npobneMHOTO  PYHKUMOHMPAHE HA KOMYHUKALUMOHHUTE U WMHPOPMALMOHHU CUCTEMM
(BKNOUMTENHO €NEeKTPOHHUTE CbOOLUUTENIHN CUCTEMMU, MPEHOCHUTE MPEXKM, HALMOHANHaTa U
MeXayHapoaHata MHOOPMAUMOHHA CBbP3aHOCT). 3a UenTa ce onpeaens CTaHOAapTUM3MpaH
NPOTOKON M MHOTOCTEMEHEH KO Ha CbCTOAHMATA (CbracyBaH C yCTaHOBEHUTE KOL0BE 3a KpU3K,
KakTo M ¢ Te3n Ha EC, HATO n napTHbOPCKU MpPEeXM), Bpb3Ka KbM CrofeniaHaTa TeXHU4YeckKa
nHpopmauma (Ha CERT), aHanu3 Ha BbB3MOXKHM MPUUMHU U  U3TOYHWUUM, OLLEHKA Ha
Bb34ENCTBMETO, KAKTO M ePEKTUBHOCT Ha NPeANPUETUTE MEPKN U AEUCTBUA.

e KoopauHupaHa peakuua (OTroBop) 1 onepaTMBHO B3aMMOLENCTBME NPU MaCUPaHM MHLUAEHTH,
KOMMJ/IEKCHM aTaku U KPU3M — OCHLLLECTBABA Ce C OPraHM3aLMOHHO-TEXHUYECKM CPeacTBa U ce
6a3npa Ha aKTyanHaTa Kubep KapTMHA, aHanM3 Ha CbCTOAHMETO U Ype3 TEXHUYECKM MPOTOKO U
OpraHM3aUNMOHHU MEPKN NpeaocTaBAHe Ha MHPOPMALMA 38 CbCTOAHUETO HAa HALUWMOHA/THO HUBO,
Bb3MOXHM KOMOWMHMPAHW 3annaxuv M XMOPUOHU BbH3AEWUCTBUA, MOTEHUMANEH KUHETUYEH U
KackageH (,40MWHO") edeKT, U NpenopbkM 3a MNPEBAHTUBHU AENCTBUSA Ha ONEPaTUBHO U
TaKTUYECKO/TEXHMYECKO HUBO, aKTUBM3MPaHE Ha NaaHoBe U AencTBMA oT Kubep oTbpaHaTa,
npuBAMYaHe Ha ekcrnepTu (oT paboTHUTe rpynu KbM CKY, mexxayHapoaHu u ap.)

HKOMKC npeacrasnsBga ,,HepBHaTa CUCTEMA” HA HALUMOHA/IHATA CMCTEMA 3a KMbep CUrypHocT, 1
ce U3rpa*kaa v passBuBa No mogena Ha nybanyHo-yacTHUTE NnapTHbopcTBa (MYM) c aHraxkupaHe Ha
BCUYKN 3aMHTEPECOBAHU CTpaHM OT NybanyHuAa u dactHuA cektop. HKOMKC ce 6asupa Ha
ObpXKaBHUTE OpraHM3aLMM W OpPraHuM, NPAKO aHra*kKMpaHW B HAUMOHANHaTa cucTema 3a Kubep
curypHocT (1 0bw,o B 3awmMTa Ha HaumMoHanHaTa curypHocT). HKOMKC e oTBOpeHa 3a nocteneHHo
BK/IlOYBAHE HA BCUYKM 3aUHTEPECOBAHM OPraHM3auMm WM UHCTUTYUMU (ObprKaBHWU, 6u3HeC wm
HenpPaBUTENCTBEHM), KOUTO CTOMAHMCBAT, ynpasasaBaT, GYHKUMOHMPAT U OTrOBAPAT 33 Pas3/IMYHM
aKTMBM, KOMMNOHEHTN N CEerMeHTM Ha KMbep NpocTpaHCTBOTO. 3a uenta ce aePuHUpaT U npunaraT
M3NCKBAHMA 3a ONepaTMBHA CbBMECTMMOCT, PO/IN, OTTOBOPHOCTM M ONepaTUBHU CnocobHOCTH, Ha
6a3aTa Ha 06, MexaHW3bM, CTaHAAPTM3MPAHM NPOLLECU M NPOTOKOIN 32 MOHUTOPUHT, NPEeBEHLMSA,
peaKkuma u Bb3CcTaHOBABaHe.

BcAka 3amHTepecoBaHa OopraHWsaumMa OCUMrypaBa KanauumteT M CNOCOOHOCTM 3a HenpeKbCHaTo
cnefeHe Ha CbCTOAHMETO Ha NoBepeHuTe M 0BeKTM U cermeHTM OT Knbep NPOCTPaAHCTBOTO NO
OTHOLWIEHME Ha aCMeKTUTEe Ha Kubep curypHoctta M ¢yHKUMOHMpaHeTo Ha KUC (BbTpelweH
MOHWUTOPUHI), U eKUNU 3a He3abaBHa peakuus Npu KMbep MHUMAEHTU WAWU HApYyLWEHWE BbB
dyHKUunoHnpaHeto Ha KUC. Te3n ¢GyHKUMM OPraHU3aLMOHHO M TEXHUYECKM Ce M3MbAHABAT OT
LLeHTPOBE M eKuUnK 3a Knbep curypHocT, nssectHn Kato CERT (cbwo CSIRT/CIRC u gpyru)34, B konto
bYHKUMOHMPAT NOCTOAHHO MK ce cb3aasaT ad-hoc ekunu u rpynu 3a 6bp30 pearnpare (RRT — Rapid
Reaction Team).

BkntoueHnte 8 HKOMKC opraHu3aumMm MHTEPAKTUBHO B3aMMOAEINCTBAT, KaTO HENpeKbCHATo
nsnpawatr kbm HKOMKC nHpopmauma 3a Knbep CbCTOAHMETO CM 3a LEeMTe Ha HALMOHANHUA
MOHWUTOPUHT U CbOTBETHO MOJIy4aBaT aKTya/IHaTa KM6ep KapTUHa 3a cTpaHaTa, onepaTUBHA OLEHKA
Ha obuaTa CUTyauua, YyKa3aHMA WM NPENnoOpPbKM 33 KOOPAMHAUMA U B3aMMOALENCTBME C ApYyru
opraHusauumn. ®dyHkuumte Ha HKOMKC ca Ha KoopAuHMpalwa Mpexa, a He Ha LeHTpaau3npaH
KOMaHAeH UeHTbp. 3agb/keHue Ha Bceku ydyacTHMK B HKOMKC e pa peicrBa He3abaBHO u
ABTOHOMHO B pPaMKUTE Ha CBOWUTE KOMMETEHTHOCTW, MnaHoBe M cnocobHoctn. Ha 6a3ata Ha

34 CERT — Computer Emergency Response Team/Computer Emergency Readiness Team; CSIRT - Computer
Security Incident Response Team; CIRC — Computer Incident Response Capability/Center (NATO).
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nosly4aBaHata obLWa OUeHKa Ha CMTyauMATa M Ha UANOCTHaTa KMbep KapTMHa, Te3n AencTBuA ce
afanTuvpart, paswmpasaT U KOOPAMHUPAT C APYrM LEHTPOBE U OpraHusaumu. BcMuku yvacTHUUM
npegnpMemaTt NPeBaHTUBHU AEACTBUA M NOBULIAT AMHAMWYHO CbCTOAHMETO CM Ha FOTOBHOCT Ha
6a3aTa Ha cOHCTBEH aHA/IM3 M OLEHKA, C OTYMTAHE Ha HaLMOHAIHAaTa Kubep KapTMHa U NpenopbKuTe
no HKOMKC. HabntogaBaHeTo Ha AMHaMUKaTa U pPa3BUTUETO Ha Knbep KapTuHaTta B HKOMKC we ce
M3BbPLLBA OT €KUM 32 onepaTuBeH aHanus (cutympanu B CERT, uam cneumanmnsmpanm 3seHa), KOMTo
oCUrypABaT onepaTMBHA OLLEHKA Ha TEHAEHLMUTE 33 Pa3BUTUE Ha KMbep 3aniaxuTe U HeraTUBHUTE
nocneacTBuUA, NPENOPbKU 32 NPeBEeHLUA N MbJIHO Bb3CTaHOBABAHeE.

MogensT Ha HKOMKC no3sonABa noeTanHoO BKAKOYBAHE U HA OpraHmM3aummn C Henb/AHO U3rpageH
KanaumTeT, KaTo HAKOW AeNHOCTU moraT ga 6baat AenerMpaHu ¢ TeXHUYECKU U OpPraHM3aLuoHHU
MEPKM Ha APYrU y4aCTHMUM B MpeXKaTa.

Kbm HKOMKC ce passuBaT cnocobHoctM 3a ad-hoc chopmupaHe Ha cneumanusvMpaHm
KOMOMHMPAHMU eKUNU 33 peakuua Ha MACUPaAHU MHLUMAEHTU OT MHTEPAUCUUNINHAPEH XapaKTep U
XMOPUAHW aTaKKW, aHraXKMpaHe Ha M3CAefoBaATeNCKM nabopaTtopuu, cCneuuanmsvMpaHn ekunu 3a
pasciefBaHe U pa3KpMBaHe Ha KMBep NpecTbhnaeHns, Knbep oTbpaHa M aKTMBHO NPOTUBOAENCTBUE
Ha Knbep TepopunsbM 1 TEPOPUCTUYHM 3anNaxm.

ApxuTekTypaTa U moaensbT 3a pabota Ha HKOMKC e Ha npuHUMNa Ha BUPTyasnHa MpeXKa Ha
B3aMMOLENCTBUE U CNepBa NPUHUMNUTE HA AOKAa3aHO paboTewma U rBKaB MOLEN ,0PUEeHTUpPaH
Kbm ycnyrn“®. FpbbHakbT Ha HKOMKC ce um3rpaxga Ha 6a3aTa Ha opraHM3auum M LLEeHTPOoBe,
OTFOBOPHM 33 KMbBep CUrypHOCTTa B Pa3IMYHM CEFMEHTU HA KMbep NpoCTPaHCTBOTO (HaLMOHANHW,
CeKTopHU 1 BegomcTteeHn CERT/CSIRT ):

e HauumoHaneH CERT 3a ny6anMyHKM (HEKNnacubumumnpaHun) mpexxun B pamrkmte Ha JAEY, Kointo e n
npasutencteeH CERT (GOV CERT)

e LleHTbp 3a KMbep otbpaHa (Mil CIRC — Computer Incident Response Capability) 8 MO

e CSIRT 3a knacnopumumnpanmte mpexu 8 JAHC

e CSIRT 3a HabatogeHWe 1 3aWMTa OT AECTPYKTUBHU Bb3AENCTBUS HA KPUTMUYHA MHOPACTPYKTYpa U
cTpaTtermyeckm obektn 8 JAHC

e LleHTbp 3a bopba n NnpoTnBOAEHCTBNE HA KNbep npecTbnHocTTa B MBP (FAB0M)

e HaunoHaneH ueHTbpP 3a KOHTpa Tepopusbm B JAHC

e CERT-oBe 3a pasnnMyHU CEKTOPU N NOACEKTOPU

o AHANUTUYHU 3BEHA

e PerynatopHu u akpeauTMpaLLun CTPYKTYpHU

e W3cnepoBaTencku 1 Apyru cneumannsnpaHm 3seHa

3a nbpBOHA4YaNHOTO u3rparkgaHeto Ha HKOMKC ce “3non3BaT OCHOBHO CblyecTByBalLuTe
pecypcm U LEeHTPOBe, paslWMpeHn CbC CbOTBETHUTE OPraHM3auMOHHU N TEeXHUYECKM CpeacTBa.
MoeTanHo ce pa3BMBa AONbAHUTENEH KanauUTeT U cnocobHocTn B AbpKaBHMTe CERT-oBe, KaKTo U
pa3wupnasaHe Ha 6asata Ha MYM n mMobuAM3MpaHe Ha HALUMOHANHU U MEXAYHAaPOAHU pecypcu.
MNpuoputetHo Kbm HKOMKC ce BKAw4YBaT cuctemmute 3a HabnogeHMe Ha  KPUTUUHMU
MHPPACTPYKTYPU, LLEHTPOBE 32 PAaHHO onoBecTABaHe U 60pba c KMbep NpecTbneHnsA, CEKTOPHU U
6usHec CERT/CSIRT.

B HaumoHanHma cutyaumoHeH ueHTbp (HCL) ce pasnonara OCHOBHUAT HaLMOHaNEH LLeHTbP 33
HEeNnpPeKbCHAT MOHUTOPUHI Ha KMbep KapTMHaATa B Abp)KaBaTa M OCUTypsABaHE Ha KOOpAMHMpPaHa
peakuus - HauMoHaneH Kubep cutyaumoHeH ueHTop (HKCL). Toin ocurypasa onepatMBHa OLEHKa
Ha 0606LeHaTa cTeneH Ha 3aniaxa Ha HaUMOHANIHO HWBO, PA3NpPOCTPaHABAHE Ha MPENOpPbKM 3a
NPeBaHTUBHM OENCTBMA U OPraHM3MpaHe Ha KOOPAMHWUPAHW AEeNCTBMA NpPU KNMbep Kpusnm uam
HenocpeacTBeHa 3annaxa OT TakaBa. OnepaTMBHO-TEXHUYECKUTE AENCTBMA Ce MNoemaTt oT

35 Service Oriented Model/Architecture, Collaboration Networks
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cbotBeTHUTE CERT/CSIRT u ekunute 3a 6bp3o pearupaHe (RRT). Moaenst Ha HKOMKC e B
cboTBeTcTBUE € NnpenopbkuTe Ha ENISA, ITU n HATO 3a pasnpegeneH mexaHM3bmM Ha OTTrOBOPHOCTU
n B3aumogencreune Ha desepaTmBeH NPUHLMM, C GOKYC BbPXY KOOPAMHUPAHETO Ha AencTBMATaA. Ton
cnegBa Aa OCUrypw ,,0TBOPEHOCT” M NIeCHO MHTErpupaHe Ha HOBWM YYACTHWULUM, BKAKOUYMTENHO Ha
PErMOHANHO N MeXAYHAPOAHO HMBO. 3a pa3BuTMeTo Ha HKOMKC akTMBHO ce aHraxupart 6usHec,
aKafAeMWYHU N HENPaBUTENCTBEHU OPraHU3auuKM Ypes3 yCTaHOBABAHE W pa3BUTME Ha epeKTUBEH
MoZAeN Ha Ny6IMYHO-4acTHO NnapTHbopcTeo (MYM). .

MpuHunnute 3a npoektTupaHe n passutne Ha HKOMKC 1 n3mMckBaHMATa KbM OpraHuMsauumte u
LEHTPOBETE 32 MOHUTOPUHT ce onpeaenaTt ot CbeeTa no KMbep yctonumsocT (CKY) B cboTBeTCTBME C
pPa3BUTUETO Ha MOZENa M aAPXUTEKTypaTa Ha HaUMOHaNHaTa cuctema 3a Kubep CUTypHOCT w
U3MUCKBAHMATA 3a onepaTMBHa CbBMECTUMOCT.

M3unckBaHmMATa 3a obmMeH Ha MHPoOpMaUMA, TexHMYecKa U Kubep 3awmta Ha HKOMKC ce
OCbLLEeCcTBABAT NO pa3paboTeHn 3a uenTta NpaBuaa, NPOTOKOAM U HMBA Ha NOBEPUTENIHOCT, KOUTO
OoTYMTaT U U3UCKBAHUATA 3a KnacuduumpaHa MHOOpPMALMA CbC CbAENCTBMETO Ha Abp’KaBHUTE
perynatopHu opraHun3é, CboTBeTHMTE M3NCKBAHMA M HMBA 3@ AOCTbMN Ce pernameHTUpaT U npuaarart
33 OpraHuMsauuuTe U AMUaTa OT CTPaHA Ha BCUMYKWM Yy4aCTHMUM M MPU CnasBaHe Ha NpuHLMNA
,Heobxoaumo e aa ce 3Hae“?’. Tosu npuHUMN ce pa3sBuBa CbOBPA3HO HOBUTE MPUHLMNK 3a
cnogensHe - ,HYXHO e aa ce cnogenn“3® n ,otroBopHoct aa ce cnogenn“®® 3a nocturaHe Ha
OTBOpPEH XapakTep Ha mpexkaTa HKOMKC 1 edpeKTUBHO BKIOYBAHE Ha BCUYKM y4acTHUUM (NyBANYHM
M YaCTHM OpraHM3aumnKn) 3a NOCTUraHe Ha KMBep YCTOMUYMBOCT HA HALMOHANHO HUBO.

MpesKaTa ce u3rpaxaa N0rm4yeckn u TEXHUYECKN Ha Pa3IMYHKN CNoeBe (MPBCTEHU) CbC CbOTBETHM
HWBA Ha 3aLMTa U YCTOMYMBOCT. HacTn OT MUHPOPMaLMATA B CbOTBETEH BUA MOXKe Aa bbae cnoaensaHa
Nno AOMbAHUTENIHWN PA3LIMPEHM KaHaIM HA 6a3aTa Ha onpeaeneHn NPUHUMNM U HOPMU 33 cnogensaHe
Ha MHbopMmauma B Ny6ANYHO-YaACTHM obliecTBa U opraHusauumn (Busmpanu B T. 4.4). HKOMKC He
3amecTBa M He aybauvpa mMpexkuTe M KaHanute 3a obMeH He TexHuyecka MHPopmauma mexay
CERT/CSIRT Ha HaUMOHANHO U MEXAYHAaPOAHO HUBO, a M HaArparkaa U MoxKe Aa pedepupa Kbm
nHpopmaumATa nNpes TAX, CbC CbOTBETHUTE HMBA HA 3aLLMTA, JOCTLN U ONepaTUBHA CbBMECTMMOCT.
Pa3BuTHETO Ha cNocobHOCTH, pasnpeaesieHNeTo Ha MHopMaLnoHHUTe pecypcn Ha HKOMKC KaTo
xapayep, copTyep, KOMyHMKALLMKN N NIMYEH CbCTaB Cce M3BbpLIBA Cbobpa3HO 3aKOHOBOONpPeaeNeHnUTe
GYHKUMM NO CeKTopHM noanTtuku Ha JAHC, MBP, MO, MTUTC, AAEY. MoaensT npeasuxkga HKOMKC
Ja ce npoeKkTupa un peanunsmpa noetanHo ot AAHC n MO, BbB B3aumogeiicteune ¢ JAEY, MTUTC u
MBP. JAEY ocurypsiBa TEXHUYECKM YCTOMUMBA NPEHOCHA cpea 3a GYyHKUMOHUpaHeTo Ha HKOMKC n
ALMUHUCTPUPAHE HA HeKNacnpULUMpaHaTa MpeXKa, KaKTO M OpraHu3aumaTa no NpPUCcbeaMHABAHETO
Ha BU3HeC U aKageMUYHN OpraHU3aL MK U LEeHTPOBE KbM MperkaTa. OnpeaensaHeTo Ha NPOTOKOAUTE
3a cnogensaHe Ha MHGoOpMaLMA N HMBATA HA NnoBepuTenHocT B mpexxata HKOMKC u usucksaHmata
KbM KnacuduumpaHata mpexa ce M3BbpLIBa OT KOMMNETEHTHMA HauumoHaneH oprad KCU, kaTto ce
M3NoN3BaT MOAE/IN U YCTAaHOBEHW CTAaHAAPTU 32 B3aMmoaenctsne u depepupaHe Ha MpeEXn ¢
pa3nMyYHKU HMBA Ha 3awmTa Ha HATO, EC, CALL n ap. Bsanmoaencteneto mexay nocCoOYEHUTE opraHu
ce M3BbpLBA Ha Ha3aTa Ha CTaHAAPTHM ONepaTUBHU NPOLEeAYPU, KOUTO ce yTBbpKAaBaT oT CC Ha
MC.

36 NKCW (ObpxasHa Komnceua 3a Knacuduumpana Undpopmaumsa), OAHC (ObprkasHa AreHuma 3a HaumoHanHa
CUrypHOCT), 1 ApYrK CNeLnanm3npaHun opraHm

37 Need-to-know — Hy»HO e fa ce 3Hae, 060cHOBaHa HEOBXOAMMOCT 3a AOCTbN 40 KOHKPETHa MHbOopMaLms,
He3aBMCMMO OT 0OLWOTO paspeLleHne 3a 4OCTbN

38 Need-to-share — M3TOUHUKBT Ha MHDOPMaLMA ONpeaens HyxJaTa M agpecaTuTe Ha cnogenaHe Ha
nHbopMaLma (HanpMmep: 3a Aa NOAYYULL NOMOLL, TPABBa Aa cnoAenuu Hy»KHaTa MHdopmaums)

39 Responsibility to share (provide)
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4.1.3 HayuoHaneH KoopOuHamop no Kubep cu2ypHocm

HaumoHanHmAaT KoopamHaTop no kKnbep curypHoctta (HKKC) ce onpegena or MUHUCTBLP
npeacenartena U OCUrypAaBa Bpb3KaTa MeXAy CTpaTermyeckoTo pbKOBOACTBO M CMCTEMATA 33
KOOpAMHaumMA Ha onepaTtMBHO HMBO, KaTo:

e l3nbaHsaBa GyHKUMUTE Ha cekpeTap Ha CbBeTa no Knbep ycronumeocT (CKY) un pbrkosoau
n3paboTBaHeTO M pa3BMTUETO HA HaumMoHanHa cTpaTterns 3a Kubep cUrypHoOCT, NaHa 3a
peann3nMpaHeTo M, OpraHn3npa TAXHOTO NpUaaraHe U MOHUTOPUHIA 33 U3MbJHEHNETO UM;

e HanpaBsnsBa M3rpaxaaHeTo 1 pa3BUTUETO Ha MperkaTa Ha HKOMKC upes epeKTMBHO nyb6AnMYHO-
YaCTHO NAPTHLOPCTBO U OCUTypPABAHE HA HEeMHaTa HAAEXAHOCT, CUTYPHOCT U YCTOMYMBOCT;

e OpraHusnpa cb34aBaHETO M Pa3BUTMETO HA HaumoHanHua Knbep cutyaumoHeH LeHTbp (HKCLL)
N OCUTypABA HEMPEKBCHATO HabatoAeHME M OLEeHKA HA HaUMOHanHaTa Kubep KapTuHa,
KOOpAMHAUMA Ha AeNCTBUATA M KOMNNEKCHA peakuma Npu 3annaxa ot Knbep Kpusa u 3annaxm
oT xMbpnaeH xapakrep;

e [lpy HEOHXOANMOCT, B CbCTOSAHME Ha NOBULLIEHA 3anaaxa (Kubep namn ot xmbpuaeH xapakrep)
nognomara chopMmMpPaHETO HA CMECEHM EKMMU 33 aHA/IN3, PeaKLUMA U Bb3CTAHOBABAHE;

e KoopauHMpa OpraHU3NpPaHETO Ha 06LLM M YAaCTUYHM yYeHUA B 061acTTa Ha KMbep curypHocTTa
UK oT XMBpUAEH XapakTep;

® lI3nbaHABa Bb3N0OXKeHUTe My OT [peacenaTtena Ha CbBeTa NO CUTYPHOCTTA AEMHOCTM U 3a4a4U U
nognomara pabortata Ha CekpeTtapa Ha CbBeTa No CUrypHoCTTa.

HaunoHanHMAT KoopAMHaATOP NO KNbep CUrypHoOCTTa M3NbAHABA GYHKLMUTE CU C NOMOLLTA Ha
ekuna Ha HKCL, B HaunoHanHua cutyaumoHeH ueHTbp (CekpeTapmnaTta Ha CbBeTa Mo CUIYPHOCTTA) U
ApYyru cneumanm3npaHu 3BeHa.

4.1.4 HayuoHanHa cucmema 3a ynpasneHue npu Kubep Kpusu

HaumoHanHaTa cuctema 3a ynpassieHue npu Kubep Kpusm e yact oT HaymoHanHaTta cucrema 3a
ynpasneHue npu Kpusan?® n BrkAouBa aHraxupaHe Ha mpexkata HKOMKC c yuyacTBawmrte B Hes
OpraHu3auumn, LEHTPOBE M eKMNK 33 peakuma, HauMoHanHMA KOopAMHATOP NO Knbep curypHocTTa
(HKKC) u ekcnepTHua kanauyuTeT Ha CKY. Ta ocurypsasa pabotaTta Ha HauMoHanHMA cuTyauUoHeH
LLeHTbpP M CNPaBAHETO C KpM3un 1 6eaCcTBMA Ha HALMOHANHO HMBO B ABA acCMneKTa:

1) 3a npepoTBpaTABaHE W chnpaBAHe C KU6ep Kpu3M — HenpeKkbCHAaT MOHUTOPUHI Ha
HaUMOHaNHaTa Kubep KapTMHA 3@ paHHO MAEHTUOMUMPAHE U OLEeHKa Ha CTeneHTa Ha
3an/1iaxuy, NpenopbYBaHe Ha NPEBAHTUBHMU AENCTBUA, eCKaIMpaHe Ha nNpeaynpexaeHunaTa un
KOOpAMHAUMA 33 OBNaAsABaHe Ha Knbep Kpusu;

2) MNpu 06Wwm KpM3M UM MaWw,abHU 3annaxm OT XMOPUAEH XapaKTep (BKAOUMTENHO BeacTema u
aBapuu) - 3aBMWIEH MOHUTOPWUHI Ha KMbep KapTUHATa BbB Bpb3Ka C 6e3npobiemHOTO
bYHKUMOHMPAHE Ha cucTemuTe, HeOHXOAMMM 33 CNPABAHETO C TAX, U NPeaoTBpaATABAHE HA
paswWwmpABaHETO UM B KMbep NpPoCTPaHCTBOTO (BbB B3aumoaeicTeune ¢ EgMHHaTa cnacutenHa
cuctema*! u gpyru cneumanusmpaHy cUCTeMM 3a ynpaBaeHUE MPU KPU3M CbC CbOTBETHOTO
HMBO Ha 3alLKUTa N YCTOMNYMBOCT).

Kubep KpusuTe no CBOA XU3HEH UMKbA CNeABaT eTanuTe Ha BCAKa Kpusa: 3abensssaHe,
OCMUCASIHE U OLEHKA, B3UMaHe Ha peLleHuns, NpeKkpaTaBaHe, Bb3CTaHOBABAHE, U3B/MYAHE Ha MOYKU.

40 3aKoH 3a ynpasneHune 1 GyHKLMOHMPaHe Ha CMCTemaTa 3a 3alluTa Ha HaumoHanHaTa curypHoct (3YPC3HC),
2015r.
41 3akoH 3a 3awmTa npu 6eacrsma (2011r), B npoLec Ha NpomaAHa
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Mma aHanornsa m B OCHOBHUTE CbCTOSAHUS - HOPMAJIHO, MHUMAEHT, Kpu3a. MNopaan BUPTyanHuA cu
XapaKTep M MHOroobpasneTo Ha cbOMTMATA B KNHEp NPOCTPaHCTBOTO Te MMaT peamua ocobeHocCTH,
KaTO: CbBbPLUEHO HOB TWM, HEMO3HATM M HENPEKBCHATO Pa3BMBaLLM ce NO PopMa M XapaKTep Kpusu;
MepKUTe, NNaHOBETE M NPOoLLecUTe 33 B3aMMOLENCTBME U peaKumusa ce pa3nnyaBaT CbLECTBEHO OT
,CTaHOAPTHUTE" KPU3KU; MHAMKaUMMTE 3a HabauKaBalla Kpu3a TPYAHO ce HabnwaaBaT AMPEKTHO
(KomBWMHaUUA OT ,HEU3BECTHU U3BECTHU" N ,HEU3BECTHM HEU3BECTHN ), @ NPEXOAbT OT eCKaInpaLLn
MHLUMOEHTM KbM KOMMJIEKCHA KPU3a MOXKE [a € B PAMKUTE Ha YacoBE U MUHYTU; HAMAT ,Teputopma”
M OrpaHMYEHO NPOCTPAHCTBO, TPYAHM Ca 33 MAEHTUDMKaALMA 1 onpeaensiHe Ha U3TOYHUKA M 06XBaTa;
MmoraT Aa UmMar ,,KMHeTUYeH epekT” 1 Aa ca OCHOBEH KOMMOHEHT OT peasin3aums Ha XmbpuaHa ataka.

3annaxute oT KNbep KpM3n Ha-4ecTo ce NPOABABA MHAMPEKTHO YPE3 CUrHANM 33 HApYLUEHUA
B Pa3/IMYHA CTeneH Ha QYHKLUM HA CbOTBETHUTE KOMYHMKAUVMOHHU U MHPOPMALMOHHN CUCTEMM U
OTTaM — Ha CbOTBETHWUTE ycayru, aerHoctn, 6GusHec. [lpoueaypuTe Ha HaW-BUMCOKO HUBO
(AaeknapupaHe Ha Kubep Kpu3a, ecKasiMpaH e, NOMCKBAHE N OKa3BaHe Ha MOMOL, MeXAyHapoaHO
B3aMMoAelCcTBMe), cneaBaT yCTaHOBeHMTe B HauMoHanHaTta cuctema 3a ynpasieHue npu Kpusu m
CbOTBETHMTE NaHoBe*?, HO C oTyMTaHe Ha crneunduKM Kato 6bp30AeiNCTBUE, UHTEH3UBHOCT U
MaL,abHOCT Ha Bb34ENCTBUATA, KAKTO M HEOBXOAMMOCTTa OT 6bP3U U KOOPAUHUPAHU AEUCTBUA MO
orpaHu4YyaBaHe Ha nocneacTsuAaTa. MpoueaypuTe 3a gencTeme nNpu KMbep KpM3m cneaBat HaCoKUTe
ot EBponeiickuTte cTaHpapTHM onepatusBHM npoueaypu (SOP)* 3a B3aumopeiicTene npu Kubep
Kp13M M Moena Ha B3aMMOAEUCTBME U ynpaBaeHue Ha Kpusn Ha HATO. OT Tax npoM3TnyaT YyacT oT
OCHOBHUTE CTaHOAPTHU WM3UCKBAHMA KbM mperkaTa HKOMKC, KoeTto pga ocurypu HelHaTa
onepaTUBHA CbBMECTUMOCT M OTBOPEHOCT U Ha MEXAYHapOo4HO HMBO.

JeHocTnTe 33 OCMrypsABaHE Ha TOTOBHOCT, MPEBEHLMSA, OTKPUBAHE, OTFOBOP, CMEKYABAHETO,
Bb3CTAaHOBABAHETO, MEXAYHAPOAHOTO CbTPYAHUYECTBO Ce pa3paboTBaT B HALMOHA/NIHMA NNAH 33
aevicreue npu Kubep Kpusn** 1 B cboTBETHM NNaHOBE Ha HUBO PErMOH, CEKTOP, opraHn3aumn. Tosa
BK/IlOYBA KOOPAMHAUMA W B3aMMOLENCTBME CbC CbOTBETHUTE BEAOMCTBEHU W PErMoHasiHu
CUTYaLMOHHM LEeHTPOBE, KaKTO 1 onpesensaHe Ha POAUTE M aHraXKMpPaHe HA KOMMNETEHTHUTE OpPraHu
no MpeXoBa U UHGOPMALMOHHA CUTYPHOCT M cboTBeTHUTe CERT/CSIRT. Te ce cbriacysaHoCT U
pa3BMBaT B CMHXPOH CbC CbOTBETHMUTE M/IAHOBE 33 3aW4UTA HA HALMOHANHATA CUTYPHOCT U Kubep
oTbpaHa. XMbpMAHUAT XapaKTep Ha 3an/jaxuTe M3MCKBA KOMMJIEKCEH MOAXOA MNpW peakuuata u
3aWwmTaTa, U 3aab/KuTenHo pobaBAHe HA afdekBaTeH Kubep ¢(POKyc BbB BCUUYKM MNaHOBe 3a
ynpasaeHue Npu KpU3un, KakTo U JONbAHUTENHN CNOCOBHOCTM B CbOTBETHUTE OpraHM3aLmu.

3a cBOEBpPEMEHHM NPEeBaHTUBHM AEWUCTBMA MPU HEMOCPeACTBEHA 3amniaxa M peakuua npwm
Knbep Kpu3m we 6bae yCTaHOBEH MEXaHM3bM Ha KOOPAMHUPAHUA OTroBop. Ton ce Hasmpa Ha
pa3paboTeHN CTaHAAPTHM ONEepaTMBHU npoueaypu U Ha cnocobHoctute B CERT-oBeTe M
cneunanusnpaHuTe eKMnu 3a 6up3o pearnpade - RRT (Rapid Reaction Team). 3a nocpeulaHe Ha
HaUMOHANHN Kubep KpM3M M KpuU3M OT XMbpuaeH xapakTep ce pa3paboTBa MexaHM3bM W
CNocobHOCTM 3a chopmMpaHe U KOOPAMHALMA HA HAUUOHA/IHU CMeCeHM eKunu 3a 6bp3o
pearupaHe.

4.1.5 [losuwasaHe Ha PoAAMA U 0M2080pHOCMUME HA ObPHABHUME CMPYKMYypPU U HA
3QUHMepecosaHuUMe CmpaHu

M3rpaxaaHeTo Ha AeNCTBALLA HALMOHA/IHa CUCTeMa 33 KMBep CUTYPHOCT U YCTOMUYMBOCT M3NCKBA
npernen v npegeduHUpaHe Ha poanUTE U OTFOBOPHOCTUTE Ha MPABUTENCTBEHUTE U AbPXKABHU
opraHu, bu3Heca 1 HeNPaABUTENCTBEHUTE OPraHM3aLLMK, KOETO BKIKOYBA:

42 National Contingency plans

43 SOP — European Standard Operational Procedure for cooperation during cyber crisis; yact ot European
Cyber Crisis Cooperation Framework (ECCCF)

44 National Cyber Contingency plan
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e T[lopobpABaHe Ha B3aMMOAEWCTBMETO U KOOPAMHAUMATA Ha HAW-BUCOKO AbPKABHO HMBO B
onpeaenAHe Ha HaAUUOHANHUTE MNOJUTUKA U NPUOPUTETUM 33 CUFYPHOCT HA Kubep
NPOCTPAHCTBOTO — HAPOAHO CbbpaHMe, NPaBUTENCTBO, NPE3UAEHT, CbaebHa BAacT;

e PernameHTMpaHe Ha OTTOBOPHOCTUTE CbObBPaA3HO POIMTE HA COBCTBEHMK, yNpaBaABaLl, CTOMNAHMH
M onepaTop 3a CbOTBETHUTE CEFMEHTU HA KMbHep NPOCTPAHCTBOTO Ha MUMHUCTEPCTBA U BEAOMCTBA,
NPAKO aHra)kMpaHu B CUCTEMaTa 3@ HALUMOHA/NIHATA CUTYPHOCT UM OTFOBOPHMU 32 KPUTUYHMU
MHOPACTPYKTYPK, onepaTopuTe Ha KPUTUUHU MHPPACTPYKTYPU U NPOM3TUYALLNTE 334 b/IKEHMUA
no ocurypAaBaHe Ha MpexoBa M MHPOPMALMOHHA CUTYPHOCT, HAAEKAHOCT WM 3almTa Ha
KOMYHUKAUMOHHUTE U  WHPOopMaunoHHuTe cuctemm (KMUC), cb3gaBaHe Ha BbTpeLHa
OpraHn3aumMa M TEXHUYECKM KanauuTeT 38 MOHUTOPUHI Ha CbCTOAHMETO UM, pPernMcTpupaHe Ha
WHUMOEHTH, peaKLMA U Bb3CTAaHOBABAHE;

e [lpernen v pasnpeneneHne Ha OTFOBOPHOCTUTE U QYHKLMUTE 3@ BCUYKM CEFMEHTU Ha Kubep
NPOCTPAHCTBOTO HA HALMOHA/IHO HUBO M BbB BPb3Ka C MEXAYHAPOAHUTE HU AHTAXKUMEHTU U
CbTPYAHWNYECTBO, PA3BUTUE HA Pery1aTOpPHUTE U HACPUUTENHN MEXAHU3MK;

e [loarotoBKka M BKAIOYBaHe B HaLMOHa/NIHaTa cMCTeMa 3a KMbep CUTNypHOCT M ynpaB/ieHue Ha
cnogeneHuna (Knbep) puck Ha BCUYKM OPraHn3aLmnm 1 3aMHTEPECcoBaHU Mua (AbpKaBHK, BU3Hec,
Hay4YHO-U3CNeA0BaTE/ICKU, HENPaBUTE/NICTBEHM OpraHuMsaumMm) — Cb3gaBaHe Ha KanmauuTteT wm
NOKPUBaHe Ha M3NCKBAHWUATA 32 HauuMoHasnHaTa mpexka HKOMKC, pa3suTtue Ha cnocobHoCTU 3a
KOOpAMHMpPAHA peakLuma U B3aMmMogencTBue Ha HaLMOHAHO, CEKTOPHO U PErMOHA/IHO HMBO.

4.2 MpexoBaTa U UHPOPMALMOHHA CUTYPHOCT — PyHAAMEHT HA KUbep ycToMunBocTTa

enu:
MperKoBaTa U uUHpopmaumnoHHa curypHocTt (MUC) e eanH oT TpUTe OCHOBOMNONAraWwm CTb16a
Ha Knbep curypHocTTa cbrnacHo EBponeickaTta ctpaterma 3a Knbep curypHocCT, 3ae4HO € ApyruTe ABa
- npaBonpwunaraHe n knbep otbpaHa. OcHoBHaTa LeN e NOCTUraHeTo Ha BUCOKO 06w,o0 HMBo Ha MUC
BbB BCUUKU CErMEHTU Ha KNb6epnpoCTPaHCTBOTO, NOBMILIABAHE HAa CUTYPHOCTTA Ha HaLMOHAHUTE U
Ha YaCTHUTE MPEXU U UHPOPMALMOHHM CUCTEMU, U NOCTUTAHETO Ha MHPOPMALMOHHA CUTYPHOCT Ha
BCUYKKN HUBA — IrParkaaHu, pupmm, abp:KaBHU U BU3HEC opraHn3aumm, 4oCTaBuuLM U NoTpebuTenm
Ha ycnyru. B ycnoBumATa Ha HapacTealla 1
HeobpaTMma AurnTasHa 3aBUCUMOCT,
pedmuymtute B  MUC BOAAT A0

Ipozpama Ha EC 6 06nacmma Ha yugposume KOMNPOMETHUPAHE Ha OCHOBHU YCAyry,
mexHonozuu cnmpaHe Ha AelHocTH, 3arybu.
Esponelickama cmpameaus 3a KubepcuzypHocmma Mocturanero Ha MUC ocurypasa

byHAaMeEHTa, TEXHMYeCKaTa n
opraHM3aunoHHa 6asa 3a u3rparkaaHe u
HEeMNpeKbCHAaTO pasBUMTME Ha obuwiaTta
Knbep CUrypHoCT M NocTuraHe Ha Kubep
YCTOMYMBOCT (CbriacHo obuwarta cxema
Ha Purypa 1).

U npedsnoxeHuemo 3a Oupekmued nooKpernsam
npoepamama e obsaacmma Ha yugposume
mexHonozuu 3a Espona, yusmo yesn e
egponelicKume epaxc0aHu u npednpuamus 0a ce
8b3110/136aM MAKCUMA/IHO OM me3u mexHoso2uu.

Mepku:

4.2.1 [locmuzaHe Ha BUCOKO 0bW,0 HUBO HO MPEX(08A U UHOPMALUOHHA Cu2ypHOCM
B cboTBeTCTBME C NpenopbKkuTe 3a npuaaraHe Ha CTpaTteruata 3a Knbep curypHocT Ha EC n
Ha AMPEKTMBaATa Ha EBponenckns napiameHT OTHOCHO MOBULLABAHE HA CUTYPHOCTTA Ha MPEXUTE U
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nHbOpMaLMOHHMTE cucTemmn®, 1 3a ocurypsBaHe Ha BMCOKO 0610 HMBO Ha MWC BbB BCUYKMK

CermeHTU Ha KMbep NPOCTPaHCTBOTO, CAeaBa ga 6baaT npeanpueTy cCneaHUTE CUCTEMATUYHU MEPKMU:

e Pa3BuTME Ha CTpATerua, NOJUTUKU U KOHKPETHW MEPKM 33 U CbOTBETHUTE pPerynatopHu
MEXaHM3MM 33 NOCTUraHe Ha BUCOKO pasHUWe Ha MMWC, pa3sBuTMe Ha naaHoBeTe 3a
B3aMmoJelicTBMe B CbOTBETCTBME C 06LmnTe n3nckeaHusa 3a MMUC 8 EC u HATO;

e Y(CTaHOBABAHE HA HAUMOHAMHM U CNeuMann3MpaHm KOMMNETEHTHU OPraHu 1 Pas3BUTUETO UM MO
npegnoxenue Ha CKY, KaTo Ha HacToALWMA eTan Te BKAKOYBAT CNeAHUTE KOMNETEHTHMN OpPraHu:

o MMUC B ny6AnYHM NHGOPMALMOHHN U KOMYHUKALLMOHHM CUCTEMW U MPEXKM, NOTpebuTenm
W A0CTaBYMUM Ha obuecTBeHn ycnyrm — bprKaBHa areHuus ,EnekTpoHHO ynpasaeHue”
(DAEY);

o MMWUC B KnacudnumpaHn MHPOPMALMOHHN U KOMYHUKALMOHHMU CUCTEMU U MPEXM U 3a
MHOOPMALMOHHUTE N KOMYHUKALMOHHWN CUCTEMM N MPEXKMN Ha CTPATErnyecknte ob6eKkTn u
OENHOCTU, MOCOYEHW B pernameHTUpalimTe OOKYMEeHTM — [bp)KaBHa areHuusa 3a
HaunoHanHa curypHoct (JAHC);

o B obnactta Ha Kumbep npecTbnHOCTTa W npaBonpunaraHeto — MWHUCTEPCTBO Ha
BbTpeLwHuTe paboTtn (MBP);

o B cédepata Ha Kubep oTOpaHata (HaumoHanHa oTOpaHa, BbLOPDBLIKEHU CUAKN) —
MwuHucTepcTBO Ha oTbpaHaTa (MO);

o Bcdepara Ha 3awmMTa Ha IMYHUTE AaHHU — KOMKCKSA 33 3aLLmMTa Ha IMdHKTe AaduHu (K3/14).

e OnpepenAHe Ha HaUMOHANHA TOYKa 3a KOHTaKT 3a MUC 3a ob6wo B3ammopgeiictene B EC,
BK/IIOYUTENIHO M 33 TPaHCrPaHWYHO B3aMmogenctsne*®, m ocurypsasaHe Ha mMexaHM3bM 3a
KOOpAMHALUMA MU B3aUMOAENCTBME C HALUMOHANHUTE OPraHM N CbOTBETHUTE KOHTAKTHU TOUYKU B
obnactra Ha npotuBopeiicTBMEe HAa Kubep NpecTbMHOCTTa M Ha oTbpaHaTta Ha 6a3ata Ha
HauuoHanHata mpexka HKOMKC;

e YCKOPEHO pa3BMTME Ha KanauuMTeTa M Cb3haBaHe Ha HOBU LLeHTPOBE 3a peaKkuua Ha MHUUAEHTH
(CERT/CSIRT) B obnactta Ha MWUC Ha HaUMOHaNHO, CEKTOPHO, BEAOMCTBEHO WAWU ApPYro
uenecbobpasHo HUBO, C TEXHUYECKM WM OPraHU3auUMOHEH KanauuTeT 3a npenoTBpaTABaHe,
peakuma 1 orpaHMYaBaHe Ha Bb34ENCTBMETO HA MHUMAEHTU U pUcKoBe B obnactta Ha MUC, no
mogena u npenopbkute Ha EC, HATO, ITU n gp. B aonbaHeHue Ha HaumoHanHute CERT/CSIRT
(obpasyBawu rpbbHaKa Ha HauMOHa/HATa CMCTEMA M MpeXKaTa 3a Kubep curypHoct HKOMKC,
nocoyeHu B T. 4.1), Aa 6bAAT Cb3AaAEHM U PA3BUTU CEKTOPHU U BegomcTBeHM CERT/CSIRT, cbe
CbOTBETHM eKUnu 3a 6bp3o pearnpaHe (RRT);

e JloKONKOTO MHUMAeHTUTe B obnactta Ha MUC oT pasnmyeH mawab ca cBbp3aHM C NPECTbNHU
peivictBua (unmn 6espenctene), e Heobxoanm edpeKTUBEH MEeXaHU3bM Ha B3aMMOAEWUCTBME C
npasonpuaarawmTe opraHu (BM3mMpaHu B pasaen 4.6) oule Ha paHeH eTan v NPU3HauUy — akTUBHO
BK/tOYBaHE B HalMOHasHaTa KoopauHaunoHHa mpexa HKOMKC u cbaeincrteme 3a edmKacHa m
KOMMNEKCHA pPeaKkuua, HO M 33 OCUrypsABaHE Ha HYXHWA [O0Ka3aTeACTBEH MaTepuan 3a
naeHTUdMUMpPaHe Ha U3TOYHULIUTE M CbOTBETHO NPaBOMNPUIaraHe, KakTo M 3a LLe/INTe Ha aHann3
M noaobpaBaHe Ha NPEBaHTUBHUTE AENCTBUS;

e [lpoBexAaHe Ha HaUMOHANHA Nporpama 3a ,,Kubep xurneHa” no MUC BbB BCUYKK cHepun 1 BbB
BPb3Ka C B3aMMOAENCTBMETO AbprKaBa-bu3Hec-06wecTBo (B T. 4.5) - c nOMoOLLTa Ha MpeXKaTa oT
CERT/CSIRT, ekunute 3a peakuua, UT n TEXHUYECKUTE EKUMNK, BCUYKM OpraHM3aumm, ny6anyHu um
YacTHMW, Aa pa3paboTaT 1 BbBEAAT KaTo YacCT OT BbTPELIHUTE CU NOAUTUKN ePEKTUBHU AENCTBUA
(npaBwuna, obyyeHumna, AEMOHCTPAUUM U Ap.) 33 NOBULLABAHE HA MHOOPMaLMOHHATa CUTYPHOCT U
nsnckBaHmaTa 3a KMH (KOHOUAEHUNANHOCT, UHTErPUTET, HAZIMYHOCT - AAPOTO Ha CXemarta oT

4> Nmpektusa Ha EM 1 Ha CbBeTa OTHOCHO MEPKM 3a BUCOKO 0BLL0 HUBO Ha CUIYPHOCT Ha MPeXuTe U
nHdopmaumoHHuTe cuctemmn B Cbiosa“, 06.07.2016r.
46 CERT 8 JJAEY, 3a HEKNacMPULMPaAHN MPEXM U AaHHM
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®urypa 1), Kato paboTa ¢ KOMMOTLP, UHTEPHET, CUCTEMHU NPUIONKEHMA, MEPKMN 33 3aLLUTA U
npegnassaHe OT N3TMYaHe Ha MHPopMaumsa, ynotpeba Ha eNeKTPOHHATA MAEHTUYHOCT, CPeACTBa
33 AaBTEHTMKALMA, NePCOHANHA U KOJIEKTUBHA 3aLuTa.

KaTo oCHOBHa nMHMA OT Kubep xurveHata Ja 6bAaT npeanpuetm MepkM U CTUMyAM 3a
n3non3BaHe Ha oPpUUMANHO NPUAOCOUTU, AMLLEH3UPAHU U NOAADBP}KAHU OT NPOU3BOAUTENUTE
copTyepHU U XapAyepHU CUCTEMMU BbB BCUYKMU TPYNM NyOJANYHU M YaCTHM OpraHmM3aumn, 1 3a
KpanHuTe noTpebutenu;

[a 6baat HabensazaHu cneunPuUHM MepKM 1 NOBMLWABaHE HA B3aUMOAENCTBMETO C OpPraHUTe 3a
3alWMTa Ha JIMYHUTE AAHHU BbB BPb3Ka C KOMMNPOMETUPAHE Ha INYHU OAHHWU B CNeacTBUE HA
KMbep MHUMAEHTU, aTakM MAK 6e3CTONAaHCTBEHOCT, BK/IOYMTENIHO 33 U3BbPLUBAHE HA NMPAaBHU U
perynatopHu NpomeHu, AeduHMpPaHe Ha NparoBe M AeWCTBMA 32 AOKAAABaHE NpU MacoBO
M3TUYAHE HA JIMYHM AAHHU OT NY6AMYHM M YaCTHU OpraHusauuMu, M CbrNacyBaHOCT 3a
CBOEBPEMEHHO OnpefensHe Ha CbOTBETHM OTTOBOPHOCTU U MEPKU 32 NPeAoTBPaTABaHE;

.2 CuzypHocm u ycmoli4ueocm Ha KOMyHUKAQUUOHHUME U UHGOPMAYUOHHU cucCmemMU Ha
ObpiasHUMe UHCMUMYyyuu, GOMUHUCMPAYUSA U en1eKmpoHHOMO ynpassneHue
YCTaHOBEHMAT MOCTOAHHO [AeWCcTBaly, KOHCynTaTMBeH opraH — CbBeT 3a MpexoBa U

MHGOPMALMOHHA CUTYPHOCT HA MHGOPMALMOHHUTE CUCTEMM HA AAMUHUCTPATUBHUTE OpraHu, aa
KOHKpeTM3Mpa MNOAUTUKM WU AEWHOCTM No aAeduHMpaHe W NpuBeXKZaHe B MpPaKTUKaTa Ha
MWHMMANHU M3UCKBAaHUA NO OTHoweHue Ha MWUC B nybANYHUTE KOMYHWMKAUMOHHWU U
MHOOPMALMOHHN CUCTEMM UM  AO0CTABYNLMTE Ha OOLWLECTBEHM YCAYyrn, W nNpunaraHe Ha
MeXKAYHAPOAHMN CTaHAAPTK B 061acTTa Ha MHGOPMALMOHHATa CUTYPHOCT U Knbep yCToMUYnBOCT;
OcurypasaHe Ha KanauuTeT, TeXHMYECKa M OpraHuM3auMoOHHa NOMOLW, 33 MOCTUraHeTo Ha
MWUHUMANHUTE M3nUCKBaHUA 3a MUC ot cTpaHa Ha lMpasutencreeHna CERT mn ocurypAsaHe Ha
NOCTOAHHA NOAAPbXKKA (24/7), n3BbplBaHE HA CbOTBETHM MEPUOAMYHU OAMUTU, KAKTO M
nepmoanyeH KOHTPO/ Ha CbCTOAHMETO OT CTPAHA Ha crneuuanmsnpaHuTe 3BeHa 3a HaLWOHaAHA
curypHoct (OAHC);

PeanusnpaHe Ha nporpama 3a obeKkTuBeH npernes (04uT, ,MHBEHTapu3auMA“) Ha BCUYKM
MHOOPMALMOHHN aKTUBU, PECYPCU U CPeacTBa No egMHHA MeTogMKa U Cbobpa3HO yCTaHOBEHMU
MEXAYHAPOAHN CTaHOAPTM M BbBBEXKLAHETO UM B €AMHEH PerucTop Ha WUHOGOPMALMOHHUTE
pecypcu kbM JAEY, BbBEXKAAHE HA NPaBMAA U MEPKM 33 ,CaHUTapU3UpaHe” 1 3aBULLIEHa Knubep
XUrMeHa, onTMMM3MpPaAHE HA KOMYHUKALNMOHHUTE U MUHPOPMALMOHHM CUCTEMM, APXUTEKTYpaTa HA
CBbP3aHOCT W AOCTbMNHOCTTA OT WHTEPHET, HayaneH oAuT U NepuoauyHU MNPOBEPKU U
OoCbBpeMeHsABaHe (BK/IHOYMTENHO M HA CpeacTBaTa U meToauTe 3a Kubep 3awmra);
PeanusnpaHe Ha CTaHAAPTU3MpPaH MaKeT OT MEPKM 33 CUTYPHOCTTA U AOCTLNHOCTTA Ha yeb
canutoBete MU yeb6-6a3MpaHM cucteMnm U YCAYrM Ha MPaABUTENCTBOTO WM AbpXKaBHaTa
aOMUHUCTPALUMA — 33a4b/IKUTENIHO WM3MNON3BAHE Ha CbPBBPHU cepTUPMKATU 3a CUrypeH
KOMYHMKaUMOHeH KaHan (HTTPS-only, ¢ nogabp*kaHO CbOTBETHO CTaHAAPTU3MPAHO HUBO Ha
CUIYPHOCT), HaLMOHA/NEeH AOBEPEH YAOCTOBEPUTEN HA CbPBbPHU CEPTUPUKATM, Pa3BUTME HA
cucTemaTa 3a yA0CTOoBepABaHe Ha JOMENH MmeHaTa 3a KpalHu notpebutenn (DNSSEC)Y, u
NOCTOAHHOTO MM pa3BuTMe U obHOBABaHE CbODOPA3HO NPENOPBLKUTE Ha MeXKAyHapoaHuUTe
WHTEpPHeT opraHm3auuu;

BbBexgaHe Ha afeKBaTHM 3aBULLIEHUM M3UCKBAHUA 33 KMbBep CUrYpHOCT KbM CUCTEMUTE U
MpEeXUTe 3a eNIeKTPOHHOTO ynpasneHue®® ©n  HagexaHo ocurypsasaHe Ha KUH
(KOHOMAEHUMANHOCT, WHTErpuUTET, HANWYHOCT) 3a WHPOPMAUMA W AOKYMEHTU BbB

47 DNSSEC — DNS Secure Extensions, npenopbku Ha ICANN (2015)
48 CbrnacysaHo CbC 3aKOHa 3a eIeKTPOHHO ynpas/aeHue (nocaeaHo M3MeHeHue u gonbaHeHue, 01.07.2016r)
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BELLOMCTBEHUTE MPEXKM, KAKTO NO MpeXKaTa 3a onepaTMBHaA CbBMECTUMOCT, C FpaXKgaHun nu dupmu.
MoeTanHO M CUCTEMHO BbBE)KAAHE HA MPUHLUMNUTE U U3UCKBAHMUATA 32 YCTOMUMBOCT KbM
pa3sBUTMETO Ha cMcTeMUTe M NpU AU3aiiHA HA HOBU TaKMBA, BK/IIOUMTE/IHO U NPU NPOEKTUPaHe
Ha HOBM TexHonornyHu nnatdopmu (Kato ,06nauyHUTE”); NpunaraHe Ha modena ,AM3aliH 3a
CUTYPHOCT”, BKIOYMTENHO Ype3 pa3paboTBaHe Ha codTyep C OTBOPEH KOA M MpuaaraHe Ha
npasuna 3a 4o6POCHbBECTHO AOKNALBaHE HA NPO6aeMU CbC CUTYPHOCTTA;

e BbBeXaaHe Ha eAMHHA cMcTeMa M YHUPULMPaAHU KpUTepuM 3a OLeHKa Ha Kubep puckosete no
uAnaTa Bepura Ha onepaTtMBHATa 0OBBP3aHOCT, M Mpernes Ha UANOCTHATa apXUMTEKTypa M
M3UCKBaAHMA 3a ONepaTMBHA CbBMECTUMOCT Ha CUCTEMUTE U YCAYTUTE OT r1Ie4Ha TOYKA Ha TAXHATA
Knbep 3alnTa 1 yCTOMUYMBOCT, HENPEeKbCHATO NogobpaBaHe Ha M3MCKBAHUATA 33 OCUTYpPABAHE Ha
€AHAaKBO HUBO Ha KMbBep CUrypHOCT M YCTOMYMBOCT MNMpPU AEKNAPMPAHOTO PaBHOMOCTABEHO
M3MN0/I3BaHe B CUCTEMATa Ha €/IEKTPOHHOTO yNpaB/iEHNe Ha , K/lacuyeckn”, ,, BUpTyanusmpaHmn®,
,061auHN”, ,MOBUAHN" 1 APYrKM HOBK TexHoNOrMN*;

e BbBeXaaHe Ha KOMMNAEKC OT MEPKM 3a rapaHTMpaHe M HenpeKkbCHaTo noaobpsBaHe Ha
CUTYPHOCTTa M HaAeXAHOCTTa Ha eNeKTPOHHATa UAEHTUYHOCT Ha rpaKAaHUTe, KaTo OCHOBEH
baKTOp 3a yCnewHo pa3BMTME HA eIeKTPOHHOTO ynpaBaeHne U B CbOTBETCTBUE C NPUOPUTETUTE
Ha passutne Ha ,Undposa Bbarapua“ °°. OcurypsasaHe Ha 3aWMUTEHO U ONTUMU3MPAHO
CbBMECTABAHE Ha eNIeKTPOHHA MAEHTMYHOCT (elD) ¢ ApyrM KOMMOHEHTU KaTO KBanuduumpaH
enektpoHeH noanuc (KEM), KpuMnTMpaHO M 3aWMTEHO CbXpaHABAHE Ha 34paBHa M Apyra
YyBCTBMTENHA MHPOPMAUMA, KAaKTO U CbOTBETHM M3UCKBAHMA KbM BasMpaHUTe Ha TAX yCayru,
Mb/HA M HENnoAMEHMMA OTYETHOCT Ha AO0CTbNa A0 /JIM4HA MHPOpMauMA, NOBULLIABAHE Ha
KyNTypaTa 3a M3MNOA3BAHETO MM OT BCUYKW 3aMHTEPECOBAHW — AbPXKaBa, rpaxaaHu, 6usHec,
O0CTaBYNLM Ha YyCAyTu;

e [logrotoBKa (TexHMYecka, 3aKoHoAaTesiHA, OpraHU3aLUMOHHaA, 0byunTenHa) 3a BbBeXAaHe Ha
€/1IeKTPOHHO rnacyBaHe U yNpaXHABaHE Ha eNIeKTPOHHA AeMOKpauua OT rpakgaHute, ¢
NOCTUraHe Ha HMBO Ha 3aWMTa M CUTYPHOCT EKBMBAJNIEHTHO WM MO-BUCOKO OT YCTAaHOBEHUTE
,KRnacmuyeckn” dopmu;

e CbBMECTHO C AOCTAaBYULMUTE HA MHTEPHET A0CTbN U YCAYrU 3a AbPXKaBHU MHCTUTYLUU aa 6bae
onpeaeneH M BbBeAEH KOMMAEKC OT MEPKU 3a NOBULLABAHE Ha CUTYPHOCTTa M 3alimMTaTa npu
onepartopuTe, onpeaensHe Ha MUHUMAJIHU U NPENOPBUUTE/IHU U3UCKBAHUA 33 CUTYPHOCT U
YCTOMYMBOCT, aHTa*KMMEHTU 3a UAeHTUPULMpPaHe U 3aWmTa Npu KMbep aTtaku, npegnassaHe ot
cbBpemeHHuTe ynoputun 3annaxu (APT — kato DDoS v ap. >!), oTrOBOPHOCTM 33 U3MbAHEHUE HA
nnaHoBetTe 3a Kubep oTOpaHa, KaKTO M KOOPAMHWUPAHO M NbJAHOLEHHO BK/IOYBAHE B
HauuoHanHata mpexka HKOMKC.

4.2.3 AHzaxcupaHe Ha 4acmHuA cekmop 8 nodobpsasaHe Ha MUC

MpeobnagaBallata YacT OT MPEXKOBUTE U UHGOPMALMOHHUTE CUCTEMM CA YACTHA COBCTBEHOCT UM
ce ynpasnsaBaT M eKCNA0aTUPaT OT YaCTHUA ceKTop. bbarapma e Ha egHO OT AMAEPCKUTE MecTa B
EBpona 1 cBeTa No ocurypsBaHe Ha WMPOKONIEHTOB A0CTbN 3a rpaxaaHu u bBusHec, NpeMmnHaBaHeTo
Ha cnepBall, eTan Ha 3pA0CT USUCKBA CbBMECTHA paboTa M aHraXXKMMEHT Ha AbpXKaBaTta U 6usHeca
3a nosMLWaBaHe Ha 06uoTo HNMBO Ha MWNC 3a epUKACHOTO peanmsnpaHe U paslnpsaBaHe Ha CUTYPHU
WM HageXAaHU WHTepHeT 6asupaHu ycayru. KomnaekcbT OT obwm AeicTBUS BKAKOYBA, HO He ce
orpaHMyaBa M anennpa 3a UHULMATMBK OT BM3HEca N HENPABUTE/ICTBEHUTE OpraHU3aLmu:

49 CtpaTerus 3a passBuTHe Ha ENeKTPOHHOTO ynpasneHue B Penybamnka bbarapma 2014 — 2020 r.
50 AKTyanusmpaHa HaumoHanHa nporpama Lindposa Bvarapua (2016 — 2020)
51 Advanced Persistent Threats (APT), Distributed Denial of Service (DDoS)
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Pa3spaboTBaHe Ha COBCTBEH TEXHMYECKM U OPraHM3aLMOHEH KanauuTeT OT A0CTaBYMLMUTE Ha
MHTEPHET U yCAyrM 3a 3anasBaHe Ha YCTOMYMBOCTTA Ha KMOEepnpOCTPaHCTBOTO, 33 OLEHKa Ha
pUCKOBETE, N MEPKM 3a rapaHTUpaHe Ha MUC, cbOTBETHO Ha CbLLECTBYBALLUTE PUCKOBE C OrNes,
Ha nocneaHUTe NOCTUXKEHUA B Ta3n chepa, rapaHTUpPaAHE HA HEMNPEKbCHATOCT U HALEXAHOCT Ha
ycnyrute;

AHra*kmpaHe Ha UHTEpPHeT AOoCTaBYMLUTE 33 eDUKACHOTO peasin3npaHe Ha HALNMOHANHU MNPOEKTH
3a ,,Kubep xurmeHa“ B MHTEpPHET MPOCTPAHCTBOTO WU pPeann3MpaHe Ha CUTYPHU U HaZAeXAHU
KOMYHMKALMOHHM KaHanun, naeHTUOMKauma Ha AOMENHN U A0CTOBEPHOCT Ha MHbOpmaumATa no
UANaTa KOMyHUKaALMOHHA Bepura u Apyrn CbOTBETHU HA MPENOPBKUTE HA MeXAyHapoaHuTe
opraHM3auun (KaTo NPOeKTUTE 3a CUrypHa MHTEPHET BPb3Ka M NPOBEpPKA Ha AomeinHu: HTTPS-
only n DNSSEC, Bu3npaHu B pasaen 4.2.2);

OpraHu3npaHe Ha CbBMECTHA KaMnaHWA Ha Nyb/AMYHM M YACTHM [OCTaBYMUM HA WUHTEPHET-
6a3npaHn ycnyru 3a BbBexaaHe n nybankyBaHe Ha NONUTUKUTE M MEPKUTE 3@ OCUTrypsABaHe Ha
MWC, knbep 3awmTa  HENPEKBCHATOCT Ha YCYTUTE KATO CbLLECTBEH €/1eMEHT OT KOHKYPEHTHUTE
NpeAMMCTBA, NPO3pPaYyHOCTTA, 6anaHcMpaHe Ha perylatopHUTe MexaHU3MM U nasapHuTe
NPUHUMNKM 33 NOCTUraHE Ha CUTYPHO WM HAAEXKAHO MPOCTPAHCTBO 32 KPaWHUTE WHTEpHeT
notpebutenu (rpaxkgaHun n dupmm);

YcKopaBaHe Ha TpaHcdepa M Bb3npuemaHe B Ny6AMUHMA CEKTOP Ha A06puTe NMPaKTUKKU U
OOKa3aHW MOAENN OT MHAYCTPUATA, KAKTO M BHeApABaHE HA CbBPEMEHHW WHCTPYMEHTU U
nnaTopmu 3a MAEHTUOUUMPAHE M PeaKLMA Ha MHUMAEHTM U NPOOUBM B CUTYPHOCTTA, aHANU3,
nscnenBaHe Ha [0Kas3aTencTsaTa, TeCTOBE M CMMY/ALMK, NPOBEXAAHE HA MUAOTHU U TECTOBMU
NPOEKTW MO MHULMATMBA M C PECYPCH HA UHAYCTPUATA.

4 [pexod om Kubep cuzypHocm Kbvm Kubep ycmolivugsocm

MU3rpaxaaHeto Ha CERT-oBe M ekMnK 33 peakumnsa Ha MHUMAOEHTU B 0BEKTUTE U CermeHTUTe Ha
KMbep NpPOCTPaHCTBOTO, CBbP3aHW C KPUTUUYHU MHGPACTPYKTYpU e oblia OTroBOPHOCT Ha
cobcTBEHULUTE, CTONAHUTE W OMEPATOPMUTE, KAaTO aHraXXMMEHT Ha AbprKaBaTa € Aa Cb3hade U
aKTyanmMsupa CbOTBETHATa perynatopHa pamka, M NoANOMOrHe BK/AOYBAHETO MM B
HaumnoHanHaTa mpexka HKOMKC (Ha ceKTopeH, KnbCTepeH UM Apyr NPUHLMI, B CbOTBETCTBME B
MexaHM3MMUTE 3a crnogensHe Ha WMHbopmauua W B3aumogencTsve, onucaHn B T. 4.4), a
TEXHUYECKUTE W OPraHM3auMOHHM MepKM TpAabBa [Aa rapaHTMPaAT HMBO Ha CUTYPHOCT,
CbOTBETCTBALLO HAa OL,EHKATa Ha PUCKOBETE M 33 NOCTUIAHE HA HEeMPEeKbCBAaeMOCT Ha YCAYyruTe;
Pa3Butne Ha MMHMManNHUA Heobxoaum Kanauutet Ha otaenHute CERT/CSIRT 3a BKAtouBaHe B
HaLUMOHa/IHaTa cucTema 3a Knbep CUrypHoOCT, onpeaeneH OT NpaBuaaTa Ha HauMoHaAHaTa MpeXa
HKOMKC. PaswwnpssaHe Ha obxBaTa, cnocobHOCTUTE M PYyHKUMMTE MM B NOCOKa OnepaTtuseH
UeHTbp 3a curypHocT (SOC, Security Operations Center)>? BKNOYMTENHO U 33 M3rOTBAHE U
cnogensaHe Ha o6obueHa nHpopmauma 3a HauMoHaNHaTa KMbep KapTUHA, U CNocobHOCTU 3a
yyacTve B obuiaTa KOOpAUHMPAHA peakums;

MNoeTanHO BbBEXAaHE HA MAKCMMANHU CPOKOBE 33 AOKNaABaHE U MAKCMMAZIHO Bpeme 3a
peakuua npu KMbep MHUMAEHTU Ha pa3nnMyHuTe HMBaA (B cboTBeTHUTe CERT/CSIRT, 1 0606L1eHO
KbM HalUMOHaNHaTa KMbep KapTUHa) B 3aBUCMMOCT OT TEXHUA XapaKTep, MHTEH3UBHOCT, peasiHo
M NPOrHO3MPaHO Bb3JENcTBne>3, U OCUrypeHM CbOTBETHUTE CNoCcoBHOCTM U CpeacTBa
NPMOPUTETHO B MYyBANYHUSA CEKTOP, M 4Ype3 MexaHM3ma Ha perynaums M camoperyiaums B

52 B ponbAHeHMe Ha AeMHOCTUTE MO peakumMa Ha MHLUMAEHTM 1 aTaku, ueHTposeTe SOC NOKPUBAT BCUUKM
acneKkTM Ha CUIYPHOCTTa, KaTo NOBULLABaHE Ha 0CBEAOMEHOCTTa, YCTOMUMBOCT, OTKPUBAHE, ONOBECTABAHE,
AOKNagBsaHe 1 ynpasiaeHne Ha Kpusu

53 C uen pocturaHe A0 244 3a MHUMAEHTK OT 061, XapaKTep, 1 Ha 2-4 yaca 3a Npu3HaLUM 3a Knbep ataku nam
HenocpeACTBEHa 3anaxa OT TakMBa, U Pa3BUTME 33 MOHUTOPUHT B PeasiHoO Bpeme
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YyacTHMA ceKTop. Pa3BuTne Ha cnOCOOHOCTUTE U 33 OCUTYPsIBAHE HA MaKCMMaJlIHU CPOKOBe 3a
Bb3CTAaHOBABAHE HA HOPMaNHOTO GYHKUMOHMpPAHE HA cuctemute. BcCuUKM CpOKoBe,
MaKCMMaNHU BPEMEHA N MEeXaHU3MM 332 TAXHOTO BbBEXAAHe cnegBa ga ce onpeaenAar B
nyb6aAnuYHO-YacTeH Auanor M Aa NocpellaT CBOEBPEMEHHO npeanucaHuAaTa, HO Aa He ce
orpaHuyaBaT CamMoO A0 M3NbJAHeHMeTo Ha [upektusute Ha EC nam gpyrn pernameHtmpawm
OOKYMEHTW, a Aa cneaBaT U Aopu u3npesapsBaT busHec TeHAeHUMUTe, NoTpebHocTUTe U
CbOTBETHUTE PUCKOBE;

e [loBMwaBaHe KanayuTeta, CNOCOOHOCTUTE M OTrOBOPHOCTUTE Ha Mperkata oT CERT-oBe
(AbpKaBHM, CEKTOPHM, NYB/NMYHO-YACTHM, aKaAEeMWYHU W Ap.) 32 MOKPUBAHE Ha BCUYKMU
CermeHTU Ha Knbep NPOCTPaAHCTBOTO M OCUTYPsIBaHE Ha MOMOLL U peakumsa Npu MHUMAOEHTU 33
BCMYKM YYaCTHULUM (rpaxkaaHu U GUpMM, ManbK U cpeaeH busHec, agMUHUCTPaLMs), Cb3gaBaHe
Ha HauMoHaNHa acoumnaumn Ha CERT/CSIRT, KoATo 4a opraHM3Mpa 1 CTUMYANPa Pa3BUTUETO UM,
PasWMPsABAHETO U MEXAYHapoAHOTO  CbTPyAHWYECcTBO, eQPEeKTMBHOTO  OnepaTtMBHO
B3aMmogelictaune npes mpexata HKOMKC n no mogena Ha MY,

4.3 3awmTta U YCTOMUYMBOCT HA AUTUTAIHO 3aBUCMMUTE KPUTUUHU UHPPACTPYKTYpHU

enu:

FhaBHa uen: MopobpaABaHe Ha 3awMTata U YCTOMYMBOCTTA Ha KOMYHWUKAUMOHHUTE U
MHOOPMALMOHHN CUCTEMU N CUCTEMUTE 33 YNpaBAEHUEe Ha KPUTUYHUTE MHOPACTPYKTYpU 3a Aa ce
rapaHTMpa, Ye OCHOBHUTE QYHKLMM Lie 6baaT HaaeKaHo 1 6e3npob/ieMHO OCbLLECTBABAHMU.

OcobeHo BaxkeH npobaem Bb3HMKBA OT BCE MNO-ro/isiMmaTa 06BbP3aHOCT Ha MHPOPMaLIMOHHUTE
N KOMYHUKALMOHHUTE CUCTEMMU CbC CEKTOPUTE U CUCTEMMUTE OT KPUTUYHATA MHPPACTPYKTYpPa, KaTo
eHepreTuKa, TpaHCNopT, PUHAHCKU, 34paBeona3BaHe, TeIEKOMYHUKALUK, CHabaaBaHe C XpaHU U
Bopa, otbpaHa u peguua apyrn>t. MosBeyeTo OT Te3W 3aBUCELIM M OCHOBaBaWM Ce Ha
cneymnanusupadu UKT cuctemu, ycnyrn, mpexku u MHPpPaCcTpyKTypu GopmupaT KU3HEHO BaXKHA
4acT OT MKOHOMMKATA M OOLLECTBOTO KAaTO MM NPefoCTaBAT CbLECTBEHN NPOAYKTU U YCAYTU, Uan
npeAcTaB/iABaT OCHOBHATA NAaTopMa 3a ApYrv KpUTUUHU HpacTpyKTypu (KU) 1 B KpaitHa cmeTKa
HW NO3BO/ABAT YyNpaXHABAHe Ha NpaBaTa M cBoboauTe HU KaTo rpaxkaaHu. Team UT cuctemm (nam
owe KNUC — KOMYHUKALMOHHN N UHPOPMALIMOHHM CUCTEMM) Ce ONPeaenAT OlLe KaTo KPUTUYHMU
KOMYHMKALUNMOHHO-MHPOPMaLUOHHU UHPpacTpyKTypu (KKUM), Tbit KaTo TAXHOTO pascTpoiBaHe
WKW pa3pyLluaBaHe MOXe [a AoBeae 40 CPMB B AbprKaBaTa M 06LW,eCTBOTO M HapyLllaBaHe Ha TAXHOTO
HOPMaNHO PyHKUMOHMpPaHe. MNpu HebnaronpuATHU Bb3AENCTBMA (KMbEep aTaku, YHOBELLKM TPELLKM,
TEXHUYECKM AedeKTU U Apyrv) cpeLly Tesn CUCTEMMU HenpeaBuaeHUTe HeraTMBHM NOCNeACTBUA U
Bb3MOXHUTE KackagHun edeKTn 3a APYruTte CEKTOpU M obLEecTBOTO KaTo us/l1o0 moraT ga 6vbaar
MHOTOKPaTHO NO-r0JIEMM B KO/IMYECTBEHO M KAYECTBEHO U3ParKEHME OT NON3UTE, 33 YMETO Cb3aBaHe
Te Ca MPOEKTUPAHU U Cb34aAEHM.

Mepku:

4.3.1 [lodobpsasaHe Ha s3aumodelicmauemo mexody 0bpHasama u onepamopume Ha Kpumu4HU
UHGpacmpykmypu

e PasnpepeneHve Ha aHra*XMMeHTUTE W 3aCWIBaAHE HA CbTPYAHMYECTBOTO HA AbprkaBaTa C
onepaTopuTe Ha KPUTUYHU KOMYHUKAUMOHHU U MHPOPMALMOHHU UHOpAcTpykTypu (KKUU) n
KPUTUYHU MHPpPacTpyKTypun (KU), KOUTO B HEMAsIKa YacT ca YacTHa cOBCTBEHOCT, NpUnaraHe Ha
WMHCTPYMEHTa Ha epeKTUBHO M AeNCTBALLO NYHANYHO-YACTHOTO NapTHbopcTeo (MYM);

54 CNnUCHK CbC CEKTOPUTE Ha KPUTMUYHaTa MHPPaACTPYKTypa B bbarapua cbraacHo NMMC Ne 256 ot 17.10.2012 .
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e Bk/alouyBaHe Ha onepaTopuTe Ha KPUTUYHUTE MHOPACTPYKTYPU B NpoLECcUTe HA HALMOHANHOTO
ynpasaeHue npu Knbep Kp13a, B ONpesenaHeTo U U3rPaKaHETO Ha LAOCTHATA apXUTEKTYpa Ha
CUTYPHOCTTa, U M3rpaxgaHe Ha cobcTBeHa afeKBaTHA TakaBa 3a yNpaBieHWe Ha PUCKA U Npu
KpW3K, Aa rM akTyaansmpaT HenpeKkbCHATo M onpeaenAaT BbTpewwHN OTFTOBOPHULM U OpraHu no
CUTYPHOCTTa;

e HaocHoBaTa Ha NapTHbOPCTBO M B3aMMHO pa3bupaHe Ha OTFOBOPHOCTUTE, 3a onepaTopuTe Ha KU
n KKUU Tpabea pa ce onpenenat u BHeApAT obwm M cneumduyHU cTaHaapTu 3a Kubep
CUTYPHOCT, KOMTO A3 6bAaT paswuMpeHn BnocnencTsMe M B MOCOKa Kubep ycToMumMBOCT, U
NMOKPUBAHE Ha LLeUNA XU3HEH LUUKDBA 3a ynpaBieHUe Ha Kubep puckoseTe 1 peanvsmpaHe Ha
Lenna KOMNAeKc OT A4eNHOCTU NO naeHTUdMLUMpaHe Ha OPraHM3aLMOHHATA CTPYKTYpPaA U aKTUBK,
TAXHATa 3awWmTa, 3abenAsBaHe Ha MHUMAEHTU, peaKLmA, Bb3CTAHOBABAHE U CbOTBETHU MOYKU U
nogobpasaHe®>;

e OnepaTtuBHUTE npoueaypuTe MU CpPeacTBaTa 3a KOMYHUKaALMA U KOOPAUHALMATA NPU KpU3M
cnegBa Aa 6baat pasBUTU U MHCTUTYUMOHANM3MPAHW, a cybopauHaumAaTa 3a peleHuATa
HOPMATUBHO YCTaHOBEHA, BK/AKOUYUTENHO U MO OTHOLIEHWE Ha 3a4b/IKEeHUATa U CPOKOoBeTe 3a
OOKNaABaHe Ha TEXKM MHUMAEHTU, OLUEHKA HA Bb34eNCTBMETO, UCKAHe U NpUeMaHe Ha NOMOLL,
33 peakumsa, KaTo CbOTBETHMTE MpPABHM achnekTU O6baaT onpeaeneHn B3aMMHO C BCUYKMU
3auHTepecoBaHU CTPaHW, KaKTO M B CbOTBETCTBME C W3UCKBAHWUATA 32 CbBMECTUMOCT U
B3aMMOAENCTBME B MEKAYHAPOAHUTE MAPTHLOPCKM OPraHM3aLmm U MPEXKK;

e CnopasymeHUATA MeXAy AbprKaBaTa U onepaTopuTe Ha KPUTUYHUTE MHOPACTPYKTYpU cnesnBa
perynapHo Aa ce Npernexgart no OTHOWEHWEe HA Pa3BUTMETO Ha Npeau3BUKaTencTBaTa B Knbep
NPOCTPAHCTBOTO M Aa Ce aKTyanmu3mnpaTt U MPOMEHAT CBOEBPEeMeHHO, KOeTO BKIOYBa U N1aHOBETe
33 AeNCTBME NPU KPU3K U TAXHATA KMbep 3awmTa;

e [la ce peanunsmpa HauWOHaHA NPOrpama v MHULLMMPAT NPOEKTU B LONbAHEHNE KbM NporpammTe
33 pa3BUTME Ha OTAE/NIHUTE CEKTOPM 3a M3rpaKgaHe Ha HeobxoAMMUA KanauuTeT U NOKpUBaHe
Ha U3UCKBaAHUATA 3a BKAOYBaHe Ha onepatopuTte Ha KU n KKUU kbm HaumoHanHata cuctema 3a
KnbepcurypHoct n mpexkata HKOMKC, KoeTo M3nCKBa Cb3aBaHETO Ha CEKTOPHMU, OTPAC/IOBY,
WAN KNBCTEPHU LLEHTPOBE U eKunu 3a peakuma (CERT/CSIRT) cbrnacHo onucaHusa mogen s 1. 4.1;

e PasBuTMe Ha nporpama u CTUMYAM 3a Cb3aBaHe Ha CEKTOPHU UM KNBCTEPHU OpraHM3auum 3a
cnopensHe Ha MHGOpMALMA M NOBULLABAHE HA KOIEKTUBHATA Knbep curypHocT B 061acTTa Ha
KpuUTUYHUTE MHpPacTpyKTypu (ISAC, T. 4.4) — npruopuTeTHMN ceKkTopm 3a Pasa 1 n 2 - eHepreTuKa,
TpaHCNOpT, PUHAHCHK, 3apPaBeOoNa3BaHe, TE/IEKOMYHUKALUN U UHTEPHET A0CTaBUMLM.

4.3.2 Paszsumue u MoOepHU3aUUA Ha cucmemume 3a ynpaeseHue U 3auuma Ha Kpumu4Hu
UHgpacmpykmypu

e [lp1MOpPUTETHO MOAEPHU3UPAHE HA NPOLECUTE, TEXHOIOTUMTE U CUCTEMUTE N Noao6psABaHe
Ha 3alMTaTa M CUrypHOCTTa Ha cucTemuTe 3a ynpasneHue oT Tuna ICS/SCADA®, ageksaTHM Ha
CbBPEMEHHUTE U3UCKBAHMA 33 KNBEP CUIYPHOCT M YCTOMYMBOCT, B CbOTBETCTBME C MEXAYHAPOLHO
NPU3HATU CTaHAAPTU U MOJE/IN, CbOTBETEH OAUT U cepTudUKauma®’;

e WNaeHTudUuMpaHe, N30AMpPAHE Ha AOCTbMNA W NoeTanHa NnoamsaHa Ha copTyep, CUCTEMU U
KOMMOHEHTU C U3TEKb/1 CPOK Ha NoaapbKKa OT NPOM3BOAUTEN MU [OCTABYMK (BKNHOUUTENHO U
onepaymoHHM cucTtemu, oducC NaKeTU 1 A4p.), NN U3Ne3Nn oT ynotpeba — Te NpeacTaBaABaT 0cobeHo
yA3BMMa WM N1eCHa LLeN 3a 310HamMepeHU AencTeus, aedeKTn n onacHa HectabuaHoCT;

55 NIST: Framework for Improving Critical Infrastructure Cybersecurity (2014): Identify, Protect, Detect,
Respond, Recover, pa3suTu CblUO U B cTaHAAPTV M moaenu Kato ISO/ICE 2700x, COBIT, CCS CSC, CERT-RMM
%6 Industrial Control Systems — ICS, Supervisory Control and Data Acquisition — SCADA u apyru

57 KaTo ISO/IEC BS 25999 1 I1SO 22301; ITIL 1 ISO 20000; CERT-RMM u ap
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e l3rpaxkaaHeTo Ha KanauuTeT M CnocobHOCTM 3a peaKkuusa Ha Kubep uHUMAEHTU TpsbBa
NAaHMpPaHO Aa ce pa3Bue 40 KOMMIEKC OT MEPKM 33 NOCTUraHe Ha Kubep yctonumnsoct Ha KU n KK
Ha 6asata Ha onpegenaHe M NpuaaraHe Ha M3WCKBaHMA 3a ,AM3allH 3@ YCTOMUMBOCT® 1
HenpeKkbCcHaTo NoaobpaBaHe Ha NpoLecuTe U CUCTeMUTE.

4.3.3 (CesoespeMeHHa 3aujuma Ha Hosume obaacmu Ha Kubep npocmpaHcmeo

Bbp30TO M LUMPOKOTO HaBAM3aHE Ha UMGDPOBUTE TEXHOIOTUKN B €XKEAHEBHMA KMBOT U BM3Hec
npesonpenenaT M HEMPEeKbCHAaTOTO pasluMpeHMe Ha OueHKaTa 3a ,KPUTUYHOCTY Ha
KOMYHUKaUMOHHUTE U MHPOPMALMOHHM CUCTEMM B CbOTBETCTBME C HapacTBaliaTa AurutanHa
3aBMCMMOCT, KOETO U3NCKBa:

e MexaHu3bM 3a AMHAMMYHOTO paslMpABaHe Ha 06XBaTa Ha M3UCKBAHMATA M MEPKUTE KbM
KPUTUYHUTE MHPPACTPYKTYPU M BbPXY Pa3BMBaLLMTE Ce OBOLECTBEHO 3HAYMMMU €/IEKTPOHHM
cpeam u NnatGopmu, KaTo PasIMYHM CUCTEMM 33 €/IEKTPOHHA TbProBUsA, NOPTaNM 3a NaLaHua
B MHTEPHET, COLUMANHU MPEXKU, MaLLMHU 33 TbpceHe, 061auHu YCAYrn U NPUNOMKEHUA, OHNANH
MarasvHu 3a NPUNOXKHU Nporpamun°’, oHnaitH meguu, 1 ap.

e OcobeHo OTrOBOPHO € 6bP30TO U HeobpPaTUMO paslWwmMpeHne B AUMUTaNHOTO NPOCTPAHCTBO Ha
cbepata Ha ¢uHaHCOBUTE M 6AHKOBM YCAyru, e-pasnnallaHuATa WM AUTUTAIHUTE BanyTtu,
cdeparta Ha eNeKTPOHHO 3apaBeonasBaHe M OCUrypABaHe, 1 Apyrn. HesasnMcMmo oT ToBa, Aanu
Te3n 061acTi ca GOPMasIHO NMPUYUCIEHN KbM CIUCHUMUTE 33 KPUTUYHM MHPPACTPYKTYPU (M BbB
BPb3Ka C peasvM3aumaTa M pas3sBuTMeTo Ha EBponeiickata aupektmsa 3a MUC), TAxHOTO 6bp30
Pa3BMTME M HAaB/NIN3aHE B 3KMBOTA Ha rpakaaHn 1 GUPMU U3UCKBA CBOEBPEMEHHaTa UHTerpaums
B HauMOHanNHaTa cucTema 3a Kubep CUrypHoOCT M 06XBal@aHETO MM OT M3UCKBAHMATA W
MEeXaHU3MUTE 33 KOOPAMHaLMA 338 Kubep CUrypHOCT M yCTOMYMBOCT. MpuiaraHeTo ma MepKuTe e
Ha 6a3aTa Ha HanaHC Ha MexaHM3Ma Ha peryaauus v camoperynaumsa u pobasaHe Ha Kubep
CUrYPHOCTTa U YCTOMUMBOCTTa KbM M3UCKBAHUATA M NPEAUMCTBATA B KOHKYPEHTHaTa 6usHec

cpeaa .

4.4 NopobpasBaHe Ha B3aMMOAEUCTBMETO U CNOAENAHETO Ha MHPOopMaLUA mexay
AbprKaBa, 6usHec 1 obwecTso

enu:

PasBuTMe Ha e¢deKTMBEH MexaHM3bM WU cpeaa 3a cnopensHe Ha uHpopmauua U
B3aMMOAENCTBME MEXKAY BCUUYKM TPYNU 3auUHTEPEecoBaHM CTPaAHU 33 MNOCTUraHe Ha OTBOPEHO,
curypHo u 6e3onacHO KnbepnpocTpaHCTBO - WM3UCKBA WMAEHTUOMUMPAHE HA WHTepecuTe MU
OYaKBaHMATA B KPATKOCPOYEH W AbATOCPOYEH NAaH, pasnpesesieHMe Ha OTFOBOPHOCTUTE M
aHraxkmmeHTuTE.

Bbp30TO HaBAKM3aHe M U3MNoA3BaHe Ha UMGPOBUTE TEXHONOTMU U UHTEPHET € CUTHO KOHKYPEHTHO
npeauMmCTBO M CTpaTerns 3a pasBuUTME Ha CbOTBETHUTE OPraHn3aLmnmn, bUsHec 1 rpynm ot 0bLecTsoTo,
HO rpuyKaTa 3a HafeXXAHOCTTa U CUTYPHOCTTA Ha KMbep NpocCTpaHCTBOTO e obwa M U3UCKBA
cnogenaHe Ha MHPopmauua, usrpaXkKaaHe Ha CbBMeCTeH KanauuTeT, noBuLaBaHe Ha o6wWoTo
pa3bupaHe un ,Kyntypa“ 3a Kubep CUTypHOCT M CTpemeXk KbM Kubep YCTOMUMBOCT, KAKTO U
CbBMECTHOTO pPa3BUTME Ha CUIypHa, HadeXAHa M aTpaKTuBHaA Kubep cpepa 3a pa3suTue Ha
KOHKYPEeHTHa MKOHOMMKA U 06LecTBo.

58 Resilience by design, Resilient architectures (CERT-RMM, Resilience Management Model, Carnegie Mellon)
59 App-store u gp.
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Mepku:

4.4.1 YcmaHosssaHe Ha eheKmUBHU MEXAHU3MU 3G CNOOeNAHE Ha UHGOPMAUUA U QH2aXUPaHOCM
Ha 8CUYKU 3aUHMeEPEecosaHu uua

e lVpeHTUdULUMpPaAHE M aHTaXKMpPaHe HA BCUMYKM TPYMM 3auMHTEpPecoBaHM LA 3a onpeaeniaHe Ha
HeobX0AMMOCTTa, Bb3MOMKHOCTUTE M WMHTEpecuTe 3a crnoaenaHe Ha MHPopmaumsa OTHOCHO
Bb3HWKBAHETO M OLLEeHABAHE Ha PUCKOBETE OT Bb34ENCTBMETO HAa MHUNAEHTU HA PA3INYHM HMBA:
CTpaTerMyecko, ONEepaTUBHO, TEXHUYECKO; WaeHTUdMUMpaHe, aHanM3, U KOOPAMHUPAHO
npuemaHe Ha MepKM 3a yrnpaB/ieHME HA 3anaaxuTe; HeMpeKbCcHaT nperneg u nogobpssaHe Ha
MEpPKMTE 33 CNpaBAHe C MHUMAEHTU U Bb3CTAaHOBABAHE;

e OnpepgenaHe Ha uenesuUTe POJIM U UHTEPECU HA PA3/IUYHUTE FPYNU 3aUHTEPECOBAHU Avua U
yCTaHOBABAHE Ha aJeKBaTHa ¢popma Ha yyacTMe B HaLMOHANHATa cucTema 3a Kubep curypHoct
M YCTOMUYMBOCT — OT CbAENCTBME 32 HabenasBaHe Ha MEPKM 3a U3NbJIHEHME Ha NOCTAaBEHUTE LeNu,
npes y4yactue B NPOEKTU 3@ Pa3BMTUE Ha KanauuTeT M CNOCOBHOCTM M A0 Mb/HO BKAOYBAHE C
noemaHe Ha OTTOBOPHOCTU, yyacTue B Ny6AMYHO-4YacTHU napTHbopcTea (MYN);

e (CTumynmpaHe u nognomaraHe Ha Cb34aBaHETO HA aA4eKBAaTHU TPYNOBUM U KOJNEKTUBHMU
nnatrpopmm 3a cnogensHe Ha MHPOPMaLUA U KONIEKTUBEH OTroBOp - Ha H6a3aTa Ha ceKTopeH
nogxond (3a OTAEeNHM CEKTOPWU M MOACEKTOPU — KAaTO eHepreTuka, TPaHCnopT, GMHAHCK), HA
KNbCTepeH NpuHLUMN — BU3HEC U TEPUTOPUASTHU BPB3KM U 3aBUCMMOCTU, BEPUTU 3@ AOCTABKU U
no-obwmTe — 3a Cb3gaBaHe Ha CTOMHOCT, U Pa3BUTUE HA CbOTBETHM NAKETU U CTUMY/IN 33 BCUYKK
3aMHTEpPEecoBaHM CTPaHy;

e ApganTupaHe, pa3BUTUE M NpuaaraHe Ha GOPMU U METOAN 3@ UHCTUTYLIMOHANM3aUMA (NyBANYHY,
YacTHU U NyBANYHO-YACTHM NAPTHLOPCTBA) - Cb34aBaHE Ha CEKTOPHU U KNBCTEPHU LLEHTPOBE U
OopraHusaumMmn 3a cnogensaHe Ha MHPOpPmauMATA M aHanu3 (Ha 6as3ata Ha onuTta Ha CALL wu
nbpskasute oT EC — pasnnyHmte mogenm Ha ISAC n ISAO®C) n paswunpaBaHeTo UM OT MeXaHU3bM
3a cnogenaHe Ha MHGOpPMaLMA A0 aKTUBHO BKAOYBaHE B HauuoHasHaTa mpexka HKOMKC u
epeKTMBHO y4yacTMe B KONEKTMBHATa 3alimMTa M NPOTUBOAENCTBME - AOMbBJABAHETO MM CbC
CbOTBETHW ONEpPaTUBHU U CMeLManm3MpaHm TEXHUYECKM CNOCOBHOCTU M LLeHTPOBE 3a peakumsa
(cekTopHM, KnbCcTepHU KU crneumanusmpaHn CERT/CSIRT) no obuwma moaen 3a passutMe Ha
HaLMOHANHaTa CUCTEMA M MperKa 3a Kubep curypHocCT 1 yctonumsocT (onucaH B 4.1);

e PasBuTME Ha MeToauTe U CpeacTBaTa 3a M3rpaxaaHe Ha AoBepue 3a 06meH Ha MHGOpmauuma
M3MON3BaHE Ha MPOTOKOAM M NpaBuaa, CbrNaCHO YTBbPAEHU MEXAYHAPOAHU U HAUMOHANHMU
CTaHAAPTU U MOAENN 33 MOCTUraHe Ha AO0OPOBONHO, HO CUAHO aHraXKMPaHO M OTrOBOPHO
yuactme®l,

e Pa3paboTBaHe Ha HauuoHasnHa Knacudbumkauma n obuy ,e3nk” 3a cnogensHe Ha YyBCTBUTE/HA
nHPopmauma, XapMOHM3MPAHA C MEXKAYHAPOAHUTE HOPMM U MNPAKTUKKU, HAUMOHAHOTO
3aKOHOZATENICTBO U PA3BMTMETO Ha 06XBaTa 3a BCMYKM acCNeKTU Ha Kubep MpPoOCTPaHCTBOTO —
3an/1axm, MHUMAOEHTU, peakuma U NPeBaHTUBHU MEPKK, OLLEHKA Ha PUCKA M HMBA Ha rOTOBHOCT,
€KBMBA/ZIEHTHM HMBA Ha YyBCTBUTE/IHOCT Ha MHPopMaumaTa (HauMOHANEH M MEXKAyHapoAdeH
acreKkT, AbpXaBHM KnacuPUUMPaHM M YACTHU MPEXWU M opraHusaumm). CbrnacyBaHe Ha
M3MUCKBaAHMS KbM MHPOPMALMOHHM KaHaAN, U3TOMHULUM Ha MHOPMALIMA U OTFTOBOPHOCTU, KOUTO
Aa CTUMYNMPAT BKAKOYBAHETO Ha NyB/ANYHM M YaCTHM OpPraHM3auMM B HaUMOHa/IHaTa Mpea

80 CALLI, Kpanctso Huaepnanama u ap: ISAC — Information Sharing and Analysis Centers, ISAO — Information
Sharing and Analysis Organizations

61 CrpaTerus 3a kubep curypHoct Ha Kpanctso Hugepnanams - “Voluntary, but not without engagement”
(Netherlands)
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HKOMKC 1 aHra*KmpaHoCT Ha onepaTtMBHO M TEXHWUYECKO HMBO 3a CrpaBAHE C MHUMAEHTU U
Kpm3su; &2

e JlednHUpaHe M M3NbAHEHME Ha 0Ol MaKeT OT MEpPKM 3a rapaHTMpaHe Ha CUrypHOCTTa U
HaAeXAHOCTTa Ha MHPOPMALMOHHUTE KaHANN, B CbOTBETCTBME C MEPKUTE 3@ NOBULIABAHE HA
MpeXKoBaTa U MHPOPMALMOHHA CUTrypHOCT (pasgen 4.2) — HMBA Ha 3awMTa U KPUNTUPAHe,
CerMmeHTUpaHe M perfiaMeHTUpaH A0CTbMN, MEPKM 3a MOBMLIEHA CUTYPHOCT, Kato HTTPS-only,
yaoctoBepsBaHe Ha pgomenHn (DNSSEC) v  gpyrn  OONBAHUTENHM  NpPenopbkuM  Ha
MeXAYHapoaHUTE NHTEePHET OpraHU3aLmnmM 1M NapTHbOPCKU MPEXKN U OpraHu3aumu;

e YcTaHOBfBaHe, MHCTUTYLMOHAIM3NPAHE U YCKOPEHO pa3BUTME Ha ePeKTUBHO Ny6AUYHO-YACTHO
NapTHbOPCTBO 3a KMOep CUrypHOCT KaTO OCHOBEH MEXaHM3bM Ha B3auMoaencTevMe W
aHraXKMpaHoCT AbpiKaBa-6M3Hec-06LLEeCTBO M 3@ U3rparkgaHe M paswunpasaHe Ha HaunoHanHaTa
KOOPAWHALUMOHHO-0praHM3aumoHHa mperka (HKOMKC);

e AKTMBHO B3aMMOZENCTBME M BKtOYBaHe B EBponeicKkaTa MHMUMATMBA 3a A0rOBOPHO ,,Myb6AnYHO-
4aCTHO NapPTHLOPCTBO 3a Knbep curypHocT“®3, passuTtne Ha ,EanHeH undpos nasap“®* n mpesxkure
n nporpamute Ha HATO® — aHraskmpaHe Ha MKT acoumaumm u KNbCTEPU, U3CNEA0BaTENCKN U
aKageMMYHM OpraHn3aLmMm, KaKTO U Ha HAaLMOHANHUW, CEKTOPHU N KNbCTEPHM BU3HEC acoumnaumm,
MHAOYCTPUaNnHM 1 paboToaaTtenckn opraHnsaumm, HeNPaBUTENCTBEHN OpraHn3aLmu.

4.4.2 Passumue Ha UHGycmpuaseH mexHoa02UYeH Kanayumem u cnodesneHu cnocobHocmu

e PasBuTME M paslIMpsBaHe Ha 06XBaTa Ha NPOrpamm 3a TEXHO/IOTMYHO PAa3BUTUE HA MHAYCTPUATA,
MOAEPHU3AUMNA U UHTENIUFeHTHa cneuManunsaumna’® s obnactra gurutanmsmpaHaTa MKOHOMMKA
W YCIYITU — CTUMY/IMPaHE Ha Pa3BUTUETO Ha CUCTEMM C AM3ANH 33 CUTYPHOCT U YCTOMYMBOCT U
pelleHns rapaHTMpaLlM aaeKBaTHN HMBA Ha KMDOep CUIypPHOCT M 3aLLNTa, U3rparkaaHe u pa3sutme
Ha CbOTBETHMA UHAYCTPUANEH, dupmeH n npodpecMoHaneH KanauurerT;

o [lpMOpPUTETHO Pa3BMUTME Ha CbBMECTHU MHULMATUBK, NPOrPamm 1 NPOEKTM B HOBUTE 06/1aCTU Ha
umdpoBaTa MKOHOMMKA M AUTMTANIHO 3aBUCMMOTO 06LWecTBO (curypHocT Ha obnayHuTe
nnathGopmu U ycayrm, MobUNHU U YMHU YCTPOMCTBA, WMHTEPHET CBbP3aHM YCTPOKCTBa, U
CbOTBETHU MPUJIOKEHUA) — M3MNON3BAHE HAa MEXaHU3MKUTE 3a Ny6/IMYHO-YAaCTHM NAaPTHLOPCTBA,
EBponenckm n mexxayHapoaHU Nporpamm 3a U3rpaxkaaHe Ha TEXHOJIOTMUYHMU NAapKoBe, LLeHTpoBe
32 BbPXOBU NOCTUXKEHUA U LLEHTPOBE 33 KOMMNETEHTHOCT (KaTo narpaxkaawmTe ce nabopatopum
M MHoBaTUBHa ekocuctema B Codus Tex MNapK, NpuNoKHUTE LEeHTpoBe u nabopatopun B BAH,
YHUBEPCUTETU, LIEHTPOBE U JabopaTopun BbB PpUPMK 1 BU3HEC opraHu3aumm, ctapTon pupmm) —
KOOPAUHAUUA U KOHLEHTPUPAHe Ha Cb343afeHMA KanauuteT, 6asza M KOMMETEHTHOCTU 3a
epeKTMBHO noAmnomaraHe M NOBULIABAHE Ha KOHKYPEHTOCMOCOOHOCTTa Ha MHAYCTpUATa 4ypes
TecTBaHe 3a nNpobuBM B CUIYpPHOCTTA, CMMYNALMOHHM cCpeau 3a MNPOBEepKa M MNoBMLaBaHe
YCTOMYMBOCTTA KbM aTaKkM M NPO6MBM M pellaBaHe Ha 3a4a4mM U Npeau3BUKaTencTsa AePpuHMpaHm
oT 6M3Heca 1 AbpKaBaTa;

62 Kato HMBaTa 3a orpaHuueHo cnodenaHa Ha ISAC/ISAO Ha 6a3aTa Ha ,,cBeTodap” (TLP), u KogoBeTe 3a HMBA
Ha 3annaxa ,3e/IeH-bAT-0paHXKeB-yepBeH” (Bpeme, 6e4CTBMA) — LUMPOKO U3MON3BAHU B HALMOHANHU U
MeXAYyHapoLHU MPEKM

63 European cPPP — Contractual Public-Private-Partnership for Cybersecurity (2016) — ECSO: European Cyber
Security Organisation

64 Digital Single Market (DSM) strategy of European Commission (EC) and Rolling Plan 2015 for ICT
Standardisation

85 NATO NICP — NATO Industry Cyber Partnership http://www.nicp.nato.int/index.html|

%6 llHoBaLMOHHA CTpaTerna 3a MHTEAUreHTHa cneumanmsauma Ha Penybamka bbarapma 2014-2020 r. n npouec
Ha UHTENUTeHTHa cneunanunlauma, npueta ¢ PewerHne Ha MC Ne857 o1 03.11.2015 r; aKTyanmsmnpaH BapuaHT
15.10.2015r
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Cb3aBaHe Ha edeKTMBEH MEXaHM3bM 3a CNoAeNAHe Ha pecypcu, KanauuteTr U cnocobHocTU
MeXAay YacTHUSA, Ny6ANYEH M akafeMUYeH CeKTop Ha 6a3aTta Ha B3auMeH MHTepec 1 06LLa BU3MA
W cTpaTeruna 3a pasBuTMe — OTYMTAHE Ha M3NpeBapBalLaTa Poaa B TEXHONOTMYHO OTHOLIEHME Ha
b6usHeca M He0bX04MMOCTTa 3a Cb3ZaBaHe Ha CbOTBETHA Cpea 33 Pa3BUTUE M NognomaraHe ot
AbprKaBaTa M NPOrpaMmmTe 3a UHTEIMIEHTEH PACcTeX M Pa3BUTHE;

MepKn 3a cTUmynupaHe Ha ronemute codptyepHu, UMKT KOMNAHWMM M MYATUHALMOHANHM
TEXHO/NIOTMYHM KOMMAHWKM B Bbarapua 3a passuTMe Ha MNPOPECMOHANHU KOMMETEHTHOCTU M
KanauuTeT, YCKOPEeHO peasnsMpaHe Ha MEeXaHW3bM 33 CrnogensHe M BKIOYBAHETO MM B
Pa3BUTMETO Ha HALLMOHA/HATA CUCTEMA 33 KMBEpP CUTYPHOCT KaTo OCHOBEH GAKTOP U CbBPEMEHHM
CpeAcTBa M pecypc Ha CBETOBHO HWMBO, BK/OYMTE/IHO M 3a NOBMLWABaHe Ha 06LLaTa CUrypHOCT Ha
WMHTEPHEeT NPOCTPAHCTBOTO B Bbsrapusa, nogkpena 3a Mankus U cpegeH BU3HEC U UHTepHeT
06LW,EeCcTBOTO, HALMOHANHU U MEXAYHAPOAHM LEHTPOBE 33 KOMMNETEHTHOCT.

4.4.3  @okyc 8bpxy mankusa u cpedeH busHec

NHuummpaHe Ha GoKycMpaHu nporpamm u gobassHe Ha OCHOBHW MEPKM KbM MporpamuTe 3a
pa3BMTUE Ha KOHKYPEHTOCNOCOBHOCTTa Ha MaNKUA U cpefeH BusHec, BKIIOYUTENTHO U MUKPO -
npeanpuATUATA, 33 NOBMLWIABaHe Ha OCBEAOMEHOCTTA U ,,KMbep Kyntypata“, cbc cneumdpuyHm
MaKeTu OT NPEnopPbKM N U3UCKBAHMA 3a BKAIOYBAHE B eAUHHUA uMdpoB nasap (Ha HaLMOHANHO
N MeXAYHapOoAHO HMBO), OCb3HABaHE Ha UMdpoBaTa 3aBUCMMOCT OT KaHauTe 3a MHPopmauus,
ynpaBAeHWe Ha AOCTABKMTE, KOMYHUKALMOHHUTE U MHPOPMALMNOHHM CUCTEMMU, BHEAPABAHE Ha
6a30Bu MAM aganTupanu 3a MCI ctaHAapTM 32 UHGOPMALMOHHA U KMbep CUrypHOCT;

PasBuTMe Ha MexaHM3MWUTE 3a HacbpyaBaHe M OPraHU3MPaHO BK/IOYBAHE B MpeXuTe 3a
cnogensHe Ha MHPopmauma u npeBeHUMA Ha 6a3aTa Ha CEKTOPEH WM KNBCTEPEH NOAXoA, U
OCb3HATO cnogendaHe Ha Kubep puckoBeTe NO Bepurute 3a AOCTAaBKA M LEAMA NOTOK Ha
B3aMMOCBbpP3aH umMdpoBusnpaH busHec n nasapu;

[edvHnpaHe M npunaraHe Ha aganTMpaH NOAXOA4 33 CTUMY/MPAHE Ha Camoperynauusa m
WMHULMATMBHOCTTA, M KyNTypaTa Ha ,AUrUTANHUTE InAepu” — pa3sBuTUE Ha KNOep-KOMMNOHEHTa B
613HEC OTHOLLEHUATA M KOMYHUKALMU U M3MN0N3BaHE HA TUMUYHUTE BU3HEC EKOCUCTEMMU: ,MAJIKU
3a Mankn“ (mankuat BmusHec n rpaxkgaHuTe ce obcny»KBaTt oT manku coptyepHun n UT dmupmu, 6e3
cneunounyeH GoKyc U BHUMAHUE KbM KMbBep acnekTuTe) , ,Masku 3a ronemmn” (mankute pupmm
yyacTBaT npeob6aasaBallo BbB BEPUIM 33 AOCTAaBKM M AOMNPUHACAT 3a obwata Kubep curypHocT,
WAN 3a ,,HECUTYPHOCTTA") — aKTUBHO aHraXkmpaHe Ha 6usHec n UKT acoumaunnte, NnpUoOpmUTETHO
nognomaraHe OT AbP’KaBHUTE MHCTUTYLMU, HALMOHANHU U MEXKAYHAPOAHWN NPOrpamu;
OpraHusnpaHe Ha cneumduUHMU CEKTOPHU U MENKAY-CEKTOPHM YNParKHEHUA, CUMynauuu wm
YUYEHMSA C e/ NOBULLABAHE Ha aHIaXMPAHOCTTA Ha MaNKKUA U cpeeH BU3HeC, 1 BKIKOYBAHETO UM
B 06XBaTa HAa HALMOHANHU N MEXAYHAPOAHWN TaKMBa.

4.4.4 YcmarosAsaHe Ha 06Wa KOMYHUKQUUOHHA cmpamez2us 3a UHGoPpMUpaHOCM OMHOCHO Kubep

8v30elicmeusn u npomueoodelicmaus

BbB B3aMMOAENCTBUE C BCUYKM 3aUHTEPECOBAHU CTPaHU Aa 6bae paspaboTeHa obwa cTtpaterns
M NpenopbKkuM 3a KOMYHMKAUMA M Ny6AMYHO cnogenAaHe Ha MHGOpMauuA, CBbp3aHa C
WMHUMAEHTU U NOCNEACTBUA, KAaTO KOMNETEHTHUTE OpPraHun cnepsa Aa NOCTUraT Hy»KHUA BanaHc
MeXay WMHTepeca Ha obuecTBeHOCTTa Aa 6bae MHPOPMMpPaHa 3a 3anNaxuTe U Bb3MOXKHUTE
TbProBCKM LWETU M HAKbPHABAHETO Ha penyTauMAata Ha nybauMyHUTE agMUHUCTPaALMK WU
y4YacCTHMUMTE Ha Nasapa, CBbP3aHU C MHUNAEHTUTE, KaKTO M Ada 6bae rapaHTMPaHO afeKBaTHO
CaHMTapu3upaHe Ha MHPOPMALMATA M KOHOUAEHLMANHOCT 0 OTCTPaHABaHe Ha NpobuBUTe;
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BcuukM opraHusaumMm WM UHCTUTYUMM C OTFOBOPHOCTM NO YNpaB/ieHue, CTOMaHWUCBAHE,
€KCMN/I0aTMPaHe M Pa3BUTME Ha PA3IMYHM CETMEHTU U pecypcu B KMbep MpOCTPaHCTBOTO A3
YCTAHOBAT CbOTBETHU BbTPELIHM KOMYHUKALMOHHW NOAUTUKM, NpoLeaypu N MexaHU3mm, KOUTo
OCUrypsaBaT CBOEBPEMEHHA OCBEAOMEHOCT Ha PbKOBOACTBOTO 33 3aMnaxum 3a Kubep curypHocTTa
N CbCTOAHWETO Ha NOBEpPEeHUTe MM CUCTEMU U Pecypcu, OLLEeHKa B KOHTEKCTa Ha HauMOHaHaTa
Knbep KapTuMHa (noaabprKaHa OT HaumoHanHaTa mpexa HKOMKC), KaKTo M cBOEBPEMEHHO
CbrnacyBaHe Ha yrnpaB/JEHCKO HUBO M Ype3 NnatpopmMmuTe 3a cnogensaHe Ha MHGopmaums (B TOUKa
4.4.1) 3a ocurypsBaHe Ha CBOeBpPeMeEHHA MHPOPMMPAHOCT Ha ObLWECTBEHOCTTa Ype3 mMmeaum,
COLMANHU MPEXKN WU APYTUN KAHANU.

4.4.5 CueypHa, ceobodHa u HadexdOHa uHmMepHem cpeod

KomneTeHTHUTE AbPXKABHU MHCTUTYUMM B LUMPOKO B3aMMOLENCTBME C HEMNPaBUTENCTBEHUTE
opraHmsaumn®” u Ha 6asata Ha NPENoOpbKUTE Ha CBETOBHMTE WHTEPHET OpraHM3aumMM Aa
NpoAb/KAT Aa pPa3BMBAT YMNpPaB/ieHWMETO W CTOMAHUCBAHETO HA [AEeMHOCTUTE CBbP3aHU C
ynpasnaeHne n AOCTbNHOCTTA Ha rpaXk4aHu n b1U3Hec J0 MHTEPHET CBbP3aHOCT U MHbOoPMaLMA,
KaTo pa3BmMBaT epeKTMBEH perynatopeH U camo-perynaTopeH mMexaHM3bM 3a rapaHTUpaHe Ha
6anaHca mexay AOCTbMNHOCT U HALEMKAHOCT, CUTYPHOCT M NMOBEPUTENHOCT, 3alUTa HA IMYHUTE
OAHHW M YyBCTBUTENHA MHOOPMALMA U AENHOCTUTE B MHTEPEC HA HAUMOHANIHATA U KOJIEKTUBHA
CUTYPHOCT - 0COBEHO BHMMAHWe cneaBa Aa ce obbpHe Ha 3anasBaHETO Ha HedOopMaNHUTE M
NoO/3BaLLM Ce C AOBEPUE U FTONAMO ODOLLECTBEHO BAUAHME KaHAW 3a coAensaHe Ha MHopmMauma
MeXAY Y4aCTHULMTE HA Na3apa, KaKTo U Mexay Ny6ANYHMA U YaCTHUA CEKTOP;

AzanTupaHe M M3NPeBapBaLLO Pa3BMTME M NPUAAraHe Ha NPEnoOpPbKUTE Ha MeXAYHapOoAHUTe
MHTEPHET MHCTUTYLUUU U OPraHM3auuM — AeMOKPaAaTUYHOTO pPa3BUTME W YMpPaB/ieHMETO Ha
WMHTEPHET NPOCTPAHCTBOTO Aa Hapeau Penybaunka bbarapua nsmexkay nbpBuTe AbpiKaBy B CBETA
C MbAHO M3rpageHa MHOPACTPYKTYpPa 3a CUTYPHA KPUNTUPAHA KOMYHUKaAUUA U Banupauma Ha
MHTepHeT AomeiHuTe (KaTo nHmumatmueuTte ,https-only” n DNSSEC);

BbBeKAaHe Ha MePKM 33 OCUTYPABAHE Ha HAAEKAHOCT, AOCTBNHOCT U CUTYPHOCT HA OTBOPEHUTE
AaHHM (open data) — npunaraHe Ha cneundUYHU U3UCKBAHUA U CTAaHAAPTM KbM AOCTaBYNLMUTE
(Ny6anuHM 1 yacTHU) 1 6azmpaHUTe Ha OTBOPEHW AAHHU CMCTEMM U yCayrn®e,

4.5 Pa3sutue 1 nogobpAaBaHe Ha perynaTopHaTa pamMmkKa

enu.:

CI'IeLI,Md)MKaTa N gWHaMWUKATa Ha Pa3BUTUE Ha 06Ll.l,eCTBOTO M npeHacAHe Ha OCHOBHU ,ﬂ,eVIHOCTM B

KMbepnpoCTpPaHCTBOTO M3MCKBAT aAeKBaTHA, MOAEPHA M aAanTUBHA NPaBHA U perynaTtopHa pamKa
3a onpeAensiHe Ha POAU U OTFOBOPHOCTM HAa y4yacTHUUMTE B KMbBeEp MPOCTPaAHCTBOTO, KOATO Aa
ocurypu epeKTMBHO M epUKACHO B3aMMOLENCTBME MEXKAY BCUYKMN 3aMHTEPECOBAHM NLa, 3aWMTa Ha
LEHHOCTUTE U OCUTypPsiBaHE Ha CUTYpPHA M HaZeXAHa cpena 3a YCTOMYMBO PasBUTME Ha rpaykhaHu,
6U3HeC M AbprkaBa. XapMOHM3aUMA C HOpMaTMBHaATa 6a3a Ha MeXAyHapoaHWUTE OpraHM3aunmn u
NapTHbOPCTBA 33 Mb/JIHOLEHHO Pa3BUTUE HA KONEKTMBHATa KMBep 3alumnTa M U3NbJHEHME Ha NOeTUTe
aHraxkmmeHTn (kbm EC, HATO 1 gpyrv aBYCTPaHHU, PETMOHANHN U MEXAYHAPOAHM CNOPasyMeHus).

57 UnTepHeT o06wwectBo, MKT 1 copTyepHM acoumaumm, MHTEPHET A0CTaBUMLM M AOCTABUALM Ha €/1EKTPOHHM
ycayru, 6usHec 1 paboTonaTenckn opraHmsaumm

68 BB Bpb3Ka ¢ npunaraHeto Ha Jupextnsa 2013/37/EC Ha Esponelickua napnameHT 1 Ha CbseTa oT 26.06.
2013 oTHOCHO noBTopHaTa ynotpeba Ha MHPopmaumaATa B 0bLiecTBeHUs cektop u Pewerne Ne 103/2015r. Ha
MC 3a CnncbK ¢ Habopu OT AaHHM MO NpUopPUTETHM 061aCTH, KOUTO Aa ce Nyb6AnKyBaT B oTBOpPeH dopmaTt
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Mepku:
4.5.1 OcvsepemeHAsaHe Ha npasHamMa u pe2ynamopHa pamea

e [lo uHnuymatmea Ha CoBeTa no curypHoctTa npn MC n nog pbKoBOACTBOTO HA HAaUMOHanHUA CoBeT
3a KnMbep ycTonumMBOCT Aa ce u3Bbpln obuy npernes M 0606WM CbCTOAHMETO Ha MpaBHaTa M
HOpMaTuBHa 6a3a, AEMNHOCTM U MHUUMATUBKM B MPOLEC HA M3NbJHEHME, UAEHTUPULMpPAHUTE
NPOMNYCKM, NOETUTE aHFAXKMMEHTM C BK/IIOYBAHE Ha BCUYKM 3aUHTEPECOBAHM CTPAHM 33 pas3BuTUe
Ha afeKBaTHA NpPaBHA OCHOBA, PEeryaTOpHU MEpPKU U MeXaHU3MM 3a camo-perynauma —
pernameHTMpaHe Ha AeMHOCTUTE, 33434MTe U OTTOBOPHOCTUTE Ha Pa3/IMYHUTE OPraHM3aLNOHHU
CTPYKTYpPU B CbOTBETCTBME C MOAeNa 3a PYHKLUMOHMPAHE Ha HaLMOHA/NHA cUCTeMa 3a Kubep
CUTYPHOCT U NPUHUMNUTE Ha CnogesieHa OTFOBOPHOCT M KOOPAUHUPAH OTFOBOP, MeXaHM3MUTE 3a
cnogenAaHe Ha UHGOPMaLMA U B3aUMOLENCTBMETO HA NYBANYHMA U YACTHUA CEKTOp, NyH6ANYHA
OTYETHOCT M OTTOBOPHOCT BbB BPb3KA CbC M3Mb/IHEHUE HA 3a4b/IKEHUA U NpeanpuveMaHe Ha
MepPKM 3a Knbep 3alunTa, TpeTUpaHe Ha BCUYKM 3BEHA OT BEPUIUTE Ha CBbP3aHOCT U Cb3aBaHe
Ha fo6aBeHa CTOMHOCT B LnMppoBaTa MKOHOMMKA M 06LLECTBO;

e XapMOHM3MpPaHe Ha HALMOHANHOTO 3aKOHOAATE/NCTBO U HOpMaTUBHA 6a3a cnpsmo ToBa Ha
€BpOo-aTNaHTUYECKUTEe NapTHbOPU C oOrfes TeHAEeHUMUTe B pPas3BUTME Ha 3aniaxuTe,
310yMULUNEHUTE U MPECTbNHU AEUCTBMA W pernameHTUpaHe Ha CbBMECTHM AeWCcTBMA 3a
npeseHuMs, NPOTMBOAENCTBMNE M NpaBonpunaraHe®;

e [lpernes v ocbBpemMeHABAHE HA NPaBHATA PaMKa M CaHKLMUTE CBbP3aHMU C Pas3/INYHMN BULOBE U
KaTeropum Ha 3710BpeaHuN aenctema unum besaeiicteme B Kubep NpoCTPaHCTBOTO CNPAMO BCUYKMU
cyb6eKTH, rapaHTMpaHe Ha aaeKBaTHA HaKasyeMoCT U MEPKU 3a NPEBAHTUBHO Bb34EUCTBUE;

e 3aKOHOZATENHO MOACUIYPABAHE Ha CBOEBPEMEHHOTO pasc/eABaHe Ha Kubep npecrbnaeHms,
CbobpasHO TAXHaTa cneundurka M NPOABAEHME KATO CAaMOCTOATENHU WM KATO eNleMeHT OT
XxMbpuaHn Bb3AENCTBMA, U KOOPAMHUPAHN MEPKM 33 PpaHHO uaeHTUULMpaHe, OTKPMBAHe Ha
M3TOYHULUTE U NPEBAHTUBHU MEPKMU;

e (Cbobpa3HO BMCOKATA CTeMeH Ha OOLeCTBEHA 3HAYMMOCT M 3anjaxa 3a CUTYPHOCTTA Ha
06LLEeCTBOTO M AbpKaBaTa, aKTyann3npaHe M 3aBMLIABAHE HA CAHKUMUTE 33 NPECTbMHU AEAHUA
CNPAMO KPUTMYHATA KOMYHMKALUMOHHA U MHPOPMALMOHHA MHOPACTPYKTYpa, ynpaBieHMe Ha
KPUTUYHU MHOPPACTPYKTYPU U Bb3LENCTBMA B KMBEP NPOCTPAHCTBOTO C NOCAEACTBUA OT rofAM
MaLab;

e /I3non3BaHe Ha MeXXAYHAPOAHUA ONUT U METOAMKM NO NpUaraHe Ha MeXAyHapoAHOTO NPaBo B
obnactra Ha Knbep curypHoctTa n knbep otbpaHarta’s;

e OcurypsasaHe Ha 6anaHC Mexay MepKUTe BbB BPb3Ka CbC CUTYPHOCTTA Ha KMbep NpoCcTpaHCTBOTO
N HAUMOHANHATA CUTYPHOCT M 3alUMTaTa Ha NEPCOHANHUTE AAHHW U HEMPUKOCHOBEHOCTTA Ha
JIMYHOTO NPOCTPAHCTBO Ha rparKAaHu U b1U3Hec — AeCTBUATA U MEPKUTE Aa Ce Cbr1acyBaT cnep,
ocurypseaHe Ha 06wo pasbupaHe M obuiecTBeHa NOAKPena, U KaTO BaXKeH eflieMeHT OT
noBuLIaBaHe Ha ob6LwaTa Knbep KyaTypa v cnogeneHa oTroBOPHOCT;

e M3BbpLIBAHE Ha NePMOANYEH Npernes U npeanpueMaHe Ha U3npeBapBaLLy MepKU U AeACTBUA
BbB BPb3Ka C AMHAMMKATa Ha pa3BUTUE HA AeMHOCTUTE B KMbep NpOoCTPaHCTBOTO;

e YcTaHOBABaHE Ha MNpaBHa WM HOpMaTUBHA 6a3a 3a pas3BUTUE Ha eDEeKTUBHM MyBAUYHO-YACTHU
naptHbopctBa (MN4YM) B obnactta Ha KMbep cuUrypHOCTTa M OoTOpaHaTa 3a OCUrypsiBaHe Ha

8 Nupektusa 2013/40 Ha EBponeiickna napnameHT 1 Ha CbBeTa OTHOCHO aTakuTe cpeLly MHPOPMaLMOHHUTE
Cuctemu - NnpeanprMeMaHeTo Ha NOAXOAALWM MEPKU 3a No-eDeKTMBHATA UM 3aLLMTa OT KMbep aTaku, Aa ce
noao6pu CbTPYAHUYECTBOTO MEKAY KOMMNETEHTHUTE NpaBonpuaarawm u cbaebHn opraHn B Cbtosa, Aa ce
334MTaT NpaBaTa Ha YOBEKA M OCHOBHUTE cBOOOAN Ha rpaXKaaHuTe

70 LlenTbp Ha HATO no knbep ot6paHata — CCDCOE, B rp. TanuH, EcToHua
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Mb/IHOLEHHO BKAOYBAHE Ha AbpPKaBHU M OBM3HEC OpraHM3aLmn 3a U3rparkaaHe Ha HauMoHaNHaTa
mMmpexka 3a Kubep curypHoct (HKOMKC) cbC CbOTBETHUTE MEXaHM3MM 3a CNoAenAHe Ha
MHpopMaLMA N OTTOBOPHOCTU, BKOYMTE/IHO U 33 PernameHTMpPaHe Ha BpeMeHa 3a A0oK1aaBaHe,
peaKkuma U CbOTBETHM CaHKLUK;

4.5.2 YcmaHossasaHe Ha echeKkmuseH MexaHU3bm Ha pe2ynauus, Camopeynayus u cepmugpuKkayus

e [lpu pa3BuTUE Ha NpaBHaTa M HOpMaTMBHa 6a3a Aa ce cieaBa NPUHUMMNAG Ha afeKBATHOCT Ha
MepPKUTE CnNpAmMo edeKkTa OT Bb3AEUCTBMATA U PUCKOBETE, KAKTO W CbOTBETCTBME C
Bb3MOXHOCTUTE, Mallaba M obxBaTa Ha pPas3/IMYHUTE KaTeropumM opraHusauuu (nybauyxu,
6usHec, oblecTBeHu);

e [lpunaraHe Ha KOMMNEKCEH M LANOCTEH NOAXOA 33 PasBUTME HA CbOTBETHUTE MEPKU W
PerynaTopHM MeXaHW3MM, KaKTO M [OMb/iBaHE Ha [AeWCTBalWuMTe TakMBa B MOCOKa Kubep
CUTYPHOCT M YCTOMYMBOCT - peasiu3mMpaHe Ha banaHcMpaH NOAXO4 MEXAY PEXKMMA Ha perynaumsa
M camoperynaums, ypes MHOOPMUPAHO NPUEMaHe Ha NPEeAOCTaBEHUTE Bb3MOXKHOCTU U PUCKOBE
OT BCMYKM YYaCTHUUM B MpPOLLECUTE U CbOTBETHO Ha TPWUTE OCHOBHW KaTeropum cbobpasHo
OTYMTAHE Ha MAacOBOCTTa M 06xBaTa Ha Bb3MOXXHM HEraTUBHU Bb34eNCTBUA:

O 3agb/KUTENIHU HOPMATMBM (3aKOHW, Hapeabu), CTaHAAPTU — MNPUNOXKMM 33 MPEXU U

cMcTeMM  Ha AbPXABHOTO yMpaB/ieHWE, KPUTUYHU  MHOPACTPYKTYPU, KPUTMUYHU
KOMYHUKAUMOHHM UM MHOOPMAUMOHHM CTPYKTYPU, AbPXKABHO PEryMpaHu CEeKTopu U
pecypcu;

O KOMBUHMPaH 3aAb/MKUTENHU/A06POBONHN - CEKTOPHU PErnameHTU M NPUeTH CTaHZapTy,
613HeC 1 ycnyru ¢ ronemm mawabu n edpekT BbpXy ronemu rpynn U KaTeropum rpaxaanm un
Bb3HMKBALLUTE HOBW LMDPOBU eKocuctemMun n BUsHec Bepuruy;

o pobpoBonHM M Ha 6asaTa Ha O0CBeAOMEHOCT, HedopMmasHM NpaBuaa U NPENOPBKU, Knbep
KYNTypa - Manbk M cpeaeH BUsHec, YaCTUYHM MEPKKU 3a camoperynauma no Bepurute Ha
O0CTaBKK, M NpUNaraHe Ha pasymeH 6anaHc mexay HaCbpUMTENTHU MEPKM U CaHKLUMK;

o [lednHMpaHe Ha cneumMPrUHM pernameHTUpaLLM U HOPMATUBHU NAKeTM 3@ OCHOBHUTE YY4ACTHULMU
OT CTpaHa Ha WMHAYCTpMATA M OBU3Heca B HAUMOHANHATA cuctema 3a Kubep CUrypHOCT U
KoopanHupawata mpexa HKOMKC — goctaBymum Ha MHTEPHET CBbP3aHOCT M YCAyrK, onepaTopu
Ha KPUTUYHU KOMYHUKALMOHHU U MHOOPMAUMOHHU MHPPACTPYKTYpU (CbobpasHO MepKuTe B T.
4.2.4);

e Ha 6a3ata Ha AMCKYCUA C BCUYKKU 3aUHTEPECcOBaHM CTPaHK, onpeaenaHe Ha rpynu oT CTaHAapTy,
YCTQHOBEHU MEXAYHAPOAHU MOAEnNu, MPaKTUKM U MeTOAMKM 33 yHMOMUMpPAHA OUEeHKa Ha
KaTeropmmTe pMCKOBE, HMBATA HA 3aMnaxu M CTeneH Ha Bb34eNCcTBMe NpU MHLUMAEHTU, HUBOTO Ha
ANTUTaANHA 3aBUCMMOCT U KPUTUYHOCT 3a BU3HEC npoLecute 1 NpuaaraHeTo UM 3a onpeaensiHe
Ha MMHUMATHU U3UCKBAHUA 33 PA3/IMYHUTE KOMYHUKALMOHHUTE U UHOOPMALMOHHN CUCTEMU U
€IeKTPOHHWN YCNYTU, KAaKTO U CbriacyBaHe Ha J06POBO/IHM M CaMO-perynpaliym MepKu KaTto
OCHOBHO KOHKYPEHTHO NPeauMCTBO B UMPPOBOTO O6LLECTBO M MKOHOMMUKA;

e CTMmynupaHe Ha pa3BUTMETO W MNpPWUIAraHeTO Ha afEeKBAaTHM CXeMW 33 OueHKa (oawur),
cepTudMKaLMA U aKpeAUTALUA HA OpPraHM3aLuKn, CNoCoOHbHOCTU U CcUCTEMU:

O Ha HMBO opraHusaumm (Ny6AMYHN M YACTHU) U cNeunanmcTn — Ha 6asaTa Ha YCTAaHOBEHU U
MeXAyHapoaAHO MNpU3HATM CTaHZ4ApTW, MOAEeNu Ha 3pAnoCT M PbKOBOACTBA 32
npunaraHe’!; moaenn Ha KOMNETEHTHOCTM M OLEHKA Ha NpodecnoHanHa KBaauduKaums;

O Ha HMBO CEKTOPM M HALMOHANHA CUCTEMA 3@ CUTYPHOCT — NpueTn cneumdryHm CTaHgapTm
W YTBBPAEHM MU3UCKBAHWA 33 OMepaTUBHA CbBMECTMMOCT U 3a BKAoYBaHe B HKOMKC,
APYTU YyTBBPAEHM MAN J,0OPOBONHO NPUETU Ha NPUHLMNA HAa CaMoperynaums;

1 Kato ISO/IEC 2700x, 27032; BS 25999 u ISO 22301; ITIL v ISO 20000; COBIT; CERT-RMM; PCI DSS u gp.
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O MEXAYHapOAHO HMBO — B CbOTBETCTBME C U3UCKBAHUATA M CTAHZAPTUTE, cepTUdUKaLmMA u
aKkpeguTauma 3a B3ammopgencteme cbc cuctemute Ha EC, HATO n apyrv napTHbOPCKM
OpraHM3auum n obpKasu.

4.6 3acunBaHe Ha NPOTUBOAENCTBUETO HA KMbep NpecTbnHOCTTA

enu:
Lien 1: YcTtaHoBABaHe Ha epeKTMBEH M edMKaceH Npouec Mo NPeBeHLUA U 3aLMTa, peaKkumsn,
pa3scnepBaHe M aAeKBaTHO NpasBonpuaaraHe

Lien 2: MNosunwaBaHe Ha opraHM3auMoHHa 6a3a n cnocobHOCTUTE Ha OpPraHUTe 3a pasKkpuBaHe,
pa3cnepBaHe U CaHKUMOHMpPAHEe Ha NPECTbNHU AEeMHOCTM B KNbep NpOCTPaHCTBOTO, M YCTAHOBABAHE
Ha e(pEeKTUBHO B3aMMOAEUCTBME C BCUMKU 3aUHTEPECOBAHU CTPaHU (Ny6anYHM M YacTHM) OT
HaLMOHaNHaTa cucTema 3a Kubep curypHocr.

MpaBonpuniaraHeTo n 6opbaTa c KMbep NPecTbNHOCTTA € BTOPUAT OCHOBONoO/1arawy, cronb Ha Knbep
CUTypHOCTTa cbrnacHo EBponeiickaTta cTpaterus 3a Kubep curypHocT. MKOHOMUYECcKMTEe, MaTepuanHu
N MOPaNHU LWETU, NPOMU3TUYALLN OT KMBEep NPecTbNHU U 31I0HAMEPEHU AENCTBUA HaManABaT CUIHO
A0BepUneTo Ha 06LwecTBOTO B LMPPOBUTE U €NEKTPOHHM YCAYTU U PAa3BUTUETO HAa MOAEPHO 0bLWwecTBO
N MKOHOMUKa. Knbep npectbnHu Bb3AENCTBUA Ca peasiHa 3an/axa 3a YOBELLKUA }KUBOT U }KUSHEHMN
pecypcu B ocobeHo ronam pasmep. LLinpokata ocBegomMeHOCT 3a pUCKOBeTe cpeq, 06LLecTBoTo e oT
N3KNIOYMTENHO 3HaYEHMeE 3a MPEeBEeHLMATA Ha TO3M BUA, NPECTbNHOCT. AapecMpaHeTo Ha npobaemuTe
CBbP3aHM C NOCTOSAHHO Pa3BMBaLLMTE Ce NMLA Ha KMbep NPecTbNHOCTTa € BaXKHO 33 BCUMYKM HMBA Ha
obpa3oBaHMeTOo M 0bLLaTa 0CBEAOMEHOCT, KaTo BHMMaHMe TpabBa Aa ce 06bpHe Ha NoApacTBaLLuTe,
KOUTO BCE MO-UHTEH3UBHO ,,}KUBEAT” BbB BUPTYaIHOTO MNPOCTPAHCTBO.

MepkKu:

4.6.1 [lpeseHyusa Ha Kubep npecmvnHocmma

e [loBMwaBaHe Ha MHMOPMMPAHOCTTA Ha OOLLECTBOTO 3a CblUECTBYBAWM M HOBOBB3HWKBALLM
KMbep 3annaxv u CBbpP3aHUTE C TAX €CKaZMpaLlM Bb3MOXKHOCTU 33 NPECTbMNHU AeAHUA CpeLly
rpaxkgaHu, busHec, obLWecTBO U AbPKaBa;

e W3cnepBaHe, aHanu3 U geduHUpPaHe HA MEpPKM U OeNCTBMA 33 NpeBaHTMBHATa 3awuTa, OT
CblUECTBYBALLM M HOBOBb3HUKBALLM 3aM/1axu1, U CbINacyBaHOCT C 0bWMTE MepPKM 3a NOBULLIABaHE
Ha mpeXoBaTta U MHPOPMALMOHHA CUTYPHOCT M YCTOMYMBOCT Ha HEMO3HATU Bb3AENCTBMA U aTaKU
(onucaHn B 1. 4.2.1);

e CbTpyaHM4YecTBO 4Ype3 Nyb6AMYHO-YACTHM NAPTHLOPCTBA, C Or/fed Ha B3aMMOCBBP3AHOCTTA U
B3aMMO3aBUCTMMOCTTA Ha CbLLECTBYBALLMTE U U3rparkgaHUTe MHOPACTPYKTYpa M ycayru B Knbep
NPOCTPAHCTBOTO M TAXHATA 3aLLMTa;

e OcurypsaBaHe Ha BUCOKN HMBA Ha 3aLLMTEHOCT Ha NOTEHLMAHO 3an1alleHnTe 06eKTu;

e B3aumoaencTBME M aHrAXKMPAHOCT Ha HENpPaBUTE/NICTBEHM OpraHM3aumm, BU3Hec acoumaumnmn m
06WHOCTHN, 06pa3oBaTENIHN MHCTUTYLMM 32 LLe/IeHAaCOYEHN NPOrpaMm Kbm Pas/IMYyHKU Tpynu oT
HaceneHMeTo C orfef TAXHATa PONA M YA3BMMOCTM B KMbBep MPOCTPaHCTBOTO, C OCOBEHO
BHMMaHME KbM MoApacTBalLUTE, TAXHATA MNPUCTPACTEHOCT U 3aBUCMMOCT OT AUTUTANHOTO
NPOCTPAHCTBO M cnaba ocBeAOMEHOCT 32 MHOTFONMKUTE KMbep NPecTbnHU AeAHUA, KaKTo M 33
HaKa3yemocTTa Um;

e [lpoBexaaHe Ha KaMNaHWA M CUCTEMATUYHM MEPKW 33 OrpaHMyaBaHe Ha W3MNON3BAHETO W
Pa3nNpPOCTPAHEHMETO HA HENUUEH3UPAHWU AUTUTAaNHU NpoayKTM (codTyep, meama) — oT egHa
CTpaHa Te NpeAacTaBnABaT NMpecTbl/ieHMe MO OTHOWEHWE HA aBTOPCKM npasa (T.e. ,undposo
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npecTbnaeHne”), Ho OT Apyra NPeAcTaBAABAT CEPMO3Ha 3an1axa (KaKTo U cUrypHa rapaHuma) 3a
pa3npoCTpaHeHME Ha 3/10BPEAEH Ko M NocneaBaliy HeIeTMTUMHU AeNCTBUA (BKIOYMTENTHO U
,CbydacTne” B Knbep npecTbnHM AeaHus B ronam mallab, ypes 60OT-HET MpeXu, OTKpagHaTa
MAEHTUYHOCT U Apyru).

4.6.2 [losuwasaHe aBMUHUCMPAMUBHUSA, OP2aHU3AYUOHEH U MEXHUYeCKU Kanayumem u
cnocobHoCmu Ha KOMnemeHmMHumMe cCmpyKmypu
YcTonumBaTa TEHAEHLMA KbM HAapacTBaHe 6pos Ha KOMMNIOTbPHUTE U KOMMNIOTbPHO-CBbP3aHUTE
npecTbnaeHua, KakTo 1 BCe NO-AeCHUA AOCTbM Ha NPaBoOHapyLWUTeAn 40 CpeacTsa 3a U3BbpLUBaHe

Ha TaKMBA NpPEeCTbNIeHUA, BKAOYMTENHO U NPeLoCTaBAHETO Ha KMbep NpecTbnHU yCayrn u NecHo

[AOCTbMHU TEXHUYECKM CPeacTBa’2, BOAM A0 HEBb3MOXHOCTTA 33 NPaBW/Ha U HaBPEMEHHa peakuus

OT CTPaHa Ha NPaBOOXpPaHUTENHUTE U NpaBonNpuAarawmTe opraHn. BMeHeHOTO Ha Te3u CTPYKTYpu no

3aKOH 3a4b/IXKeHWe 3a npecsegBaHe M HaKka3BaHe Ha NpaBoOHapyWwUTenn e TpyAHO U3NBAHUMO, U

M3MCKBA KOMMJEKC OT MepKM 3a MoBMUIIABaHEe Ha aAMWUHUCTPATUBHUA, TEXHUYECKU U

OpraHu3auMOHeH KanaumTeT u cnocCoObHOCTU Ha Te3n CTPYKTYpu:

e OcurypsaBaHe, KaKTO Ype3 U3M013BaHE Ha CbLLECTBYBALLMTE METOAM 33 0ByyYeHMe Ype3 Ny6aANYHO-
YaCTHM NapPTHLOPCTBA, Taka M 4Ype3 HOBM TaKMBA, HA BUCOKM HUBA Ha KOMMETEHTHOCT Y
aHraXkKMpaHuTe ¢ NPOTUBOLENCTBMETO HA KMbep NpecTbnHOCTTA CAYXKUTENN;

e BbB Bpb3Ka C yCTOMUYMBaTa TEHAEHUMA Ha pacTex Ha Kubep npecrbnaeHusaTa e HeobxoaMMO
aKTya/NM3MpaHe Ha HeobxogMMUTe pecypcu U pamka - Bpon cayKuTenuTe, HATOBApPEHU C
NPOTMBOAENCTBMETO M N CbBPEMEHHO TEXHMYECKO 0be3neyaBaHe Ha KOMMETEHTHUTE CTPYKTYpPH,
NPAKO aHTa*KMPaHWU C NPOTUBOAENCTBMETO HA KMbep NpecTbnHOCTTa;

e [logcurypasaHe Ha edeKTMBHA M aAeKBaTHA CTPYKTyYpa 32 3a40BOMIABAHE HyXAWUTE Ha
npasonpuaarawmTe U NPaBoOXpPaHUTENIHUTE OPraHU OT HaBpeMeHHW U U3yepnaTeHN aHaAn3mn
Ha KOMMIOTbPHU U MHPOPMALLMOHHN CUCTEMMU;

e C uen noctMraHeTo Ha ePeKTMBHO U HaABPEMEHHO pa3cnenBaHe Ha Kubep npecTbnieHus c
MeXKAYHapPOLEH XapaKTep, NoBMLIaBaHe Ha MHGOPMALMOHHUA 0OMEH C NAPTHbOPCKU CTPYKTYpPHU
M opraHusauuu;

e CornepaHa TpaHCrPaHUYHMA XapaKTep Ha Kubep NpecTbnHOCTTA e HeoHX04MMO, aKTUBHO y4acTme
B PA3/INYHUTE MEXAYHAPOAHU U PErMOHATHU MHULMATUBM U NPOEKTUN 32 NPOTUBOLENCTBMETO U;

e Pa3BuTHE Ha LeHTbpa 3a 6opba ¢ Knbep NPeCcTLNHOCTTA KaTo eANH OT OCHOBHUTE €/1IeMEHTU Ha
HaluMOHaNHaTa KoopAnHaumoHHa mpexka HKOMKC, ocurypaBaHe Ha HenpeKbcHaTa ycayra (24/7)
W NpunaraHe Ha MHMUMaTMBaTa 3a “e-SOS” (Mnum ,Kknbep 112“) 3a peakuuma Ha curHanu 3a Kubep
npecTbnNieHUa U onepaTMBHO U TEXHUYECKO B3aMMOALENCTBME C HALMOHANHU, PETMOHANHU U
MeXKAYHapPOAHN OpraHM3aumMn 1 opraHu (cvrnacHo Mogena onucat B 1.4.1 u Gurypa 2).

4.7 Kubep otbpaHa 1 3awmuTa Ha HaLMOHA/IHATa CUTYPHOCT

enu:
Len 1: 3awmra n NpoTMBOAEACTBUE HA PA3/INYHM BUAOBE aTaKM U OPraHUM3MpaHU AEncTBUA C
AEeCTPYKTUBEH XapaKTep B KMbep NpoCcTpPaHCTBOTO, KOMTO 3aCTPaLLaBaT CUTYPHOCTTA U CTabUAHOTO
bYHKUMOHMPaHe M pa3BUTUE HA AbprKaBaTa M 06LLECTBOTO, KAKTO M MAPTHbOPCKM AbPXKaBW MO
CWaTa Ha B3aMMHM LOTOBOPEHOCTU U aHraxnmeHTn. Knbep atakute morat ga 6b4aT CaMoCTOATENHM
AN KOMMOHEHTU OT XMOPUAHM BBb3AENCTBUA WUAM KOMMNEKCHU KPU3M, C Pa3INYHU U3TOYHULM,
BK/IIOYUTENHO HENAEHTUPULMPAHM.

72 NpepocTaBAHM Beve 1 KaTo ycayra - Cybercrime-as-a-service
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Len 2: MocTMraHe Ha YCTOMYMBOCT KbM OpPraHM3MpaHU MmawabHu xmbpuaHu Bb3AeEicTBUA Ha
MHCTUTYLMOHA/IHO M HAaLMOHA/IHO HUBO, rapaHTMpPaHe U NoAAbPKAHE HAa OCHOBHUTE GYHKUUM Ha
Abp)KasaTa (ynpaBneHue, BU3HeC, rparkaaHu) U Bb3CTaHOBABAHE HA HOPMA/IHATa AEWHOCT.

MepKuTe 3a NOCTUTAaHeTO Ha Te3n LeAn M MOeTanHOTO MM M3Nb/iHeHMe CcbobpasHo BusmATta 3a
pa3sutne ,Kubep ycroitumsa bBbarapuma 2020 (1. 2) we gosene A0 NOBMLIABAHE Ha CUTYPHOCTTA U
YCTOMYMBOTO MU KOHKYPEHTHO pPa3BUTUE Ha FParkAaHCKOTO oblecTBo, bU3HeC 1 AbprkaBaTta B Knbep
NPOCTPAHCTBOTO. Te ca OpraHMYHO CBBbP3aAHU C PA3BUTUETO Ha HALMOHA/NHATA cuctema 3a Kubep
CUTYPHOCT U YCTOMYMBOCT, M C U3rparkaaHe Ha mMoAena 3a KoopauHauua U B3aMMOAENCTBME Ha
HaLUMOHaNHO HMBO (onucaH B T. 4.1), M ocurypABaT pa3BUTUETO B ABa acnekKra:

e 3awWmTa N KNbep ycTomuymMBOCT Ha KOMYHUKALMOHHUTE N MHPOPMALMOHHN CUCTEMUN, MPEKNUTE U
OpraHn3aumaATa 3a ynpasjeHne Ha HaLMOHaIHaTa OTOpPaHa U BbOpbXKEHUTe cuam Ha Penybamka
Bbarapua, U U3Nb/HEHWE HA aHFAXMMEHTUTE M aKTUBHO y4YacTue B pa3BUTMETO Ha CMNOCOBHOCTU
33 KOonekTMBHa oTbpaHa Ha cNOAENeHOTO Kubep NPOCTPAHCTBO C NAPTHbOPUTE U CbHO3HUTE
Abpxasu oT HATO n EC;

e OcurypasaHe Ha epeKTMBEH MeXaHMU3bM 3a 6bp3a M KOOpAUHMPAHA peaKkuua Npu mallabHu
Knbep M xMbpUAHM aTakM U KPU3M C BB3MOMKHM KaTacTpodasHM MNOCNEACTBUSA, KAKTO W
YCTOMYMBOCT Ha CUCTEMMUTE 3a YNPaABAEHMNE HA Y KU3HEHO BaXKHUTE pecypcu 38 GYHKLMOHUPAHE Ha
AbprKaBaTa 1 06W,ecTBOTO B M3BbHPEAHM CUTyaUUMN.

Knbep artakute u Bb3gencTeMa upes Kubep NPOCTPAHCTBOTO Ca CbLECTBEH e/leMeHT OT
CbBpeMeHHUTe XMbpuaHu moaenun 3a BogeHe Ha BOoMHa’3. dopmynupaHuTe LEAn U MepPKU B
HacTosiwaTta CTpaTerns ca B CbOTBETCTBUE U We 6baaT pa3BMBaHM U U3MbAHABAHM B Mb/IEH CUHXPOH
cbc Crtpaternsta 3a posata Ha HATO 3a npotmBogeiictBue Ha xmbpuaHusa Tvn BoMHa (2015),
nonutukuTe Ha EC, KakTo 1 B HauuMoHanHaTta CTpaTterusa 3a NPOTUBOAENCTBUE Ha XMBPUAHMA Mmoaen
33 BoZleHe Ha BOWMHa. Knbep otbpaHata e TpeTUAT ocHoBoMnoJaraw, cTba6 Ha Kubep cUrypHocTTa
cbrnacHo EBponelickaTa cTpaterua 3a Kubep curypHoct (2013r).

Mepku:

4.7.1 Kubep ombpaHa u 8b0pwbiceHuU cuau
MwuHucTepcTBOTO Ha oTbpaHaTa MMa BOAELLA PO/A 3@ OCbLLECTBABAHE HA Knbep oTbpaHaTta Ha

CTpaHaTa. 3a e¢deKTMBHOTO I peanusMpaHe e HeobxogMmo Aa ce noagbp)KaT W passuMBar

CbLLECTBYBALLUTE M A3 Ce U3rpaxKaaT HOBU BMCOKOTEXHO/IOFMYHK CNOCOBHOCTM 3a Knbep oTbpaHa,

cbBMmecTMMM ¢ Te3nm Ha HATO u EC, KaKTO 1 afeKBATHU CTPYKTYPHU U OPraHn3aumMoHHU pedopmu 1

pa3BMTME Ha PECYPCU, KOETO BKIOYBA:

e Pa3BuTME HAa NONUTUKUTE, BU3UATA 32 PA3BUTHE U PbKOBOAHU AOKYMEHTU 3a Kubep orbpaHa Ha
BbOPbHKEHUTE CUAU B CbOTBETCTBME C PA3rNeXLAHETO Ha KMbep NpOCTPaHCTBOTO KAaTo neta
obnact (neTn gomeiH) BbB Bpb3Ka C HaLMOHA/IHaTa CUTYPHOCT, U HEOBXOAMMOCTTa OT pasBUTUE
Ha afeKBaTHM CNOCOOHOCTM 3a 3aWMTa U aKTUBHO MPOTUBOAEMNCTBME HA XMOPUAHW 3annaxu,
Knbep M xmbpuaHu BOWMHM WU pasBUTUE Ha cbBeTa KomMyHWMKaAUMOHHA M MHOOPMALMOHHA
noaAapbKKa n Knbep otbpaHa ( KUMKO) kbm MuHUCTbPa Ha 0TOpaHaTa;

e PeannsnpaHe Ha UHBECTULMOHHM NPOEKTU 3a KMbep oTbpaHa 1 M3Noa3BaHE HA Bb3MOXKHOCTUTE
Ha 4yneHctBoTo HM B HATO m EC 3a yyacTme B CbBMECTHM MHULMATMBM U pasBUTME Ha obLy
KanauuTeT U cnoCcobHOCTM, BKAOUNTENHO MHMUUMaTUBUTE Ha HATO/EC ,MHTennreHTHa otbpaHa“,
,0beanHaABaHe 1 cnodensaHe”, KaKTo 1 BKAOYBAHE Ha NpoLeca No M3rpaxaaHe Ha cnocobHOCTH
33 Knbep otbpaHa B LANOCTHMA NPOLEC HAa OTOPAHUTENIHOTO NAAHMPAHE;

3 Onpepenenne B Peunuka (Mpunoxenue 3)
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e M3rpaxaaHe Ha onepaTUBEH LLeHTbLP 3a Knbep orbpana (milCIRC) no moaena v c nomoulTa Ha
ueHTbpa Ha HATO NCIRC, ocurypsBaHe Ha HenpekbcHaTo HabnwgeHwe (24/7) v nbaHa
onepaTtMBHA WHTerpauMa B HaumoHanHata mpexa HKOMKC, pa3sute Ha KONEKTUBHMU
CNOCOBHOCTM 33 peakuma Ha Kubep n xMbpuaHu Bb3eNCTBMA OT HALMOHANEH U MEXAYHAPOAEH
malab;

e KoopauHupaHo cnoaensaHe Ha MHPpopMaLMs 33 KWbep NHLMAEHTM M B3aMMOMNOMOLL, C AbPKABHU
nHctuTyummn, HATO n EC n cbTpyaHMYecTBo ¢ bM3Heca M akageMuyHaTa 06LLHOCT;

e l3rpaxkgaHe Ha eKcnepTeH KanauuteT no Kubep orépaHa u nosuMwaBaHe Ha NOArOTOBKAaTa Ha
JINYHUA CbCTAB, Ype3 NePUOAUYHM 0byueHUA 1 yyacTme B yueHUA B Ta3m 061acT, paswmpasBaHe
Ha y4acTMeTo B LieHTbPa 3a KomneTteHTHocT Ha HATO 3a knbep otbpaHa v ApyrM NapTHLOPCKMK

LEHTPOBE;
e [logobpaABaHe W pa3BUTME Ha B3aMMOALEWACTBUMETO C MHAYCTPUA U  U3CNE[0BaTE/ICKU
OpraHM3aummu, OocHOBaBaHe Ha Kiabctep ,Kubep oTbpaHa” — aKTMBHO BK/AOYBaHe B

mexayHapoaHu nporpamun Ha HATO u EC no nnHMA Ha n3cnefoBaTe/ICKU NPOEKTU, BbB BPb3Ka
eavHeH undpoB nasap, KakTo M nporpamata Ha HATO 3a napTHLOPCTBO C MHAyCTpuATa’®, 3a
CTUMyIPaHe U MeHTopPCTBO Ha MCI1, KakTo 1 KMbep-nHKybaTopU;

e ApanTupaHe M npunaraHe Ha mogena Ha EC’® 3a obeguHeHue MU cnopensHe Ha pecypcu Ha
HALMOHANHO HUBO 33 CMEeLMannCTU, TexHonormm, 6asa n pas3sutme Ha GOPMMUTE Ha AaHTAXKMPAHOCT
— M3MN0/13BaHE HA MEeXaHU3Ma 3a pe3epB Ha BbOPBIKEHUTE CUAM 33 Cb34aBaHe Ha creuuanmnsnpaH
2Knbep peseps” n gpyrn ¢Gopmu Ha aHraxkmpaHe Ha Kmbep cneumannctu oT MHAYCTPUATA,
akagemunyHuTe cpeam n npodecMoHanHuTe cpeam.

4.7.2 [Mpomusodelicmeue Ha xubpudHu 3anaaxu u Kubep mepopussem

e MepKu 1 cpeacTea 3a NOBULLIABAHE HA OCBEAOMEHOCTTA 3a UANOCTHATA cpesa OT a 3anjaxm u
CbCTOAAHMETO Ha KMbep KapTuHaTa Ha HaUMOHANHO HMBO (Ha 6a3aTa Ha HauWoHasHaTa MpeXka
HKOMKQC), pa3spaboTBaHe 1 BbBeXAaHe Ha YHUULMPaAHa U HadeKaHa CUCTEMA OT UHANKATOpKU
33 onepaTMBHaA OLIEHKa, pa3no3HaBaHe U NpeaynpexKaeHMa Ha HauMOHANHO HUBO (KaKTo U B
mpexunte Ha HATO m EC);

e MepKM 3a MoBuMLUEHA 3allyuTa, YCTOMUYMBOCT Ha CUCTEMMUTE 3@ MOHMUTOPUHI U KOHTPO/ Ha
HaUMOHA/IHUTE TPaHULM, KOHTPONHO-NPONYyCKaTeNHNTE NMYHKTOBE, KOOPAMHUPAHO ynpaBaeHue
Ha npuctaHuwa (B cvotsetctBue ¢ National Single Window)’®, netuwa, pbKoOBOACTBO Ha
Bb3AYLIHO ABUXKEHME, U OCUTYPSABaAHE Ha HEMPEKbCHATO OnepaTtMBHOTO B3aMMOAENCTBUE CbC
CboTBETHUTE CTPYKTYpM Ha EC, LLUeHreHckoTto npoctpaHcteo, HATO wn gpyrn napTHbOPCKM
OpraHM3aLum N MpPexu;

e Pas3BuTME Ha KOMOMHWpPaAHM MeEpPKM W CpeacTBa 3a uaeHTUPMUMpaAHeE M acouuMpaHe Ha
M3TOYHULUTE U U3BLPLUUTENUTE Ha XMOpUAHWM peicTBuA (KoMTo B npeobnagasaliata yacT
nsnonssat MKT n knbep NpocTpaHCTBOTO KaTo CpeACcTBO 3a Bb34eNCTBUE);

e PasBuTME Ha cnocobHOCTM 3a NPEBAHTUBHO U AKTUBHO KOOPAMHWPAHO MPOTUBOAENCTBME 3a
OrpaHMyaBaHe Ha BpegHUTe NOCNeACTBMA U NPeaoTBpaTABaHE Ha U3BbHPEAHU CUTyaLnu;

e YcTaHOBfABaHe Ha cneunduyHM onepaTUBHWU MpPOLLEAypPM U CpeacTBa 3a 6bp3o AencTeue npu
0c06eHO MHTEeH3UBHU arpecMBHU U OECTPYKTUBHU Bb3[EACTBMA OT TUMA Ha TEPOPUCTUYHMU
aKkToBe (C KMbep nnamn xmMbpuaeH xapakTep), HACOYEHM KbM KPUTUYHU MHOPACTPYKTYPU aTaku, u

74 NATO Industry Cyber Partnership - http://www.nicp.nato.int/index.html

7> EBponeiicka areHuus 3a otbpaHa (European Defense Agency, EDA) - http://www.eda.europa.eu/what-we-
do/eda-priorities/pooling-and-sharing

7 Directive 2010/65/EU National Single Window (NSW) for maritime transport
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Cb3ZaBaHe Ha CnocobHocTU 3a dopmuMpaHe Ha ekunu 3a 6bp3o pearmpaHe (RRT) cbc cmeceHa
KPOC-CEKTOPHA N MeXAyHapoaHa eKcnepTm3a;

e YCTaHOBABAHE HA KPUTEPUM M NPOLLEAYPU 33 yNpaBAeHUE, B3EMAHE HA PELLEHUA N TOTOBHOCT 3a
OTrOBOpP B U3BbHpPEAHU CUTYaLUMU M CbOTBETHU OPraHU3aLMOHHM M TEXHMYECKM CPeacTBa 3a
peannsnpaHe Ha HenpeKbCHATa 0CBEA0MEHOCT M KOHTPOJ1 Ha CUTYaLUMATA Ha HALMOHANHO HUBO
B LLe/IMA AMANA30H OT CbCTOSIHME HA NOBULWEHA MHTEH3UBHOCT U Malab Ha MHLMAEHTH, 3an1axa
OT KMbep n xMbpuaHa Kp13a, U3BbHPEAHM CUTYALMMU C XapPaKTEPUCTUKN U CTEMEH HA Bb3MOXKHO
Bb3aelncTene oT mawaba Ha Knbep mam xmbpuaHu BOMHW - CbINACyBaHOCT, KOOpAUHAUUA U
TEeCTBaHe Ha MEeXaHU3MWUTE 3a MoJiydaBaHe U NPeAoCTaBAHE HAa MeXKAyHapoaHa nomou, U
KONIEKTUBHU AEUCTBUA;

e PasBuTME M cneunanunslayma Ha bbarapmna KaTo LEHTbP 3@ KOMMNETEHTHOCT M BbPXOBU MOCTUMKEHUA
B 06/1acTTa Ha KMbep oTbpaHaTa 1 ynpasaeHue Npu Kpusn u xubpuaHu 3annaxm - Ha 6asata n
no mogena Ha MHOFoHaUMOHANAHUA LLeHTbP 3@ KomneTeHTHOCT Ha HATO 3a ynpasnaeHne Ha Kpu3u
n peakumsa npu 6eacteus 8 Copua’’, n nanonssaHe Ha BCUYKN Bb3MOXKHMU NPOrpamm U M3TOYHULLM
(EC, HATO, pBYCTpaHHM W MeXAYHApPOAHW NporpamMu) 3a pPasBUTMETO Ha LEHTpoBe U
nabopatopumm 3a U3yvyaBaHe U CUMyIMPAHE Ha CbBPEMEHHMUTE YCTOMUYMBM 3aMnaaxm, aTaku cpeLy
KPUTUYHN MHOPPACTPYKTYPU U METOAM U CUCTEMM 3a 3alLMTA, Pa3BUTME Ha Kubep ycTonumsum
codTyepHu u UKT cuctemu.

4.7.3 Kubep pasysHasaHe’®

e YcTaHOBABAaHE Ha MEXaHU3MM N TEXHUYECKM CPeACTBA 3a NOAAbPMKAHE HA aKTya/IHa KapTMHa
Ha Bb3MOMHUTE 3annaxm OT pa3nnMyeH mMmawab, N3TOYHUUM U XapaKTep (Knbep, xnbpuaHu),
TEHAEHLMN 33 Pa3BUTME B FEONONINTUYECKM KOHTEKCT M CbOTBETEH aHa/IM3 Ha HaLlMOHAIHaTa
Knbep KapTuHa, uHTerpmpaHe c HKOMKC;

e Pa3BuTME HA CNOCOOHOCTM 33 MoAMOMaraHe Ha YCTAHOBABAHETO Ha WM3TOYHUUUTE HaA
Bb34eNCTBUA NpU aTaku (“attribution”) n npeanpnemaHe Ha agekBaTHU GopMM 3a 3aLUMTa U
npoTUBOAENCTBUE.

4.8 [MoBuwWaBaHe Ha OCBEAOMEHOCTTa, 3HAHMATA U KOMNETEHTHOCTUTE U Pa3BUTHUE HaA
cTumyaumpaula cpeaa 3a uscnegBaHnMa M UHOosauun B obnacrtra Ha Kuﬁep CUTYPHOCTTA

enu:

Llen 1: NocTuraHe Ha BMCOKAa OCBEAOMEHOCT Ha BCUUKU LieNIeBU FPYNU U 3aMHTEPECOBAHU CTPaHU U
e[HaKBO pa3bupaHe M OLEHKA 3a 3anaaxuTe BbB BPb3Ka C HapacTBawaTa Bceobuwa AUrutanHa
3aBMCMMOCT M HeobXxooMMOCTTa OT afeKBaTHM MEPKM Ha BCMYKM HMBA 3a NOCTMraHe Ha
MHPOPMaALMOHHA M KMbep CUrypHOCT, pa3BuUTUE Ha 06Lia Kubep KynTypa.

Llen 2: BkntoyBaHe Ha acnekTu Ha KubepcurypHocTTa U npuaobreaHe Ha aAeKBAaTHU KOMNETEHTHOCTM
BbB BCUUKU HUBA U popmuM Ha ob6pasoBaHmue 1 0byueHuMe 1 Cb3gaBaHe Ha CneuymanncTu, NoaroTBeHm
Kagpu U Nnaepu 3a CUrypHO M YCTOMYMBO pPasBUTME Ha AWUIUTANHAaTa MKOHOMMWKA, O6LLECTBO U
AbpP)KaBHO ynpaBieHue B UundposaTa epa.

LUen 3: Cb3gaBaHe Ha bnaronpuATHa cpepa 3a pasBUTME Ha M3C/eABaHMATA M MHOBATUBHMU
NPUNOXKEHUA U NPeBpPbLLAHETO Ha bbarapua BbB Bogel, LEeHTbp 3a pa3paboTBaHe Ha Kubep
yCTOUMBM cucTeMu Ha 6baeLleTo.

77 NATO CMDR COE — NATO Crisis Management and Disaster Response Center of Excellence
78 Cyber Intelligence
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Mepku:
4.8.1 OcsedomeHocm, obpazosaHue u obyyeHue

AHra>kvpaHe Ha BCUYKM 3aMHTEPECOBAHMU CTPaAHM B NOBMLLABAHE Ha obLuLaTa ocBEAOMEHOCT U
pa3bvpaHe Ha Bb3MOXKHUTE OUPEKTHU WU UHOMPEKTHU MOCNEeACTBMA OT Knbep Bb34eNCTBUA,
NpPo6MBM B CUIYPHOCTTA U HEOPEKHOCT — BK/IIOYBAHE HA acNeKTUTe Ha Kubep xurueHata Karto
334b/KUTENHA ,,KOMMJIEMEeHTapHa ABOMKA" Ha npeaumcTBaTta UM yaobcrBata Ha AUrUTaIHATA
cpeAa BbB BCMYKM MpOrpaMum 3a CTMMy/JMpaHe Ha pasBMTMETO Ha uudpoBaTa MKOHOMMKA,
rpa*kAaHCKO MHPOPMALMOHHO 06LLECTBO, E/IEKTPOHHO YNpaBaeHNe, TEXHOIOTMN U MHOBaLMK;
MepKu 3a noBULIaBaHe Ha Knbep Kyatypata M OTFTOBOPHOTO M3M0/3BaHe Ha AUrntaneH obmeH
Ha MHPopMaLmAa, NpeaocTaBAHE M M3MOJ3BaHE HA €/1eKTPOHHU YCAYyrn No UANaTa Bepura Ha
OOCTaBKKN (Manbk, cpedeH u ronam bUsHec, rpaxKaaHu) n cb3gaBaHe Ha gobaBeHa CTOMHOCT, U
obuwiaTta u cnogeneHa oTrOBOPHOCT 3a KMbep xnrneHa — epeKTMBHO N3N0N3BAHE HA MEXAaHU3MUTE
n nnatpopmuTe 3a cnogensiHe Ha MHopmauma (pasgen 4.4.1) ;

[ob6aBsAHe Ha acnekTuTe Ha KMbep CUrypHOCTTa M OTFOBOPHOTO M 6e30nacHO M3Mo/s3BaHe Ha
nHTepHeT 1 KT B nporpammTe 3a Ha4Ya/HO U cpeaHo obpasoBaHue — epeKTUBHO 06BBP3BAHE C
npuaobusaHeto Ha UKT ymeHMA M KOMMNIOTbPHA rPamMOTHOCT, M3M0/3BaHETO Ha €/1eKTPOHHO
CbAbp}KaHWe N opMu Ha 0byYeHne, KOMOBUHALMA C U3BBHKAACHM U UTPoBK GopmMun Ha obyyeHue,
3acuiBaHe Ha B3aMMOAENCTBMETO M aHMaXXMPAHOCTTa HA MHAYCTPUSA, OOLLECTBO M CEMEICTBO;
[JonbnBaHe W pa3BUTME HA NeAarorMyeckuTe Nporpamm U obyyeHMETO Ha yuutenute M
npenoaaBaTennUTe Ha BCUMYKM HMBA C €/1EMEHTUTE Ha KMbep CUrypHOCTTa U Bb3NMUTaBaHe Ha
OTrOBOPHOTO U3no0s3BaHe Ha KT n nHtepHer;

OcbBpemeHsiBaHe U MOAEPHU3AUMA HA NporpamuTe B NPOPECUOHANHOTO U YHUBEPCUTETCKO
obpasoBaHue B ABe OCHOBHW HanpaBAEHUA:

O Cb3gaBaHe Ha cneuuanuctn 3a UKT, codTyepHa M TEXHONOrMYHA MHAYCTPUA, U B
pa3nnMyHUTE chepmn Ha mperoBa U MHGOPMALMOHHA CUTYPHOCT U KNbep yCTOMYMBOCT —
NMOKpPMBAHE Ha M3MUCKBAHMA 3a AM3alH U pa3paboTBaHe Ha KMbep CUrypHU MU YCTOMYMBMU
MHOOPMALMOHHN CUCTEMM (CUTYPHOCT , METOAM U NPUHUMNK 33 ,,CUTYPHO KoAmpaHe“,
OLeHKa Ha pUCKoBeTe, CTaHA4APTM U METOAM;

O AUruTanHu nugepu (e-nnaepu) u Kaapw 3a passBuBalLLaTa Ce AMIUTA/IHA MKOHOMMUKA U
WHTE/NIMFeHTHA chneumanus3auma Ha bbarapms, cbobpasHO HOBUTE TEXHONOTMYHM
TEHAEHUMN U U3NCKBAHMATA 33 KMbBep YCTOMYMBOCT Ha AUTMTA/IHO 3aBUCUMUTE BU3HEC
MoZenu, NPon3BoACTBa U YCAYTIU;

EdbektmBHO uM3non3eaHe Ha QopmuTe Ha NpoAbANKABAWWO o0bydyeHMe, A[ONbAHUTENHA
KBanuduKkauua v npekBannduKauma Ha BCMYKM HMBA 33 AOMb/BAHE M aKTya/M3MpaHe Ha
KOMNeTeHTHoCTUTe B chepaTta Ha Kubep curypHocTTa n nsnonssaHe Ha MKT BbB Bpb3Ka C 6bp30TO
pa3BUTUE Ha TEXHONOIMMU M NNAaTGOpMU U MPOU3TMYALLMTE HOBM OTFOBOPHOCTM W 3annaxu,
bYHKUMOHANHA M TemaTuyHa KBanMdUKaumMa B CbOTBETCTBME C YCTAHOBEHWUTE CTAHAAPTU M
cepTuduKayms;

Pa3BuTME M M3NON3BaHE Ha CbBPEMEHHM MEeTOAM W CPeacTBa 3a AOCTbMHO, AaTPAKTUBHO U
aHraxupaluio oby4yeHune Ha BCUYKM HMBA — NHOBATUBHO M3M0/13BaHE Ha BCUYKM MeAUMHN KaHaNu
N pasBMBalLM CE HEnpeKbCHAaTo GOPMM, COUMANHU MPEXKU, UIPOBU efleMeHTU U GopmMu Ha
CouManHa W KOMEKTMBHA aHraXKMpaHoCT, MOCTOSHHO AEWCTBALLM NPOrpaMm M KamnaHuu wm
BK/IlOYBAHE B CBETOBHM M €BPOMENCKM MHULMATMBM (KaTo mecel, Ha Kubep curypHoctta’®,
KOHKYPCH, ,,XaKaToHn").

7% European Cyber Security Awareness Month (October)
US: https://en.wikipedia.org/wiki/National Cyber Security Awareness Month
ENISA: https://cybersecuritymonth.eu/
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4.8.2 WU3cnedsaHusA, uHosayuu u Ou2umanHo nudepcmeo

CTMmynupaHe Ha pasBMTMETO HA M3CnefoBaTeNicka W HAyYHO-MPUIOXNKHA AEeUMHOCT B
CbBPEMEHHUTE W Npean3BUKATeENHM obnactu Ha WHPopmaumoHHata U UKT curypHocT u
Cb3,aBaHETO Ha YCTOMYMBU CUCTEMU U MOAENMU B CbOTBETCTBME € 0bnacTute Ha CTpaTermyeckarta
uscneposaTesicka nporpama 3a kKubepcurypHoct (EC)® — nogabprkaHe Ha BMCOKO HMBO Ha
MEXAYHAPOAHO CbTPYAHWYECTBO C BOAELWM CBETOBHM LEHTPOBE M CNEeuManmcTn u GoKyc Ha
ropewm M akTyasHn obnactm BbB Bpb3Ka C HacToAwMUTe M Obaewm npeamsBUMKaTeNCTBa,
TEXHO/I0TUU, PAa3BUTUE HA MHPPACTPYKTYpaTa, MeToauTe U MOAeINTe 3a U3MNO0N3BAHE;
AHTa*MPaAHOCT Ha BCUYKM 3aMHTEPECOBAHU CTPAHM 33 UAeHTUPULMPAHE Ha NepCneKTUBHUTE U
KPUTUYHM 06N1acTM M OCbLLECTBABAHE Ha MPOAYKTMBHA BPb3KA U B3aMMOAENCTBUME MeXAY
LEeHTPOBETE 32 HAYYHU U NPUIOKHN U3CNeABaHUA, aKaSEMUYHUTE 3BEHa, BogeLlmnTte copTyepHu
n UKT dupmun, n akafeMnyHM 3BeEHa B Pa3/IMYHN CEKTOPM U 06BbP3BaHE HA MArUCTbPCKU U
AOKTOPCKU NPOrpamm ¢ peanHu b61usHec U MHAYCTPUANTHU NPUNOXKEHUSA;

Cb3gaBaHe Ha eOdEeKTMBHM MEeXaHM3MW 33 aHra)KMpaHe Ha HayyHUA U M3CNefoBaTesICKU
noTeHuman (Kakto B bbarapua, Taka u oT YyK6MHA) 328 HAMMpPaHe Ha UHOBAaTUBHU peLUeHUuA 3a
AEVHOCTTa Ha Abp)KaBaTa U NYO6NAUUHUA CEKTOpP - €/IeKTPOHHOTO YMNpaB/ieHME WU YCAYrHu,
CUTYPHOCT Ha e-UAEHTUYHOCT U €/IEKTPOHHO F1acyBaHe, KPUNTUPAHE, CUFYPHOCT Ha 061a4HUTE U
MOBUAHW yCAYrKU, U APYrM BbNPOCK Ha KMbBep CUIypHOCTTA, KAaKTO M Cb3[aBaHE HA YC/OBUA U
nporpamu 3a GMHaHCMpPaHe Ha YCKOPEHOTO pPa3BUTME U BHeAPABAHE;

MpMopUTETHO Pa3BUTME N N3MON3BAHE HA MEXaHM3MU 3a NoAKpena (HaLuMOHANHWN, eBPOMENCKHY,
ABYCTPAHHU MpPOrpamu) M CTUMY/IMPAHE HA MeEXAYHapOAHO CbTPYAHWYECTBO BbB BPb3KA C
NPUOPUTETHOTO pPa3BUTME Ha uUMbpoBaTa MKOHOMMKA M MHOOPMAUMOHHOTO 0bwecTBo B
bbarapus;

PasButMe M cTMMynunpaHe Ha dopmuTe Ha NYBANYHO-YACTHU MAPTHLOPCTBA U KABCTEPU 3a
Cb3aBaHe Ha CMeCEeHU U3CNeA0BaTE/ICKM U NPUNOXKHN NabopaTopun, TEXHONOTMYHM NAPKOoBeE U
LeHTPOBE, KOMTO Aia Cb34aBaT Bb3MOXHOCTU M MOMaraT Cb34aBaHETO Ha KOHKYPEHTHU U CUTYPHU
WNKT pelweHns, NnpoayKTU N YCIYTK, KaKTO U ga nognomarat 6vp30To n 6e3onacHo HaBaM3aHe Ha
HoBUTe uUMGPOBM TexHoMorMM B 6u3Hec M 06WECTBO M CTUMY/MPaAHE Ha A[AUIMTANHOTO
npeanpuemayvyecTBo, MHKYbMpaHeTO Ha CTapTUPALLU KOHKYPEHTHU 6usHecw.

4.9 MexAayHapoaHO B3aumoaeincreume

enu:

Lien 1: Bbarapma we usnbaHABA aKTUBHA PONA B MEXKAYHAPOAHOTO CbTPYAHMYECTBO B 061acTTa Ha
Knbep CUrypHocTTa Ha eBponencko u Ha rnobanHo HuBo. Llle gonpuHacAa 3a popmmpaHeTo Ha
MeXXAyHapoAHM cTpaTerMm, 3a pa3paboTBaHe Ha NPaBHO 06BbP3BaLLM PErlaMeHTH, 3a HaKa3aTeNHO
npecneagaHe, obmeH Ha MHPOPMaALMA, ydacTMe B MEXKAYHAPOAHU yyeHua ¢ GoKyc BbPXY Knbep
CUFYPHOCTTa U pa3paboTBaHe HAa CbBMECTHM MPOEKTU 3a CbTPYAHUYECTBO No AnHMA Ha HATO, EC u
OOH.

Len 2: bbarapua we npoab/XM Aa U3NBAHABA CbIO3HUTE CU aHTFAXXMMeHTU no AnHuAa Ha HATO B
obnactra Ha KMbep oTOpaHaTa M aKTMBHO Le y4yacTBa B npuaaraHeTo Ha MemopaHayma 3a

80 EU, ENISA: Strategic Research Agenda - https://resilience.enisa.europa.eu/nis-platform/shared-
documents/wg3-documents/strategic-research-agenda-final-v0.96/view n spb3ka ¢ cPPP (Contractual PPP on
CYBER)
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pa3bupaTenctso B ob6nactta Ha KMbep oTbpaHaTa n ogobpeHaTa No Bpeme Ha cpeLLaTa Ha Bbpxa Ha
AnnaHca B Yesic MHMUMATMBA 3a CbTPYAHNYECTBO C MHAYCTPUSTA B ob6nacTTa Ha Kubep oTbpaHarTa.
Lien 3: AHraxkmmeHTUTE Ha bbarapuma no nMHuMa Ha EC ca 06Bbp3aHN CbC 3a/10KEHUTE NPUOPUTETH B
OCHOBOMOAralM AOKYMEHTU KaTo EBponelickaTa cTpaterna no Knbep curypHoct u EBponelickaTa
NoZIMTUYECKA PaMKa 3a Knbep otbpaHa. OCHOBHa Len e U3rpakgaHeTo Ha rapaHTMPaH MaKCMMA/HO
3aWwmTeH A0CTbn A0 HTepHeT. C ornea noaobpsasaHe Ha HaLMOHaNHWUTE CNOCOBHOCTU M CNPaBAHETO
C Knbep 3annaxute, bbarapusa cnensa akTUBHO Aa CbTPYAHUYM C opraHuTe Ha EC, 3aHMMmaBawm ce ¢
BbMNpoCUTE Ha Kubep curypHoctTa (EBponeickaTa areHumMs 3a CUIYPHOCT Ha MpeXuTe U
nHoopmaumata, Eeponon, EBponelickaTa areHuusa no otbpaHa), U Aa pa3BMBa PErMOHA/IHOTO U
OBYCTPAHHO CbTPYAHMYECTBO M B3aUMOAENCTBME.

MepkKu:

4.9.1 Kubep dunanomayusn
BaykeH efleMeHT OT aHraKMMeHTUTe Ha bbarapus 3a ocurypssaHe Ha cBOBOAHO M cUTYpPHO Knbep

NPOCTPAHCTBO e paboTtaTa B 06aacTTa Ha KMbep annaomaumsTa. 3aknyeHuaTa Ha CbeeTta ,06wWM

Bbnpocn” no knbep anniomauunata (pespyapun 2015 r.) onpenenart KaTo KAOYOBO NO-HATATbLIHOTO

pasBuMTME Ha 06w, U BceobxBaTeH eBPOMEACKM NoAXo4 Kbm Kubep pgunnomauymara. EC u

AbPXKaBUTE-YNIEHKM CNefBa Aa paboTAT 3ae4HO 3a NOCTUIAHETO Ha CTPATErMYECKUTE LENN, 3a/10XKEHU

B 3aK/II0YEHUATa:

e (Cna3BaHe M HacbpyaBaHe Ha CnasBaHeTO Ha MpaBaTa Ha YoBeKa B KMbep NPOCTPaHCTBOTO
(npepocTaBaHe Ha NOMOLL, HA XEPTBUTE Ha MHTEPHET NpecTbnieHuns, bopba c opraHUsMpaHaTa
NPecTbMHOCT, NPOBeXAaHe Ha pascneABaHUs U 3ana3BaHe Ha eNeKTPOHHM [O0Ka3aTencTsa,
ocurypssaHe Ha 6e3onaceH 1 eBTUH A0CTbN 33 BCUYKM rPaXKAaHn, HacbpyaBaHe Ha NpuaaraHeTo
M No-A06pOoTO M3NONA3BaHE Ha EBPOMNENCKUTE HACOKK 3a cBOHOAATa HA CI0BOTO, B T.4. OHNAWH, U
€BPONENCKNTE HACOKM 3a 3aLUUTHMULMTE Ha NpaBaTa Ha YOBEKaA);

e Hopmu Ha noBedeHWe M NPUNAraHe Ha HOPMUTE HA MeXKAYHapoAHOTO NpaBo B ob6nactrta Ha
MeXAyHapoAHaTa CUFYPHOCT (nocTvraHe Ha cbriacMe M obuwa BM3MA 3a NpuaaraHe Ha
CblLLECTBYBALLOTO MeXAyHapoAHO NpaBo B KMbBep NpOCTPaHCTBOTO, OTCTOABAHE Ha NO3ULMATA,
ye MeXAyHapoAHOTO NPaBOo € MPUIOKUMO U B UHTEPHET);

e VIHTepHeT ynpaBneHue (KaTo HegennMma 4act oT obwma n sceobxsaTeH nogxoa Ha EC no kubep
aunaomaumara);

e 3acuiBaHe Ha KOHKypeHTocnocobHocTTa M npocneputeta Ha EC (C aKueHT Bbpxy no-
HaTaTbWHOTO HacbpyaBaHe Ha EAMHHMA eBponNencKn AurMTaneH nasap M 3acuiBaHe Ha
CUrypHOCTTa B 06nacTta Ha WMHPOPMALMOHHUTE TEXHONOTMW, BKAOYBAHE HaA AWUrMTasHAaTa
MKOHOMMWKA B HaLMOHANHWUA OHEBEH pes, TACHO CbTPYAHUYECTBO C MEXKAYHAPOAHN NAPTHLOPM
33 3aWMTa Ha [aHHUTE, yeAHAKBsABaHe Ha CTaHOAPTUTE U U3rpakAaHe Ha OOBepue C TPeTU
CTpaHu);

e MU3rpaxkgaHe v pa3BuBaHe Ha KMbep KanauuTeT - pa3paboTeBaHe Ha 06l NOAXOA 33 U3rparkaaHe
Ha KMbep KanauuTeT 1 NPeBPbLLAHETO MY B HEAE/IMMA YacT OT NO-LIMPOK, robaneH noaxos BbB
BCUYKM KMbBep 06nacTu, BKA. Ypes3 TACHO B3aMMOAEWNCTBME CbC CbOTBETHMUTE OpraHu Ha EC,
N3MN0/13BaHe Ha Pas3/InYyHM PUHAHCOBU NPOrPaMMU U MHCTPYMEHTU 33 YCTOMYMBO M3rpakaaHe Ha
KnMbep KanauuTeT 1 pa3BUTME Ha KMbep yCTOMUYMBOCT;

e (CTpaTernMyecko CbTPYAHUYECTBO C K/KOYOBM NAPTHbOPU M MENKAYHAPOAHW OpraHuU3aLUm-
npoBeXKaaHe Ha epeKTMBHA KOOPANHALLMA Ha NOAUTMUKaTa 3a KNbep CUrypHoCT c ornea nsbarsaHe
Ha Ay6aAMpaHeTo Ha AeMHOCTM M MHULMATMBW, OCHLLLECTBABAHE HAa TACHO CbTPYAHWYECTBO C
MeXAyHapoaHWUTE opraHM3aunm, pabortelm B 061acTTa Ha KMGep CUrypHOCTTa;
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AKTMBM3MpPAHE W pPas3BUTME HA CbTpyaHUYecTBOTO C OpraHM3aumMaTa 3a CUTYPHOCT W
cbTpyaHuuyectso B EBpona (OCCE) n “MepKku 3a yKpensaHe Ha A0BEpPMETO M curypHocTta® &l
MHULUMATMBK M nporpammn Ha OOH, meXKAyHapOAHM OPraHU3aLUKN U MPEXKMN.

4.9.2 Bsaumodelicmsue Ha ONEPAMUBHO U MEXHUYECKO HUBO, YYEHUA

YcTaHOBABaHE U OCbBpeMeHABaHe Ha HOPMAaTMBHATA 6as3a M MeXAyHapoaHUTEe 40r0BOPEHOCTHU
33 epeKTMBHO NpunaraHe Ha ONepaTUBHOTO B3aMMOLENCTBME MEXKAY OPraHUTe U CTPYKTypute
OT HaLMOHaHATa cMcTeMa 3a Knbep CUrypHOCT M MperKaTa 3a KOopAMHaUMA U B3aMmMogencremne
(HKOMKC) cbc cboTBETHUTE OpraHn U UHCTUTYLUMK oT EC, HATO 1 Ha aBycTpaHHa 6a3a c AbprkaBu
NapTHbOPW 33 Pa3BUTME Ha CbBMECTHM CNOCOBHOCTY;

NMHCTUTYyUMOHanu3npaHe W [OroBapAHe Ha pamMKaTa 3a B3aMMOLEWNCTBME BbB BpPb3Ka C
nnatdopmuTe 3a cnogenaHe Ha MHGOPMaALMA, KAKTO HA AbPrKAaBHO TaKa M Ha CMeceHo Ny6AnYHO-
YaCTHO HMBO B CEKTOpM M 061acTU CBbP3aHM C KPUTUYHU MHPPACTPYKTYPU, KPUTUYHMU
KOMYHMKAUNMOHHU U MHOOPMAUNOHHU MHPPACTPYKTYPU, CTpaTErMUYECKU PEecypcu, KakTo U B
HOBWUTE Pa3BMBALLM Ce YyBCTBUTENHUTE 061ACTM HA MHTEPHET BasnpaHu ycnyru (enekTpoHHa
Tbprosus, 3gpaBeonassaHe, GUHAHCK U Apyrn);

Pa3BuTME U yyacTMe B PErmoHaNHN MHULMATUBM U NPOEKTU B 061acTTa Ha KMbep cUrypHocCTTa,
YCTOMYMBOCTTA M 3aLLMUTA Ha KPUTUYHU MHOPACTPYKTYPU M CNOLEeNEHN TPAHCTPAHUYHU aKTUBU U
AenHocTu;

OcurypsBaHe Ha HopmaTMBHaTa 6a3a M [OroBOPEHOCTM 3a NMPOBENKAAHE Ha MEXAYHApPOAHM
(BKNIOUNTENHO M PErMoHaNHWN) CbBMECTHU YYEHUA U TECTOBE, CNOAEe/SHE Ha PeCcypcu, KanauuteT
n uHpopmauyms.

81 Confidence building in the OSCE - http://www.osce.org/secretariat/106440
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5 PeanusunpaHe, KOHTPON U aKTyanusaumA

HauuoHanHaTa cTpaterMa u BusmaTta 3a passutne ,Kubep ycronumsa bbarapus 2020“ e
pa3paboTeHa OT MeXXAyBeAOMCTBEHA eKcnepTHa paboTHa rpyna ¢ BKAOYEHM NpeacTaBUTeNM Ha
BCUYKM 3aUHTEPECOBAHWM CTPAHU U e cbrnacyBaHa cbC CbBeTa Mo CUrypHocTTa, MUHUCTEPCKN CbBET
Ha PenybnunKka bbarapwms.

MapanenHo c Habens3BaHETO Ha OCHOBHWUTE 06n1acTM Ha AeNCTBME, MEpPKM WM eTanu 3a
pa3sutneTto Ao 2020 roanHa ce paspaboTsa MaaH 3a M3nbAHeHMETO Ha CTpaTermaTa, KOUTo we 6bae
3aBbpueH 4o 3 meceua cnen nyb6anyHo obcbKgaHe 1 npuemane Ha Ctpatermata oT MUHUCTEpPCKUS
cbBeT. B nsroteaHeTo Ha [naHa, NpMopUTM3MPaHE Ha NPOEKTUTE U MHULMATUBUTE U AePUHNPAHETO
Ha [MbTHa KapTa We ObAaT BKAKYEHW M aHFaXXMpPaHW OpraHM3auMM NpeacTaBAABALLM BCUYKM
3aMHTEpPeCcoBaHM CTPaHW — AbpXKaBHa, OU3HEC U UHAYCTPUA, aKaLEeMUYHU U U3CNeAoBaTeNCKU
OpraHM3auum, HenpaBUTENCTBEHM OpraHmsauun. M3nbaHeHMe Ha njiaHa € OTroBOPHOCT Ha
onpeaeneHnTe BOAELLN MHCTUTYLUM U OPTraHN3aLMK, KAaTo peanmsaumaTta Ha BCUYKN MHULMATUBMN ce
6a3upa Ha NPUHUUNUTE U METOAMTE Ha MPOEKTHO YMNpPaB/iEHWE U OPUEHTUPAHM KbM pesyaTtaTt
AencTBuA Ha 6asaTta Ha NpeABapUTENHO 3a4a4eHN MHOMKATOPU. 3a BanMaaumaTa Ha pe3yaTaTuTte oT
M3NbAHEHMETO Ha HabenssaHMTe MEpPKM ce OopraHM3MpaT W NPOBEXAAT CheuManm3npaHu
HALMOHA/IHM M PErMOHANHM YY4EHUA N TECTOBE, KAKTO M 3aCMIBaHE Ha YY4ACTUETO B MEXAYHAPOOHN M
NapTHbOPCKM TakmBa. KoopAauHauuATa Ha W3NbAHEHUETO Ce ocblecTBABa OT HaumoHanHuA
KOOpAMHATOpP No Knbep CUrypHOCTTa, @ MOHUTOPMHIAa 3a NOCTUITHATUTE pe3ynTtatm — ot CbBeTa no
CUTYPHOCTTA Ype3 KoOHCynTaTuBHMA CbBET NO KMbep yCTOMUYMBOCT U rogmLIeH AOKNA4 3a nporpeca. B
AOKNaga no uenecbobpasHoCT ce npegnaraT akTyanmsauma Ha CtpaTermnaTa, lNnaHa 3a u3nbaHeHMe
u NbTHaTa KapTa.

3a noBULWwaBaHe Ha OCBEAOMEHOCTTA U QHTAXMPAHOCTTA Ha BCUYKKU 3aUHTEPECOBAHU CTPAHU U
rPynu OT HaceneHMeTo n bM3Heca, KaKTo M MAPTHbOPCKMU AbPrKaBU U CTPYKTYpU Aa 6bae U3rotBeHo
afeKkBaTHO No popma u CbabpKaHMe NpeaCcTaBAHE HA CTpaTermaTa U BU3MATa, HabenasaHutTe mepKu,
MbTHaTa KapTa M TAXHOTO NepuoAnYHO 0BHOBABAHE C M3MNOA3BAHE HA AOCTbMHU MHPOPMALLMOHHM,
rpaduyHU, MegUNHN N MHTEPAKTUBHM CPeaCTBa.

CTpaTermaTa, 3ae4HO C HeobxogMmuTe NpenpaTkM M MOACHEHWA, Ce NpeAoCTaBs Ha BCUYKMK
NapTHbOPCKN AbpyKasu oT EC n HATO, KaKTo M Ha ApyrvM AbpKaBuM M OpraHusaumm Ha 6asaTa Ha
ABYCTPaHHU JOroOBOPEHOCTU U B3aMMOOTHOLLIEHUA B obaacTTa Ha Knbep curypHoctTa (OCCE, OOH,
ITU, AbprKaBu OT perMoHa u ap.). BUsnpaHute Mepku u AeMHOCTUN Ce CbI/1acyBaT W aKTya/IM3npaT CbC
CbOTBETHUTE OpPraHM WM MNAPTHbLOPCKU opraHusaumm ot EC m HATO, Kato 3a M3NbAHEHMETO Ha
HabenssaHMTE CbBMECTHW 3a4auyn M OEMHOCTU Ce OCbLecTBABAT HeobxoaMmute AOMbAHUTENHU
[0r0BOPEHOCTU, KAaKTO U 33 Y4aCTUETO B CbBMECTHM MPOrpamm U MHULMATUBH.
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MpunoxxeHue 1: SWOT aHanus 3a CbCTOAHUETO U NpeaU3BUKaATENCTBATA Npes,

Bbarapusa B Kubep NPOCTPaHCTBOTO

CunHum ctpaHm (Strengths)

Cnabu ctpaHHu (Weaknesses)

BucoKa cteneH Ha npoHuKBaHe Ha UKT

BMCOKOCKOPOCTEH MHTEPHET N CBbP3aHOCT

TpaguumoHHo cunnHun UKT cekTop u codpTyepHa
nHAayCcTpmA

Hannune Ha BUCOKO KBanMbuULMpaH YOBELLKM pecypc
3a paborta c UKT

Pa3BUTM NAPTHBOPCKM OTHOLIEHMA MeXAY NyBAnYHKS,
HenpaBuTencTeeHnn cektop u UKT busHeca

EKcnepTeH nepcoHan B CEKTOP ,,CUFYPHOCT U OTOpaHa“
OT pas/IMYHNTE BEJOMCTBA

M3non3BaHe Ha NOHEe eAWH YyXKA €31K OT roaama YacT
OT HaceneHneTo

Bbarapckn MKT KomnaHuu 1 cneumanmncTu ca
QHraXKMpaHW 3a AOCTaBYMLM Ha ycnyru B obaactTa
Ha cyber forensics

Pa3suTo MHGOPMALMOHHO 0bLWEeCTBO

Jlvnca Ha ACHM NONUTMKK M 0bLLM NpaBuKAna 3a
ocurypsasaHe Knbep curypHoct

HepocTaTbyHO pa3BuTa M aieKBaTHa NpaBHa pamka no
OTHOLLEHMe Ha Knbep curypHocTTa

OTCbCTBUME HA CBBP3AHOCT MEXKAY OTAE/HU CUCTEMU,
aHraXKMpaHu c Kubep cUrypHocCTTa

Hucka cTeneH Ha 06pa3oBaHOCT M pasbupaHe Ha
BA)KHOCTTA Ha KMbBep curypHocTTa

MankuaT u cpefeH bU3Hec He NPMNO3HaBa
MHGOPMALMOHHATa U KMbBep CUTYpHOCT KaTo
npo6aem un npuopuTeT

HWCKa TEXHONOTMYHA KY/TYpa B YacT OT CTPYKTYpUTE Ha
LEeHTpasiHa U MeCTHa U3NbJIHUTENHA BNaCT

Jlvnca Ha aelicTBalwa cuctema 3a paHHO
npeaynpexaeHue 3a Knbep ataku

M3non3saHe Ha coOPTyepHU U XapAyepHU pelleHuns bes
€/1eMEHTU UM aHTAXKMMEHTM MO CUTYPHOCTTa (BKJI.
M TaKMBaA OT YYXKAECTPAHHU KOMMAHUK)

Bb3moxkHocTU (Opportunities)

3annaxu (Threats)

Pa3BuTHE Ha TEXHONOTUUTE — NOBULIABaHE Ha
epeKTMBHOCTTA NPM HaMaABALLA LLeHa

CpaBHUTENHO NECHO NPEooNABaHE Ha
TEXHONIOrMYHA M30CTaHaNOCT

MpaKTUYecKn HeorpaHMYeH AOCTbN A0 3HAHMeE, HOoy-
Xay, £,o6pn NPaKTUKK

YneHctso 8 HATO n EC

MHTEH3MBHO CbTPYAHUYECTBO C NapTHbOPCKU
CNyK6M OT ApYrn Abp:KaBm

MpuBAMYaHE Ha HeAHTAXKMpPAH YOBELLKM pecypc
(BKA1. 1 OT cnBUA ceKTOp, Xakepu, white hats un
Aap.)

Hanunuue Ha gobpe NoAroTBEHU Kagpu ¢ BUCLIE
obpasosaHue ¢ UKT npodpun

OnHammyeH rnobaneH nasap Ha NPOAYKTU U yCayrm
B cdepaTta Ha Knbep curypHocTtTa

CuctemHo pa3BuTUE Ha MHPOPMALMOHHA KyATypa B
yunnumuiata

MoBuLaBaHe 3aMHTEPECOBAHOCTTA 3a
nHdopMaLMOHHATa U KMbep cUrypHocT B
KoMnaHuuTe, ocobeHo MCI1 v no Bepurute 3a
[oCTaBKa

MKOHOMMYECKM Hal-M30CTaHanaTa gbpKaea B EC

PBCT Ha KMbBep NpecTbnIeHUATa B CBETOBEH MaH Npwu
3acunBalla ce rnobanHa HecurypHocT

HapacrtBawy, nHTepec kbM PB KaTo 06eKT 3a Kubep aTakm
(uneH Ha EC, HATO n gp.)

MoCTOAHHO NOBULLABAHE Ha KOJIMYECTBOTO,
MHTEH3MTETa M CIOXKHOCTTa Ha Knbep aTaknte
(BkNOUNTENHO He3abenAsaHmu)

XubpuaeH xapakTep Ha 3aniaxuTe — B3aMMOBPbH3Ka,
OOMUHO edeKT

HapacTBaHe Ha AurnTanHaTa 3aBUCMMOCT - NPOHWUKBaHE
BbB BCUMUKM chepu Ha xuBoTa (loT - BCUUKK
YCTPOICTBA Ca CBbP3aHMN B UHTEPHET)

HeBb3MOXKHO NogabprKaHe Ha ,,4acTMYHa curypHocT”

3annaxa 3a cpenaTa 3a pa3BMTME Ha aYTCOPCUHT Ha
ycnyrm kbm bbarapuma

M3TnyaHe Ha MHTeNeKTyaiHUA noTeHuman (ocobeHo B
chepaTa Ha VKT)

Mon3BaHe Ha HeNMLLEH3MPaAH, NMPATCKN copTyep
(ocobeHo ot rpaxkaaHm u MC)

EKcnaH3ua Ha obaavyHUTe yCayru, Npu KouTo
CUTYPHOCTTa He BUHAru e rapaHTMpaHa

BucoKa cTeneH Ha M3Mo/13BaHe Ha COLMANHN MPEXHU
(KaHan 3a Bb3MOXHO NPOHMKBAHE, LUNUOHAMX,
Tepopusbm)

Pa3BuTME Ha opraHn3MpaHaTa Kubep NpecTbnHOCT

OrpomeH pbCT B NpeasiaraHeTo yeayrm u oHNaiH
3abaBneHuns

MpexBbpasHe Ha HeneraaHus (cvB) nasap B Knbep
NPOCTPAHCTBOTO (TPaduK Ha Xxopa, opraHu,
HapKOTULM, OpBXKUE U Ap.)

MNHTepHET e HEKOHTPOMPYEM KaHan 3a
Ae3snHdpopmaLma (necHo cb3gaBaHe Ha NaHUKa,
ncuxosa, GuHaHcoBa HecTabuaHocT, 1 A4p.)
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MpunoxkeHue 2: ®asm 3a peainsnpaHe Ha CTpaTtermaTa

da3a 1: MHMyuMKupaHe u nocTUraHe Ha 6a3oB KanauuTeT 3a KMbep curypHoct (2016-2017r.)

OcHOBHa Len Ha AeNHOCTUTE e YCTaHOBAIBaHe Ha KOOPAWMHMPAH NOAXO0A WU M3rpa)kgaHe Ha obuia
HaLUMOHA/IHa pamKa W NPUHLUNK 33 Pa3BUTUE, HALMOHAJIHA CTpaTernsa 1 NaaH 3a AencTBue ¢ NbTHa
KapTa 3a pa3BuUTME W TMPUOPUTETH,  CbrNACyBaHM C OCHOBHUTE 3aMHTEPECOBAHU CTPaHW,
npeogonaBaHe Ha nsocraBaHeto B EC n HATO n ocurypasaHe Ha 6a30B80 HUBO Ha UHOPMaALLMOHHA
M Kubep curypHoct. [lpe3 T03M eTan uwe 6bae nocTurHata HeobxoguMmaTa MWHMMasHA
MHPOPMALMOHHA U KNBEp CUTYPHOCT HAa HUBO OTAE/NIHM OpPraHM3aLUnM U MPEXKU U CNOCOBHOCTU 3a
peakums npu KNbep MHUMAEHTU M aTaKKu, KaTo Ce NOCTUTHAT C/ieAHUTE OCHOBHM NOKa3aTeNu:

®uHanM3MpaHe Ha HaLMOHaNHa cTpaTerns 3a Kubep CUrypHOCT, HAUMOHaNEH MNAaH 3a
M3NbJIHEHMETO M C NbTHa KapTa ,,2020%;

YcTaHOBeH paboTely ,,MyATUCTEMKXONLEP” MOAEN 3@ BKOYBAHE U aHTAXKMpPAHe HA BCUYKM
OCHOBHM 3aMHTEPECOBaHM CTPaHM OT Abp)KaBa, OU3HeEC, aKaAemuA, HenpaBUTENCTBEHMU
opraHM3auun n obuwectso 3a KOOPAUHUPAHU AEACTBUA NO PasBUTUE W HEMPEKbCHATO
OCbBpeMeHABaHe Ha cTpaTernaTa, NOAUTUKUTE U MEPKUTE;

BbBexAaHe W npunaraHe Ha NPOEKTeH MNOoAX0oA 33 YNpaB/ieHMe Ha AeWHOCTUTE Mo
N3NbIHEHME HA HALMOHANHWUA N1aH 33 KWBep CUTypHOCT M METOAMKA 3a NPUOPUTU3MPAHE HA
OENHOCTUTE M NPOEKTUTEe, CTApTUPaAHE Ha MNPOEKTUTE C HaM-BUCOK MNPUOPUTET UAM C
HEeOT/NIOXeEeH XapaKTep;

Cv3paBaHe Ha HauuoHanHa KOOpPAMHALMOHHO-OPraHM3aUMOHHA MpeXKa 3a Kubep
curypHoct (HKOMKC)®? no mopena Ha nyb6auyHo-yacTHMTe napTtHbopcrsa (MYM) -
onpeaensHe Ha pPOJN, OTFOBOPHOCTM WU CMOCOBHOCTM 3a pasBUMTME HaA AbpXKaBHUTE U
HEeNpPaBUTENCTBEHUTE  YYaCTHULM, YCTaHOBABAHE Ha 06w, mexaHu3bm, AedpUHUpPAHE Ha
npouecu M NPOTOKONM 33 B3aMMOAENCTBME M MOHUTOPUHI Ha KMbep KapTUHATa Ha
HaLMOHANHO HMBO Ha Ha3aTa Ha KOOPAMHMPAHA MperKa OT LEeHTpoBe 3a Kubep curypHoct
(CERT/CSIRT v gpyru opraHu) n 6opba c Knbep NpecTbnHOCTTa, Pa3BUTME U OCUTYPsABaAHE Ha
OCHOBEH U3UCKYeM KanauuTeT U cnocobHoCTM n nHTerpupaHe 8 HaumMoHanHarta cucrtema 3a
ynpasneHue npu Kpusns;

Mpernes Ha KOMYHUKAUMOHHUTE U MHPOPMALMOHHM CUCTEMM B NYBANYHMA CEKTOpP U
KPUTUYHUTE MUHOPPACTPYKTYPU C HALMOHANHO 3HA4YeHWe NOo OTHOWeHWe Ha Kubep
CUTYPHOCTTa, onpefensHe Ha MUHUMMaNHU M3MCKBaHMA®Y, moarotoBka M NPUOPUTETHO
BKNtouBaHe B mperkata HKOMKC Ha OCHOBHM CEKTOpW OT eHepreTuKaTta, TpaHcnopTa, 6aHKoB
n GUHAHCOB, MOBUAHN KOMYHMKALMKN, KAaKTO U HA UHTEPHET AOCTaBYMUM, AOCTABYMLM HA
€/IeKTPOHHWN YCNYTM U APYrM OT HAUMOHANHO 3HayeHWe (M BbB BPb3Ka C M3MbJAHEHWE HA
OunpekTnsaTta Ha El 3a cMrypHOCT Ha MpeXoBUTE U MHPOPMALIMOHHM CUCTEMMU);

MoAroToBKa M NPOBEXKAAHE Ha NMUIOTHU CEKTOPHU HALMOHANHN yYeHUs/ynpaxkHeHUa oT Tuna
Ha CyberSHockwave®® no dopmynata Ha NYM 1 B gonbaHeHMe Ha yyeHunaTa 8 EC n HATO;
N3nbnHeHWe Ha ykaszaHuATa n gupektusurte Ha EC n npenopbvkute Ha HATO 3a nocturaHe
Ha mpexoBa u uHpopmaumoHHa curypHoct (MUC) — pa3paboTBaHe Ha HaLMOHaIHa

82 NCCN, National Cybersecurity Coordination Network

83 3aKkoH 3a ynpasneHne n GyHKLUMOHMPaAHE Ha CUCTEMATa 33 3alLMTa Ha HaumMoHanHaTa curypHoct (3Y$C3HC),
2015r.

8 MuHUManHu nsncksaHua: onpeaenermn obuwo or HKOMKC, 3a 0TAE/MHU CEKTOPM - OT CreLmMannsnpaHm
ObPrKaBHU opraHn

85 Cybershockwave http://bipartisanpolicy.org/press-release/cyber-shockwave-shows-us-unprepared-cyber-

threats/
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cTpaTerva, NiaH u AeNCTBUA NO U3rParkaaHe Ha KanaunTeT U cnocobHOCTM 3a cripaBAHe ¢
MacupaHu Knbep MHUMAEHTU, aTaKN N KPU3W;

e AKTMBM3MPAHE HA MEXKAYHAPOAHUTE NAPTHbOPCTBA M ePEKTUBHOTO MM M3MON3BaHE 33
pa3BUTUE U B3aUMOAENCTBME — Npernes u pasButme Ha A4eMCTBALLN HALMOHANHM TOYKN U
3BEeHa 32 ONepaTUBHO M TEXHMYECKO B3aMMOLENCTBUE, Pa3BUTME HA a4EeKBATHM Ha
MEXAYHAPOAHNTE N3NCKBAHMA KamaumTeT U CNOoCOBHOCTY;

e [lpernea u opraHusnpaHe (KOOpPAMHUPAHE) Ha HAZIMYHUA EKCNEPTEH U TEXHUYECKU
KanauuTeT B AbPrKaBHU, HENPABUTENICTBEHU, aKageMUYHU M YaCTHU OpraHM3aLmu,
nspaboTBaHe U BaAngMpaHe Ha mogen 3a mobuamnsmnpaHe u srkatousaHetTo M B HKOMKC
(MaeHTUPUUMpPaHE Ha HALMOHANHUA KamauuTeT 3a Kubep curypHocT). YcTaHOBABAHE Ha
cUCTEMA OT CTUMY/IM 3@ Pa3BUTME Ha 06LL KanauuMTeT B M3C/1e0BaTeICKM LEHTPOBE,
TEXHONIOTMYHWN NapKose, GUPMU U HENPABUTENCTBEHM OPraHM3aumm;

e JlednHUpaHe Ha OCHOBHUTE U3UCKBAHUA, CTAHAAPTU U MOAENM 33 NPOEKTUPAHE U
pa3paboTBaHe HAa KOMYHUKALMOHHN N MHOOPMALMOHHM CUCTEMM 33 CUCTEMMUTE 33
ObPXKABHO yNpasaeHMe U afMUHUCTPALMA, CbI1acyBaHW U NPENOPBYMUTENHN 1 32 BU3Heca B

o u “u u

NMOCOKa ,,An3aliH 3a CUrypHOCT”, “noBepuTeNHOCT Ypes ansainH”, “gm3saiH 3a yctonumsoct”
86.

;

e PaspaboTBaHe Ha HalUMOHa/IHA NPorpama 3a 0CBeJOMEHOCT (awareness) U aHra>KMpaHocT
KbM AEMHOCTUTE NO KMbep CUTypHOCTTa C BCUYKKM CNoeBe Ha 06LLecTBOTO, crneuunaneH Gpokyc
BbPXY MIageKnTe U 06pa3oBaHNETO, MasKuAa U cpeaeH 6usHec (MCM n muKpo-
npeanpuatma), obpasosBatenHUTE U 0BYYUTENHM NPOrPAMMN Ha BCUYKM HUBA;

e Pa3BWTME Ha AEMOKPATUYHMA MOAEN 33 ynpaBaeHue Ha IHTepHeT — AOMeNHM (BKA. U Ha
Kupunamua ,,.6r) n cebpsaHuUTe C TAX 3aMN/1axM, BbBEKAAHE HA MEPKU 1 NPUHLUNK 33
CUTYPHOCT M HaZeXAHOCT (OT TMna Ha npenopbyaHuTe oT ICANN “https only”, DNSSEC) 3a
NPaBUTE/ICTBEHNTE CANTOBE M CUCTEMM, KAKTO U CTUMYJIM U MEPKM 3a pasLumpeHne B busHec
CeKTopuTe.

da3a 2: Pa3BuTHE — OT KanauuTeT Kbm cnocobHoctn (2018-2019r.)

Pa3BuTME Ha OpraHU3aLMOHEH M HaUMOHaNeH KanauuTeT M MOArOoTOBKAa Ha PasNMYHU HUBA —
peanusnpaHe Ha YCTOMYMBOCT HA HUBO OPraHU3auuaA/BefOMCTBO M CNOCOBHOCTU 33 peakuma npu
KMbep MHUMAEHTM W KpU3M, 3acuiBaHe Ha AenHocTuTe no npeseHuua. Llle 6baaT nocturHaty
cnefgHvTe pesynTtaTu:

o NHCTUTYyUMOHaANM3MPaHe Ha NpoLecuTe 3a MOHUTOPUHI U B3aMMoAencTBme Ha
HauuoHanHa KoopauHaUMOHHO-OPraHU3aUUOHHa MpeKa 3a Kubep curypHoct (HKOMKC)
M NOEeTanHO BK/OYBAHE Ha CEKTOPHU U UHAYCTPUANIHM LLEHTPOBE 3a Knbep curypHocT
(CERTS/CSIRT u ap.) - GOKyC BbPXY NPUOPUTETHU KPUTUUHM MHPPACTPYKTYPU U MbHaTa
MHTEerpauma u ocurypsasaHe Ha GyHKUMOHUPaHETO Ha HauMoHanHarta cuctema 3a
ynpasneHue npu Kpusu; OcurypsasaHe M YyCbBbPLUIEHCTBAHE Ha aAeKBaTHa NpaBHO-
perynaTtopHa pamka;

e BbBexaaHe Ha 06LWa MeToAMKa NO OLEHKa HAa PUCKOBETE CBbP3aHM € Knbep 3annaxu,
aHa/ N3 Ha YA3BMMOCTHU, Bb3AENCTBUE N 3HAUMMOCT, MOTEHUNANHMN LLESIN, CbI1aCyBaHU U B
cboTtBeTcTBUe ¢ Te3n B HATO, EC, OOH, ITU; paspaboTBaHe Ha pamMKa 3a oLeHKa Ha
cnoaeneHuTe Kubep pMCKOBE NO MpPEXKUTE/BEPUTU 32 AOCTABKa, U onpeaensHe Ha
CbOTBETHU OTFTOBOPHOCTY;

8 security by design, privacy by design, resilience by design
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MoBuWwaBaHe Ha KanauuTeTa Ha HaLWMOHANHUTE, CEKTOPHU 1 BEAOMCTBEHU LeHTpoBe 3a
Knbep curypHoct (CERTS/CSIRT u gp.) U pa3BUTUETO UM B NbHOLEHHM OnepaTUBHU
ueHTpoBe 3a curypHocT (SOC)®” 3a cnepeHe Ha CbCTOAHMETO HA KOMYHUKALMOHHMTE 1
MHPOPMALMOHHM CUCTEMU, PAHHO OTKPUBAHE Ha 3ansaxu 1 nsnbysaHe B HKOMKC, KakTo n
CNOCcOBHOCTM 33 KOOPAMHMPAHA peaKkUma Npu KNbep NHUMAEHTW, aTakN U KPU3KN A0
HeyTpPasIM3MpPaHETO UM U NpeanpuemaHe Ha AeMHOCTU NO Bb3CTAHOBABAHE — NOCTUraHe Ha
YCTOMYMBOCT Ha HUBO OpraHM3auma, BeAOMCTBO, LAJOCTHA BEpUra Ha JOCTaBKM UK BusHec
MpeXKa;

Pa3BuTME Ha KamauuMTeT 3a CUMYIALMUA Ha CIOXKHU KUMbBep MHUNAEHTU, aTaKu U KPU3N U
npoBeXAaHe Ha KOMMNEKCHU HaUMOHaNHW yYeHUs/ynparkHeHna oT Tuna Ha Cyber
Shockwave®® no dopmynata Ha NYM 1 B AonbiHeHMe Ha ynpaxHeHuata B EC u HATO.
OpraHu3snpaHe Ha yYeHUA C AbPXHKaABUTE OT PErnmoHa U APYTN MeXAYHAapOAHWN MapTHbOPCKU
MpeXu;

NaoeHTudmumpaHe Ha HeOBXO0AMMOCT W Pa3BUTME Ha TEXHONIOTUYEH N U3CNE[0BaATENCKU
KanauuTeT U cnocobHOCTM B NPUOPUTETHM 061aCTW 3a AbPrKaBaTa, rpaXkaaHuTe n busHeca —
OocUrypsiBaHe Ha MHOBATUBHA M CbBpeMeHHa 6a3a 3a eIEKTPOHHM yCAyru (BK/. 3a
€NIeKTPOHHO YNpaBAeHWE), HAAEKAHWN €NEKTPOHHWN Pa3nialaHna (BKA. MOBUAHN),
eNeKTPOHHO 34paBeonasBaHe, Kubep 3awmTa/oTbpaHa, U ApYrY Bb3MOXKHU HULLIMK 33
pasBuTME HA UHAYCTPUA, HAYYHU U MPUNOXKHU U3CNeaBaHMA — BbB BPb3Ka CbC CTpaTeraTa
3a MHTe/IUreHTHa cneunanmsauma Ha P bbarapma 2014-20208° v Mporpamarta ,,Lindposa
Bbarapua“? u cborseTHUTE ONEpaTMBHKU NPOrpamu;

M3nonseaHe Ha npeacenartenctso Ha EC ot PenybanKka bbarapus 3a nosMilaBaHe Ha
OCBEOMEHOCTTA M aHTAXKMMEHTUTE U MEXKAYHAPOAHOTO CbTPYAHMYECTBO B 061acTTa Ha
Knbep cUrypHocTTa;

PaswmnpeHne Ha U3NCKBAHMATA N NPENOPBKUTE 33 U3rparkgaHe Ha gosepue B UHTepHeT —
npuiaraHe Ha nJaH 3a NpemnHaBaHe Ha “https only” 3a Bcuuku MHTEpHET yenyru, u
npemuHaBaHe kbMm “DNSSEC only” 3a AbpaBHUTE AOMENHM 1 NpeasiaraHn eNeKkTPOHHN
ycayru.

®a3a 3: 3pano 1 Kubep ycroirunso obuwecrso (2020 +r.)

MocTMraHe Ha HMBO Ha 3PANOCT KOETO OCUrypsBa KUbep yCTOMUMBOCT HA HALMOHANHO HUBO U
epeKTUBHO B3aMMOAENCTBME N MHTErPaLMA Ha MexKayHapoaHo HuBo (EC, HATO). Ypes aHraxknpaHe
Ha BCWMYKM 3aMHTEPECOBaHM CTPaHW, Bbarapua NPUOPUTETHO Cb3AaBa CMOCOBHOCTM KaKTO B
AbPXKaBHMA, TaKa U B YaCTHUA U U3Ce0BaTENCKUA CEKTOP B MAEHTUPUUMPAHM HULWIKN 3@ NOCTUTaHE
Ha BOZELLM NO3MLMU B PETMOHA M MAPTHLOPCKUTE MpeXKn. OUakBaHW pe3ynTaTi oT Ta3u ¢asa ca:

MbneH KanauuteT Ha HauMoHaNHa KOOPAMHALMOHHO-OPraHU3aLMOHHA MpeXKa 3a Kubep
curypHoct (HKOMKC) ¢ nocturHato e¢geKTMBHO B3aMMOAENCTBME CbC CEKTOPHU MU
WMHAYCTPUANHN UeHTpoBe 3a Kubep curypHoct (CERTS/CSIRT/CIRC »u ap.) v nbaHata
uHTerpauma 8 HaumoHanHara cucrema 3a ynpasneHue Npu Kpusu, B cuctemmte Ha EC um
HATO 1 mexXayHapoaH NAapTHbOPCKM MPEXKMU;

8750C - Security Operations Center

8 Cybershockwave http://bipartisanpolicy.org/press-release/cyber-shockwave-shows-us-unprepared-
cyber-threats/

8 M lHoBaLMOHHA CTpaTerna 3a MHTeUreHTHa cneumanmsauma Ha Penybamka bbarapua 2014-2020 r. OMUK -
OnepaTuBHa nporpama ,,MHoBauuMn 1 KOHKypeHTocnocobHoct” 2014-2020

% Mporpama ,, Lindposa Bvarapua 2020
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e (Cneumanusauma n yTBbpKaaBaHe Ha bbarapumsa kato Bogeuw, naptHbop B EC 1 HATO B
onpeaeneHn NPUOpPUTETHU 0bnacTu Ha 6a3aTta Ha CTUMY/IMPAHE M Pa3BUTUE HA BbPXOBMU
TEXHO/IOMMM U NPOLECK, CBbP3aHM C KNbep CUrypHOCTTa U MIKOHOMMKATA Ha 3HAHUETO;

e bbarapua ga npegnara egHa oT Hali-aTpakTMBHUTE cpeam B EBpona 3a pa3sutme u
yCTaHOBABAHE Ha CBbP3aH C MHTEPHET BU3HEeC — CUrypHa M HaZeXKAHa cpeaa 3a ayTCOPCUHT
Ha yCNyru, XoCcTBaHe Ha MHTepHeT bM3Hec, cneuMannsaumns B paspaboTBaHe Ha cUrypeH
codTyep 1 Knbep ycTomumem CUCTEMM, Pa3BUTUE HA MHTEPHET-CBbP3aHM YCTPOMCTBA
(Internet of Things - 0T) 1 npunoxeHus;

e YcnewHo peannsnpaHn e-ycayrm u CUCTEMM B SbPKABHOTO ynpasaeHue n busHeca u
pa3KpmMBaHe Ha HOBW HanpaBAeHUA 33 pPa3BMUTME Ha OBU3HEC B perMoHaneH u cBeToBeH
ACNeKT;

e YCTaHOBEHMW cneunanmsanpaHn n3cneaoBaTenICKN N NPUNOXKHU LLeHTPOBEe C YHUKANHU
KOMMNETEHTHOCTM M TeXHONorn4YHa 6a3a 3a cumynaunm, obyyeHme, TeCTBaHe U aKTUBHA
3awmTa Ha UKT cuctemu, cuctemun 3a ynpasaeHme B UHAYCTPUATA U KPUTUYHN
nHdpactpyktypm (Industrial Control Systems ICS, SCADA, apyru).
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MpunoxxeHue 3: PeyHuk
Onpepenenna®

3annaxa - GaKT unm cbouTne ¢ NoTeHUMaN, KOMTO MOXKe Aa HaHece Cepuo3HN Bpeau Ha
AEVHOCTTA Ha OpraHM3aumK, akTUBM, XOpa UK AaXKe Ha AbprKaBaTa, Ype3 HeEOTOPU3NPAH OCTbI,
paspyluaBaHe, pa3KpuBaHe M NPOMAHA Ha AaHHW, U/nan oTKas oT ycayru. (ISO 27000: noTeHUMaNnHa
NPUYMHA 33 HEXKENaH UHLMAEHT, KOUTO MOXe a3 NPUYMHK Bpeaa Ha AaZleHa cucTeMa nunm
opraHusaums).

Knubep NnpocTpaHCTBO - MHTEPAKTUBHA CPEAA OT ENEKTPOHHU MPEXM U MHPOPMALMOHHA
MHPPACTPYKTYpPa M3NON3BAHA 3a Cb34aBaHE, YHULLOXKABAHE, CbXpaHeHMe, 06paboTKa, 0bMsaHa Ha
MHPOPMaLMA, ynpaBaeHMe Ha 06EKTU, CUCTEMU U YCAYTH.

Kubep npoctpaHcTBo (2) - chepata, B KOATO MHOOPMALMOHHATA cpesa CbCTaBeHA OT
He3aBUCUMMN MPEXKN Ha MHOOPMALLMOHHN CUCTEMHU MHPPACTPYKTYPU BKAOUUTENHO MHTEPHET,
TEIEKOMYHUKALNOHHN MPEXKU, KOMMIOTbPHN CUCTEMM, BFPALEHU NPOLLECOPU N KOHTPOEPU Ce
n3n0n3BaT 3a 06paboTBaHe, CbXpaHABAHE U NPeHacAHe Ha MHPOPMaLMA U AENHOCTU Ha
noTpebutenu.

Kubep npectbnneHune — NpectbnHu Lean (4encTBmA), KOUTO Ce ONpeaensaT B KAYecTBOTO Ha
TaKMBa B HALMOHAMIHOTO U/UAN MEXAYHAPOAHOTO 3aKOHOAATE/ICTBO HACOUYEHN KbM U/ naun
M3NoN3BaLLM Knbep NpoCTPaHCTBOTO.

Kunbep npecrbnHoct (EC) - 06xBalla TpaguLUMOHHN NpecTbnaeHua (Hanpumep nsmamu,
danwmnonumpaHe 1 Kparkba Ha CaMO/INYHOCT), MPECTbNJ/IEHUSA, CBbP3aHM CbC CbAbPKaHMETO (Hanp.
OHNAWMH pa3npoCTpaHeHMEe Ha AeTCKa NopHorpaduma nnm noabyaaHe KbmM pacoBa ompasa), U
NPecTbNAeHUA, KOUTO Ca Bb3MOKHW CaMO MPU KOMMOTPU U MHOOPMALMOHHN cucTeMM (Hanpumep
aTaku cpewy MHGOPMALMOHHN CUCTEMU, NPEAN3BMKBAHE HA OTKA3 Ha ycayra v 31oBpeseH
codTyep).

Knbep cUrypHoCT - CbCTOAHME onpeaeneHo 1 U3mMepeHo Ypes HUBOTO Ha
KOHOUAEHLMANHOCT, MHTETPUTET, AOCTBMHOCT, aBTEHTUYHOCT M OTKA30YyCTOMYMBOCT Ha
MHGOPMALMOHHUTE Pecypcu, cuctemm u ycnyru. Kubep curypHocTTa ce ocHoBaBa Ha epeKkTUBHO
n3rparkaaHe U NoAApPbKKA Ha aKTUBHU M NPEBAHTUBHU MEPKM.

(Cnopepg 1SO 27000) — onasBaHe Ha KOHPUAEHLUMANHOCTTA, MHTErpuUTeTa (LenocTra)
HANAMYHOCTTA Ha MHOpMmaumATa (Tpmaaa Ha MHGopmMaLmMoHHaTa curypHocT - KUH, nam CIA —
Confidentiality Integrity Availability)

(EC) — Nopg, kmMbep curypHocT 06MKHOBEHO ce pa3bupaT npeanasHUTE MepPKU U AeNUCTBUSA,
KOMTO MoraT ga 6bAaT NPUIoXKeHM 3a NpeanasBaHe Ha KMHep NPOCTPAHCTBOTO KAKTO B
rpaxAaHcKaTa, Taka M BbB BOeHHaTa 061acT, OT 3aniaxum, KOMTO ca CBbP3aHM C HEroBUTe
HEe3aBUCUMWN MPEXKN U MHPOPMALMOHHA MHOPACTPYKTYPa UM MOTaT Aa HapyLwaT paboTaTa nMm.
LlenTta Ha KMbep CUrypHOCTTa € A3 Ce CbXPaHM HAaIMYHOCTTA M LENOCTTa Ha MpeXxuTe u
MHPPACTPYKTYPaATa, KAKTO U MOBEPUTENHOCTTA HA MHPOPMALMATA, KOATO Ce CbAbPIKA B TAX.

Knbep ataka - 310HamepeHa AeMHOCT, KOATO Lenu Aa pa3pyLlun, 43 OCUIYPU KOHTPOA Hag,
KOMMIOTbPHA cpeaa/VMHPPaCTPYKTYpa, Aa HAPYLLM UHTErPUTET Ha AaHHW UAKW OTKpagHe
KOHTpo/anpaHa nHdopmauus.

(HATO) — Oeicteus, npegnpueTu 3a HapyllaBaHe, OTXBbP/ISHE, B/IOLWABAHE UK
paspylwasBaHe Ha MHGOPMALMA, HAMMPALLLA CE B KOMMIOTbP U/UAN KOMMIOTbPHA MPeXKa, KaKTo U Ha
caMuTe KOMMIOTPU U/UAN KOMNIOTbPHU MPEXKMU.

91 336enexKa: CbrnacHo KoHcynTauma ¢ MHCTUTYTa 3a 6barapcku e3suk Ha BAH, nsnonssaHuTe KOMBUHMPaHM
TEPMMHU CBBP3aHU C ,KMbep” moraT Aa 6bAaT M3NMCBaHM NOOTAENHO AW 3aeHO (cnATo). 3a e4MHCTBO B
HaCTOALLMA AOKYMEHT M NPUET CTaHAAPT Ha pasAe/HoO U3nNnceaHe, 1 obpasyBaHe Ha CbOTBETHU abpeBuaTypu.
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(1ISO 27000) - OnuT 3a paspylLaBaHe, pa3KpMBaHe, NPOMeEHsHe, 3abpaHa, Kpaxkba nu
NoJiydaBaHe Ha HeYMb/IHOMOLLLEH AOCTbN 40 UAK peann3auma Ha HEYNbJHOMOLLLEHO U3MN0JI3BaHe Ha
aKTUB.

Knbep MHUMAEHT - HEOTOPU3NPAHUM MU HeOYaKBaHU geHocTn B KUC, npu KouTo
aBTOMATU3NPAHUTE MEPKM He Ca AO0CTaTbYyHM 3a NPeAoTBpaTABAaHE HA HEraTUBHU Bb34ENCTBUSA, HO
33 KOUTO eKkcnepTmTe No KMbep 3awmTa moraT aa npegynpeast.

(HATO) - Heo4yakBaHO CbbUTHE B KMBEP NPOCTPAHCTBOTO, KOETO, C NN 6e3 KpMMUHANEH
ymMucoba, 61 morno ga npomeHu Knbep curypHocTTa upes GpakTM4ecko Uam NOTEHUUANHO U3naraHe
Ha ONACHOCT Ha KOHPUAEHUNANHOCTTA, LLeIOCTTa UM HAaZIMYHOCTTA HAa MHPOPMALMOHHATA CUCTEMA
nUnAn Ha MHGopMaLmATa, KOATO cucTemMaTa 06paboTBa, CbxpaHABA UM NPEHACA, HApYyLIABaHe Nan
NOTEHLUMANHO HapyLllaBaHe Ha NOAUTUKUTE 33 CUTYPHOCT, NpoueaypuTe 3a CUrypHoOCT Unu
NONUTUKUTE 33 NPUEMIMBO U3NOJ3BaHe.

(1ISO 27000) — CbbUTHE MM NopeanL,a OT HEXeNaHU NN HEOYaKBAHN CbOUTUA, CBbP3aHK
CbC KMbep CUrypHOCTTA, KOMTO C FO/IAMA BEPOATHOCT MOraT A3 NPeAn3BMKaT KOMNPOMETUPAHE Ha
OENHOCTUTE M 3anaalBaT CUTyPHOCTTA Ha MHGOPMaAUMATA

HapyuweHue - HeOTOPU3NPAHO AENCTBME, KOETO NPEO0A0NABA MEXAHU3MMUTE 33 CUTYPHOCT HA
cucTemuTe.

PUCK — noTeHUManHaTa Bb3MOXKHOCT AaZeHa 3annaxa 4a bbae peannsmnpaHa, Kato ce
eKCcnaoaTupa yA3BMMOCTTa Ha akTUBUTE, 3a Aa ce NPUYNHUK Bpeaa.

YcronuumsocT (Resilience, NIST) — cnocobHocT, CBOMCTBO (Ha opraHu3aumaTa) 6bp3o ga ce
aganTupa n ga ce Bb3CTaHOBABA OT M3BECTHU UM HEU3BECTHU NPOMEHW B OKO/IHATA cpeaa ypes
LANOCTHO M NOCNeA0BaTEe/IHO peanvsnpaHe Ha ynpaBaeHMeTOo Ha PUCKA, ynpasBaeHne npu
N3BbHPEAHMU CUTYyaL MM U NNAaHUPAHE HAa HENPEKbCHATOCT Ha AelHOoCTMTe/onepauunTe.

YA3BMMOCT - HEYCTONYMBOCT HA MHPOPMALLMOHHATA CUCTEMA, HA BBTPELLUHUA KOHTPOA U
npoueaypuTe 3a CUrypHOCT U TAXHOTO peasin3npaHe, KOUTO MOXKe Aa 6baaT M3NoN3BaHM 3a
OECTPYKTUBHO Bb34ENCTBME BbPXY CUCTEMATA.

KpuTtuuHa uHdpactpykrypa (KM) - cuctema nnm 4actm ot Hes,, KOUTO ca OT OCHOBHO
3HaYeHMe 3a NoAAbPKAHETO HA XKU3HEHOBAXKHM 06LLecTBEHM GYHKLMWN, 3apaBeTo, 6e30MacHOCTT],
CUTYPHOCTTA, MKOHOMMYECKOTO MU COLMANHOTO 61arocbCTOAHME Ha HACENEHNETO M YMETO
HapyLlaBaHe UM YHULLLOXKaBaHe 61 MMano 3HaYNTEeNHM HEeraTUBHU Nocneanum 3a Penybnmka
Bbnrapua B pe3ynTtat Ha HEBB3MOKHOCTTA A3 Ce 3anas3AT Te3n QYHKUUK.

KpUTHMUYHA KOMYHUKALMOHHA U MHPOPMaLMOHHA MHpacTpyKTypa (KKUU) - cuctemu,
YCAYTU, MPEXU U MHPPACTPYKTYPU, KOUTO Ca XKMU3HEHO BaXKHA YacT OT HAaLMOHAIHaTa MKOHOMMKA U
06LLEeCTBO M OCUTYPABALLM BaXKHWU CTOKU U YCAYTU, AECTPYKTUBHOTO Bb3AENCTBUE BBPXY KOUTO b1
MOT/I0 4@ UMa CEPUO3HO BIMAHME HA }KU3HEHO BaXKHU OYHKLMM Ha 0buecTBoTO. KpnTHyHa
MHbOpPMaLMOHHA MHOPACTPYKTYPaA Ca KAKTO MpPEXUTE, KaHaNUTe U CUCTEMUTE 33 YNPABIEHMETO U
noAnbp}KaHETO UM.

Computer emergency response team (CERT) - opraHu13auma, KOATO U3y4aBa yA3BUMOCTUTE B
KMbep NpoCTPaHCTBOTO M NOANOMAra epTBU Ha XaKepCKK aTaku, ocurypasa 24/7 ycnayru, cnoaens
nHpopmauma 3a NOBMLLABAHE HA KNGEp CUIYPHOCTTA U KOOPAMHMPA OTFTOBOPU Ha 3annaxu Ha Kubep
CUTYPHOCTTa (M3BECTHU B PA3/INYHM opraHusaumnoHHm ¢opmm — CSIRT, CIRC n ap.)

Kubep orbpaHa - IHTerpMpaHa cuctema, CBbp3aHa C U3MbJAHEHMETO HA BCUYKN MEPKM, MO
3aWMTaTa HA KOMYHUKALMOHHO-UHPOPMALMOHHUTE CUCTEMM HA BbOPBKEHUTE CUAKN OT Knbep
aTaKM 32 ocUrypsaBaHe NOCTUraHeTO HAa BOEHHO-CTPaTernyecknTe Lenu.

Knbep BoiHa - Knbep BolMHa e BCEKM MNOIMTUYECKN MOTUBUPAH KOHPAUKT B Knbep
NPOCTPAHCTBOTO, XapaKTepusunpaly ce ¢ knbep atakm cpelty KOMNIOTbPHUTE U MHOOPMALUOHHUTE
CUCTEMMW HA MPOTUBHMUKA.

Kubep BoiHa (2) - BoeHHM geicTBus, BOAEHW BbB BUPTYaIHOTO NPOCTPAHCTBO CbC CPeACcTBa
N MeToaM Ha MHPOPMALMOHHUTE TEXHONOIMU. B NO-LUMPOK CMUCHA, TOBA NPeACTaBAABA
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noAaApbKKaTa Ha BOEHHM onepauun, NPoBeXKAaHW B TPAAULUMOHHUTE ONepaTMBHU NPOCTPaHCTBA —
CYXOMbTHO, MOPCKO, Bb3AYLIHO N KOCMUYECKO — Ypes AenCTBMA, U3BbPLIBAHM BbB BUPTYaA/HOTO
NPOCTPAHCTRO.

XnbpugHa 3annaxa’®? — naeHTMPUUMpPaHO HaMepPeHUe 1 CNOCOBHOCT OT AbpXKaBeH Uan
HeabprKaBeH CybeKT, KOUTO MoXKe Aa u3nonssa xmMbpuaHa ctpaterna. OueHsBa ce, vye 3a ga
n3nonssa xmbpuaHa cTpaterua, eanH HeabpKaBeH cybeKT npuTerkasa cnocobHocTTa ga npuaara
BCUYKK, UM NOYTU BCUYKM €/IEMEHTU Ha CUaTa, XapaKTePHM NO-CKOPO 3a eAHa CyBepeHHa
AbprKaBa.

XnbpuaeH mopen Ha BoaeHe Ha BOMHA — M3M013Ba ce 32 0603Ha4YaBaHe Ha CbBPEMEHHMU
KOHGAMKTU, 06eaMHABALLN KOHBEHLMOHANHN U HEKOHBEHLIMOHAIHW AeNCTBUSA, Kubep aTaku,
NCUXONOMMYECKO U MIKOHOMMWYECKO Bb3AeNCTBME, KaMNaHuM 3a ge3mHdopmauma, UHOUNTPaLMA Ha
MHbOpMaLUMOHHaTa cpeaa, Cb3aaBaHe Ha NaHWKA, PUHAHCMpPaHe Ha HAPO4YHO Cb3aaAeHMU
NOZIMTUYECKM CYOEeKTH, C Len NPOMAHA Ha BbHLWHOMNOAUTUYECKATA IMHUA HA HabensasaHute
NPOTUBHUUM N APYTM AEACTBMA 3@ NOCTUraHE Ha NOJIMTUYECKU U CTPATErMYeCcKn Lenn. XmbpmngHuat
mozen e cneunduryHa nposAsa Ha gageHa xMbpuaHa cTpaterns, M3non3BaHa OT KOHKpPeTeH
NPOTUBHMUK. BcaKa xnbpuaHa cTpaTerma e yHMKanHa, nopaam Koeto BCeKM OTroBop TpabBa Aa e
afanTMpaH KbM HEMHUTE 0COBEHOCTU.

9 HauunoHanHa ,CTpaTternsa 3a NpoTMBOAENCTBUE Ha XMBPUAHMA MOLEN Ha BoAeHe Ha BoMHa“ (B npouec Ha
npuemaHe)
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